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1. Introduction
In order to access WLAN, the UE shall perform the authentication procedures based on EAP-AKA or EAP-AKA’. However, in some conditions, the authentication procedures may fail because of temporary or permanent errors. 
If the failure is produced by temporary error situations, such as transport error, connection timeout, or equipment restoration, then the UE retrying may solve this problem in an effective way. If the failure is because of permanent errors as defined in 3GPP TS 29.273 subclause 10.3 on "Permanent Failures", then for the use of repeated authentication procedures will not solve the problem. Please, note that not only will this waste UE power and resources, but also impacts the network operator’s performance in a significant way. Especially, as the authentication procedures require contacting the HSS, and loss or partial disruption of HSS will result in a major impact on both the non-3G network and the 3GPP network and also their users. 
Based on current specification, due to the absence of specific cause values sent to the UE and the unpredictable (non deterministic) UE behaviour, the network operator cannot control or predict efficiently the invalid authentication signallings. The following section provides with detailed analysis of a number of some potential scenarios as examples.   
2. Discussion
2.1 Untrusted WLAN scenario


Step 1: The UE shall initiate the IPsec tunnel establishment procedure.
Step 2: The UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address, APN information as defined in 3GPP TS 24.302.
Step 3: The ePDG shall send Authentication and Authorization Request message to the 3GPP AAA Proxy/3GPP AAA Server as defined in 3GPP TS 29.273, including RAT type, APN (if received from UE), VPLMN ID (in roaming), etc. 
Step 4: The 3GPP AAA Server shall fetch authentication vectors from HSS. The HSS performs the following check as defined in 3GPP TS 29.273 subclause 8.1.2.1.2:
“The HSS shall, in the following order (if there is an error in any of the steps, the HSS shall stop processing and return the corresponding error code):
1.	Check that the user exists in the HSS. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.
2.	Check that the user has non-3GPP subscription. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTON.
3.	If a Visited-Network-Identifier is present, check that the user is allowed to roam in the visited network. If the user is not allowed to roam in the visited network, Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED.
4.	Check the access type.  If the access type indicates any value that is restricted for the user, then the Experimental-Result-Code shall be set to DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED.
If an error happened in any of the above steps, the HSS shall stop processing and notify the corresponding error code to the 3GPP AAA Server. No authentication information will be returned. 
Step 5: The 3GPP AAA Server shall send Authentication and Authorization Answer message including the result code received from HSS to the ePDG as defined in 3GPP TS 29.273 subclause 7.1.2.1.2:
“If the HSS returns DIAMETER_ERROR_USER_UNKWNOWN, the 3GPP AAA Server shall return the same error to the ePDG.
If the user does not have non-3GPP access subscription, then 3GPP AAA Server shall respond to the non-3GPP access network with Experimental-Result-Code DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION.
If a Visited- Network-Identifier is present in the request and if the user is not allowed to roam in the visited network, then the 3GPP AAA Server shall return Experimental-Result-Code set to DIAMETER_ERROR_ROAMING_NOT_ALLOWED.
If an error code is received from HSS, the 3GPP AAA Server shall notify the corresponding error code to the ePDG. No authentication information will be returned. 
Step 6: If the authentication failed, the ePDG shall send the IKE_AUTH response message including AUTHENTICATION_FAILED cause value to the UE as defined in TS 24.302 subclause 7.4.1.
“If the ePDG determines that UE is not allowed to access EPC due to reasons specified in 3GPP TS 29.273 [17], the ePDG shall include, in the IKE_AUTH response message, a Notify Payload with a Notify Message Type AUTHENTICATION_FAILED as specified in IETF RFC 5996 [28].”

Issue 1: Based on the existing definition, all the diameter error codes are matched to one single Notify message type AUTHENTICATION_FAILED. Hence, the UE cannot know the reason why the authentication failed. Therefore, it has been observed that most terminals in fact retry the authentication procedure immediately, and the authentication signalling will be sent to the HSS which increases the HSS burden, although the result may well be the same as before, i.e., authentication failure. The number of retries is also an issue.  





Another scenario is described as follows:


Step1to 8a: All these steps are defined in 3GPP TS 24.302, TS 29.273 and TS 33.402.
Step 8A: Once authentication is successful, the 3GPP AAA Server will retrieve the user subscription data from HSS.
Step 9: Based on the user subscription data, the 3GPP AAA Server will do the following check as defined in the 3GPP TS 29.273 subclause 7.1.2.1.2:
“Once authentication is successfully completed, the 3GPP AAA Server shall perform the following authorization checking (if there is an error in any of the steps, the 3GPP AAA Server shall stop processing and return the corresponding error code):
Check if user has a subscription for the requested APN or for the wildcard APN. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION”
Step 10: If the PDN connection cannot be established, the ePDG shall send the IKE_AUTH response message including PDN_CONNECTION_REJECTION cause value as defined in TS 24.302 subclause 7.4.1.
“If NBM is used and if the ePDG needs to reject a PDN connection due to conditions as specified in 3GPP TS 29.273 [17] or the network policies or the ePDG capabilities to indicate that no more PDN connection request of the given APN can be accepted for the UE, the ePDG shall include, in the IKE_AUTH response message, a Notify Payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2.”
Issue 2: Similar as issue 1, several error cases are matched to only one single IKEv2 cause value, i.e. PDN_CONNECTION_REJECTION. Hence, the UE cannot make an educated decision of whether to retry the authentication procedures with the same APN or not.  In fact, if the UE is rejected because of no APN subscription data, even if the UE selects another ePDG, the PDN connection procedure is going to fail during the authentication procedures. 
2.2 Trusted WLAN scenario
[bookmark: _Toc414545279]In the eSamog WI, CT1 already have made private extensions of EAP-AKA’procedures, and even defined some new cause values in subclause 8.1.4.10.1 of 3GPP TS 24.302, for example:
[bookmark: _Toc414545280]8.1.4.10	CAUSE item
8.1.4.10.1	General
When the type field of the item according to subclause 8.1.4.2 indicates the CAUSE, then the length field of the item is set to 1 and the value field of the item is coded according to table 8.1.4.10-1. If the CAUSE item is received by the 3GPP AAA server, the item is ignored.
Semantic of the values is defined in subclause 8.1.4.10.2.
Table 8.1.4.10-1: CAUSE value
	The value is coded as follows.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	1
	0
	0
	0
	
	Operator determined barring

	0
	0
	0
	1
	1
	0
	1
	0
	
	Insufficient resources

	0
	0
	0
	1
	1
	0
	1
	1
	
	Unknown APN

	0
	0
	0
	1
	1
	1
	0
	0
	
	Unknown PDN type

	0
	0
	0
	1
	1
	1
	1
	0
	
	Request rejected by PDN GW

	0
	0
	0
	1
	1
	1
	1
	1
	
	Request rejected, unspecified

	0
	0
	1
	0
	0
	0
	0
	0
	
	Service option not supported

	0
	0
	1
	0
	0
	0
	0
	1
	
	Requested service option not subscribed

	0
	0
	1
	0
	0
	0
	1
	0
	
	Service option temporarily out of order

	0
	0
	1
	0
	0
	1
	1
	0
	
	Network failure

	0
	0
	1
	1
	0
	0
	1
	0
	
	PDN type IPv4 only allowed

	0
	0
	1
	1
	0
	0
	1
	1
	
	PDN type IPv6 only allowed

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
All other values received by the UE are treated as 01101111, "Protocol error, unspecified".



Issue 3: The existing cause values cannot cover all the error cases defined in 3GPP TS 29.273, such as roaming/RAT type not allowed.  Additionally, even though there are some private extensions of EAP-AKA’ cause value defined in the Table 8.1.4.10-1, it is unclear about the relationship between these cause values with the error cases defined in 3GPP TS 29.273, such as if to match no APN subscription data to Requested service option not subscribed or Unknown APN, or to match no N3G subscription to Requested service option not subscribed and so on.  
Issue 4: Not only for the new cause values (which maybe added later), but also for the existing ones, there is no specification about the UE behaviour according to those causes.  
3. Proposal 
In order to work on solving issues with the above issues and other similar ones, we propose to have a new WI on Authentication signalling improvements for WLAN (ASI_WLAN). This WID will be consistent with existing stage 2 architecture and security requirements. Also, changes to IETF protocols will not be part of this work.
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