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1. Introduction

During the field trials it is found that Authentication Procedure was executed in Wait For Network command state while the timer T3240 is running redundantly. Further this timer T3240 expires and aborts the ongoing Authentication Procedures impacting the MT Call/SMS which was under process. This paper discusses different scenarios in which this race condition can occur between the UE’s desire to release the NAS signalling connection and the network’s desire to retry a failed Authentication procedure.
2. Discussion
Following issue was observed during the field trials [See Annex 4.A for log prints of the UE faced the issue and Flow diagram 1],

1. MM had faced abnormal situation as defined in 3GPP TS 24.008 section 4.4.4.9, due to which MM has moved to Attempting to update state.

2. While moving to Attempting to update state, MS have deleted CKSN (KSI) value. [See Annex 4.B for spec reference]
3. MS received paging with IMSI from network.

4. MS responds with paging response message. However KSI IE holds value "111" which indicates MS doesn't have a Ck, Ik keys to support integrity or ciphering procedures.

5. MS moves to Wait For Network Command state and starts timer T3240.

6. When network receives paging response with KSI set to "111", as per field logs it is observed that network initiates Authentication Procedure. [See explanation in Question 2 below].
7. Thus MS have got Authentication request in Wait for Network Command state and MS is running timer T3240.

8. Authentication procedure fails due to "Synch" failure, due to which MS sends Authentication Failure message to network and starts timer T3216. 

9. Thus currently MS is running two timers T3240 and T3216. T3240 expires before new Authentication Request is received from network. Thus MS initiates for RR Connection Abort. This aborted the ongoing Authentication procedure also.
When Authentication Failure message is sent, MS starts a guard timer T3216/T3214 waiting for a network to re-initiate Authentication Procedure. At this point UE running two timers T3240 and T3216/T3214 is redundant and further T3240 is of 10s smaller than T3216(15s) and T3214(20s).Thus effectively timer T3240 reduces Authentication retry time by 33%(in case of T3216) or 50%(In case of T3214).
Authentication Procedure and timer T3240 impact.
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Flow Diagram:1
Even though above sequence was observed during field trials. We generally end up with some obvious questions as below for the above steps. On further analysis it was found that there are different scenarios in which this issue can occur. Following is the analysis of the possible questions.
Question 1 > How UE is reachable after it failed to perform LAU procedure and moved to Attempting to Update state?
LAU initiated in Registered Area of VLR/MSC: 

There are number of situations, in which UE may require to initiate LAU procedure in its registered area with MCS/VLR as below,
1. Periodic LAU 
2. While T3346 is running MS has done intersystem from 4G to legacy rat, initiates LAU, but MS is still in registered LAI area. 

3. PS Domain gets barred, due to which MS in NMO 1 network initiates LAU in its registered LAI area. 

4. After intersystem change from 4G to legacy rat RAU failed due to abnormal cause or RAU Reject #9 received while UE is in registered LAI.
5. In NMO 1 network RAU failed due to abnormal cause or few cases of RAU Reject #7 or #9 received while UE is in registered LAI.
For case 1 above, generally network operators configure Implicit Detach timer value to be more than periodic LAU timer T3212 value. If periodic LAU failed due to abnormal situations as defined in 3GPP TS 24.008 section 4.4.4.9, then before implicit detach timer expires if any MT Call/SMS is received then network will page the UE in registered LAI area using A/Iu interface.   

For case 2, 3, 4 and 5 above Network operators may configure to page the UE using A/Iu interface also.[ See Annex 4.E and  Annex 4.F for specification reference] if there was no response on Gs/SGs interface .
Thus there are multiple reasons as explained above in which UE may get paged from network in UE’s registered area while UE is in attempting to update state.
LAU initiated due to change in registered LAI: 

If LAU was initiated due to change in LAI, if MS faces any of the abnormal cases as defined in 3GPP TS 24.008 section 4.4.4.9, UE would move to Attempting to update state. Under such scenarios also it’s possible that UE may get the paging from network depending on following situations/configuration.

Paging Scope:-

If network have configured to page the UE in multiple LAI’s in a particular area, even though UE have changed the LAI it can still be reachable from network by means of paging in that particular area.
VLR restart:-

It can also happen after VLR restoration procedure network can page the UE in Paging Area [PgA] which is composed of multiple LAI’s.
[Please see annex 4.G for a spec reference] 

For the reasons explained above even though UE had changed the LAI it is possible that UE can receive paging request.
Question 2> After responding to paging by paging response message does UE needs to be Authenticated?
Firstly, there are spec references where it says that even though network has paged the UE, network may initiate Authentication Procedure. [Please refer to Annex 4. C for spec reference and CT4/SA3 specification reference below]
Following observation was made for the issue faced by UE.

1. UE received paging request in "Attempting to Update" state. But previously while moving to Attempting to Update state UE deleted the KSI value.[See Annex 4.B for spec reference] 

2. UE responds with paging response for paging request from network. The KSI value is "111" in Paging Response message.
3. The KSI value “111” indicates UE doesn't have Ck or Ik keys. Also as we know to continue with MT Procedures other than few messages (See Annex 4.B for spec reference) network has to perform Integrity protection. 
4. To initiate integrity or ciphering procedure UE and Network are required to have Ck and Ik keys.
5. To regenerate Ck and Ik keys between network and UE (As UE doesn’t have Ck and Ik). Network initiates Authentication Procedure. So that network can initiate integrity and ciphering protection 
6. Once Integrity and Ciphering procedures are done network continues with MT Call/SMS.

Thus we have Authentication Procedure getting executed in UE state "Wait for Network Command" (Timer T3240 is running).

CT4/SA3 specification:
Following CT4/SA3 specification references clarify that Authentication Procedure may be executed when UE sends the paging response.
Spec 42.009:: 3.2.3 Functional requirements

The authentication of the GSM PLMN subscriber identity may be triggered by the network when the subscriber applies

for:

· a change of subscriber-related information element in the VLR or HLR (including some or all of: location

updating involving change of VLR, registration or erasure of a supplementary service); or

· an access to a service (including some or all of: set-up of mobile originating or terminated calls, activation or

· first network access after restart of MSC/VLR;

· or in the event of cipher key sequence number mismatch. [This is the scenario faced by UE]
Pre-Paging Feature:
One of the advantages argued to introduce pre paging feature is that Authentication and Ciphering procedures will be executed in parallel during MT Call setup procedure. 
3GPP TR 23.908 :: 5 Applications of Pre-paging

Control whether other normal MM/RR procedures (authentication, ciphering) can continue in parallel with

incoming call setup after the initial Page Response is received from the MS. This will allow faster incoming call

set-ups as access procedures in VMSC are executed in parallel with the core network procedures in GMSC.
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Authentication Failure after paging response case is also discussed in the 3GPP TR 23.908 and its handling during pre-paging.

TR 23.908::9 Failure Cases

Authentication Failure

Figure 3 shows two possible cases for authentication failure, i.e. where authentication fails before, and then after, SIFIC

(Send Information for Incoming Call)
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S3-99314 discussion paper:
This discussion paper in SA3 says when network have paged the UE with IMSI, it will any way initiate Authentication Procedure. Thus one of the proposals was to combine paging and Authentication Procedure. This implicitly means that after receiving paging response network may initiate Authentication Procedures. 

S3-99314:

Usually the SN should page the user using the TMSI. If the user does not answer, the SN pages the user using the IMSI (to cover the case that the SN and the user are out of TMSI-sync).

Proposed solution of the discussion paper S3-99314

1) The network authorizes itself as entitled to send an IMSI-paging message by combing it with the normal authentication procedure (which maybe would take place anyway).

3. Conclusion
As discussed in the discussion paper, there exists scenario that Authentication procedure can be executed after UE sends paging response message and moves to Wait For Network command state. Such scenarios are already discussed in CT4/SA3 specifications. Also the possibility of Authentication Failure during MT Call procedure is discussed in CT4 specifications. 

Considering this possibility running timer T3240 redundantly on UE side can have an impact as discussed during the introduction and observed during field trials.

To handle the discussed issue we propose to do following changes to the 3GPP TS 24.008, which is proposed in C1-151944,
· Stop the timer T3240 if running whenever the MS receives an Authentication Request message and the MS needs to send AUTHENTICATION FAILURE message (Example due to "MAC failure" or "GSM authentication unacceptable" or "synch Failure") to network.
· Restart timer T3240 after receiving a new Authentication Request message and Authentication response is sent back by MS to network, if timer T3240 was running and stopped when the MS received the first failed AUTHENTICATION REQUEST message.
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4. Annex
4. A
Log Excerpts of UE faced the issue of current discussion paper. 

// UE in Attempting to Update State.

10:58:15.653 1383677895653 Master MM_GEN TraceFlow mm_State -> MM_IDLE       MM Service State -> MM_ATTEMPTING_TO_UPDATE mm_Main.c (Q:\HEDGE\NASL3\MM\Code\src) 10611 0 

// Received paging with IMSI for MT Procedure.

10:58:24.883 1383677904883 Master MM_GEN TraceFunction Establishment Cause -> Asn_EstablishmentCause_terminatingLowPrioritySignalling mm_MmConManagement.c (Q:\HEDGE\NASL3\MM\Code\src) 5671 0 

10:58:24.884 1383677904884 Master MM_GEN TraceFunction RRC UE ID Type -> IMSI mm_MmConManagement.c (Q:\HEDGE\NASL3\MM\Code\src) 5819 0 

// UE sent Paging Response but KSI/CKSN value is 7.Which mandates network to initiate Authentication Procedure to continue with MT procedure.

10:58:24.885 1383677904885 Master MM_GEN TraceFunction SIM Ksi -> 0x7 mm_SimDataManagement.c (Q:\HEDGE\NASL3\MM\Code\src) 5550 0 

// At this point MM is in Wait For Network Command State.

10:58:25.787 1383677905787 Master MM_GEN TraceFlow mm_State -> MM_WAIT_FOR_NETWORK_COMMAND  mm_Main.c (Q:\HEDGE\NASL3\MM\Code\src) 10611 0 

// UE receives Authentication Request in Wait For Network Command state.

10:58:25.796 1383677905796 SIGNAL HEDGE NAS HSPA_MM AUTHENTICATION REQUEST
// UE respond with Auth Failure in Wait For Network Command state.

10:58:26.891 1383677905799 SIGNAL HEDGE NAS HSPA_MM AUTH FAILURE
// T3240 expiry.

10:58:35.801 1383677905802 Master MM_GEN TraceFunction MM_T3240 Expired mm_MmTimerManagement.c (Q:\HEDGE\NASL3\MM\Code\src) 1086 0 

      4. B
            3GPP TS 24.008:: section 4.4.4.9

When the RR connection is released the mobile station shall delete any LAI, TMSI, ciphering key sequence number stored in the SIM/USIM.
       4. C

              3GPP TS 44.018:: section 3.1.5

The purpose of the service request message is to indicate to the network which service the mobile station is requesting.

This then allows the network to decide how to proceed (e.g. to authenticate or not).

The service request message must contain the identity of the mobile station and may include further information which can be sent without encryption.

The layer 3 service request message is typically one of the following:

- CM SERVICE REQUEST;

- LOCATION UPDATING REQUEST;

- IMSI DETACH;

- PAGING RESPONSE;
- CM RE-ESTABLISHMENT REQUEST;

- NOTIFICATION RESPONSE;

- IMMEDIATE SETUP.
      4. D

CC messages are allowed without integrity protection only for Emergency call and all normal CC/SMS messages should be integrity protected.

3GPP TS 24.008:: section 4.1.1.1.1

Except the messages listed below, no layer 3 signalling messages shall be processed by the receiving MM and GMM entities or forwarded to the CM entities,unless the network has activated the integrity protection for that domain.

-
CC messages:

-
all CC messages, if the following two conditions apply:

-
no other MM connection is established; and

-
the MM entity in the MS has received a CM SERVICE ACCEPT message with no ciphering or integrity protection applied as response to a CM SERVICE REQUEST message, with CM SERVICE TYPE set to ‘Emergency call establishment’ sent to the network.; or

-
the MM connection was established locally due to the SRVCC handover of a PDN connection for emergency bearer services for which the "null integrity protection algorithm" EIA0 has been used while in S1 mode or for which integrity protection has not been activated while in Iu mode.
    4. E
3GPP TS 29.188 5.1.2.2
While domain specific access control of the PS domain is ongoing, the VLR shall be configured to send paging

messages on both the SGs and the A/Iu interface. The VLR may apply implementation specific rules for sending the paging on the A/Iu interface; e.g. paging on the A/Iu interface may be limited to cases when the UE does not respond to a first paging on SGs interface.
      4. F
C1-150794:: Reason for change.

Hence a network based solution is proposed by enhancing the VLR to page on the A/Iu-cs interface once no respond to the paging on SGs/Gs interface, which could cover all cases (unsuccessful cases, abnormal cases, or other cases uncovered in the specs) at the UE side in which the MT CS service unavailability problem may happen.
29.018 :: 5.2.1
Dependent on network configuration or operator policy, if the GPRS MS did not respond to a first paging on Gs interface, and A/Iu-CS paging has not been initiated already, the VLR may page on the A/Iu-CS interface.

      4. G
Spec 23.012:: 2.6 Paging area

As an option, and for paging optimization purpose, the VLR may control Paging Areas. A Paging Area (PgA) is

composed of up to 5 Location Areas, and the MSC area is composed of several Paging Areas. Paging areas may overlapeach other. The Paging Area is stored in the HLR and updated at each paging area change. The Paging Area is sent bythe HLR to the VLR at roaming number request and may be used by the MSC/VLR for paging (e.g. when LAI is notknown, after MSC/VLR restart) (see 3GPP TS 23.018 [5a]).
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