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1
Introduction

This paper describes the shortcomings of the current ePDG selection procedure in 24.302 and proposes the ways to address them. 
2
Discussion

2.1 Current Procedure

Current TS 23.402 defines both static and dynamic mechanisms for ePDG selection. Regarding the static procedure, few details are provided both in stage 2 and stage 3, and this lead to questions from both GSMA RiLTE and from CT1 to SA2.

Regarding the dynamic procedure, it is based on using the VPLMN ID to build the FQDN of the ePDG when roaming, or reverting back to building the FQDN based on the HPLMN ID in all other cases.
There do not seem to be solid reasons for separating the ePDG selection procedure into static and dynamic.
2.2 GSMA input
GSMA expressed the requirement that the HPLMN be able to configure the UE to always select the ePDG in the HPLMN. This is understandable, especially for initial deployments of S2b, since a roaming device may be in a country where roaming agreements do not exist or do not allow the UE to access visited ePDGs. 

2.3 Potential Legal Interception Issues

Using the current ePDG selection procedure, the UE may select the home ePDG in the VPLMN thus not allowing the visited country to intercept the device traffic if such regulations are in place. 

2.4 FQDN formatting
3GPP specifications define a PLMN ID based format for the ePDG FQDN. Such format is standardized as the FQDN format the UE shall use, based on the PLMN selected to discover the ePDG, when creating the ePDG FQDN for DNS lookup. However, in realistic deployments carriers have shown the intention to use ePDG FQDNs with different formats. In fact, there are no requirements in either stage 1, stage 2 or stage 3 that mandate that a carrier shall use the PLMN-ID-based FQDN format for ePDG.
2.5 PLMN list provided by WLAN used for ePDG selection
According to the ePDG selection procedure in subclause 7.2.1, the UE uses the list of PLMN IDs served by the WLAN and received via ANQP/EAP for ePDG selection. However, the purpose of the list of PLMN IDs received via WLAN (ANQP) is to assist the UE in selecting the PLMN/service provider and constructing the NAI for authentication/authorization when connecting to the WLAN. This list does not provide an indication of which PLMN/SP provides ePDGs that the UE should select in its current location. Just because a UE can authenticate via a PLMN1/SP1 when connecting to an WLAN AP, it does not mean that the PLMN1/SP1 has deployed any ePDGs that the UE should select. Misinterpreting the usage of the PLMN list received via WLAN (ANQP) will lead to errors by the UE in selecting an ePDG, i.e. the UE may select inexitant ePDG or a wrong ePDG (e.g. located in another country or continent).
3
Proposal

We propose a modification of the ePDG selection procedure in 23.402 in order to address the shortcoming described above and to address the scenarios described above that are not addressed. Proposals 3.1, 3.2 and 3.4 are address in CR C1-151934. Proposal 3.4 is also addressed in a Rel-12 CR C1-151935, because of the critical nature of the underlying error described in section 2.5.
3.1 Configuration Information
Specifically, the solution is modified by introducing the following information that can be configured in the UE by the operator (e.g. via pre-configuration or ANDSF):

· The UE may be configured with a list of prioritized list of PLMN-specific FQDNs, which may include a wildcard PLMN that is applicable also to the case where the UE is not attached to any PLMN. 

· For each PLMN, the list may contain one or more PLMN-specific FQDNs in any format decided by the HPLMN (i.e. may be compliant to the standardized FQDN format or defined by the operator)

· The FQDN corresponding to the wildcard PLMN can also be used by the UE when the UE cannot determine which PLMN the UE is in, e.g. when the UE is not attached to any PLMN either on cellular or any other access

· The UE may also be configured with a list of VPLMNs for which selection of an ePDG in the VPLMN is preferred. 

· If a VPLMN is in such list, the UE is still allowed to select an ePDG in the HPLMN should the discovery and selection of an ePDG in the VPLMN fail

The means for configuring the UE can e.g. be pre-configuration or ANDSF. The idea is to provide the UE with a configuration file containing such lists (one, both, or just one of them), or by extending the ANDSF managed object to contain such lists.

3.2 ePDG Selection Algorithm
The UE performs the ePDG selection according to the following algorithm:

1) If the UE is attached via 3GPP to one of the PLMNs for which the UE has been provided a PLMN-specific FQDN, then the UE shall use the corresponding FQDN from the list of PLMN-specific FQDNs; and

2) If the UE is attached via 3GPP access to a VPLMN and the VPLMN is in a list of VPLMNs configured by the HPLMN (e.g. via pre-configuration or ANDSF) as preferred for ePDG selection, the UE shall select the ePDG of the VPLMN by building the FQDN using the PLMN ID; and
3) if the UE is not attached to any PLMN, and the UE has been configured with an FQDN associated to a wildcard PLMN, then the UE shall use such FQDN; and
4) in all other cases, the UE shall select the ePDG of the HPLMN by building the FQDN using the PLMN ID.
3.3 Addressing The Use Cases
ePDG selection in VPLMN for LI:

VPLMNs for which ePDG selection in the VPLMN is preferred include the VPLMNs for which ePDG selection in the VPLMN is mandatory (e.g. due to legal interception requirements). This means that, if in a given VPLMN the ePDG must be selected in the VPLMN to satisfy the VPLMN regulations, the list must contain such VPLMN to enable the UE to discover and select an ePDG in such VPLMN.

Selection of ePDG always in HPLMN via specific FQDN(s) per operator configuration:

The home operator can configure the UE to always select an ePDG in the HPLMN corresponding to a specific FQDN by associating the specific FQDN corresponding to the HPLMN with the wildcard PLMN in the list of PLMN-specific FQDNs, by providing only such entry in the list of PLMN-specific FQDNs, and by not providing the list of VPLMNs for which selection of an ePDG in the VPLMN is allowed. 

Selection of ePDG always in HPLMN per operator configuration:

The home operator can configure the UE to always select an ePDG in the HPLMN and build the FQDN for such ePDG with the PLMN ID by providing neither the list of PLMN-specific FQDNs nor the list of VPLMNs for which selection of an ePDG in the VPLMN is allowed.
3.4 Usage of PLMN list provided by WLAN
PLMN list provided by WLAN (e.g. via ANQP or EAP) regarding the PLMNs/service providers available for WLAN/SP selection shall not be used for ePDG selection because it may lead to the selection of incorrect or non-existing ePDG.
