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1.
Introduction
The current procedure in TS 24.607 can be interpreted that there are two possible ways regarding handling of priv-value in terminating OIP AS. In this paper, the signalling difference and impact for the other functional entities than OIP/OIR AS are analysed, then a clarifications on the existing procedures are proposed.
2.
Current specification of OIP (TS 24.607)
When a privacy service performs one of the functions corresponding to a privacy level listed in the Privacy header, it SHOULD remove the corresponding priv-value from the Privacy header in accordance with clause 5 of RFC 3323.

On the other hand, in order to enable the terminating UE to distinguish the request of OIR, the terminating AS specified in TS 24.607 does not remove the priv-value "id". As for the other priv-values used in OIR (i.e. "header" and "user"), there are no descriptions regarding the removal of these priv-values in TS 24.607, even if the AS performs corresponding privacy service; therefore, there are two possible implementations for terminating OIP AS, which conforms to TS 24.607:
· Alt 1.
The OIP AS does not remove priv-value(s) of "header" / "user", because there is no removal procedure in TS 24.607.

· Alt 2.
The OIP AS remove priv-value(s) of "header" / "user" in accordance with RFC 3233, because TS 24.607 does not specify the difference with RFC 3323 regarding the removal procedure, although only "id" priv-value is specified as an exception (i.e. "id" is not removed).
At the CT1#91 C1-151245 proposed the clarification supposing the alt2; however there are some concerns about indication to the terminating user and interaction with other services.
3.
Signalling differences between alt 1 and alt2
In figure 3.1 shows the flow when an OIR service is invoked at an originating AS and after that an OIP service and ACR service are invoked at a terminating AS. The priv-value sent from the OIR AS and OIP AS are described in bullet a) and b).
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Figure 3.1: Flow among OIP/OIR and ACR ASs
a)
The priv-value sent from an originating AS
The procedure to set Privacy header field at an originating OIR AS is described in subclause 4.5.2.4 of TS 24.607 as follows:

For an originating user that subscribes to the OIR service in "temporary mode" with default "restricted", if the request does not include a Privacy header field, or the request includes a Privacy header field that is not set to "none", the AS shall insert a Privacy header field set to:

-
"id" if only the P-Asserted-Identity header field needs to be restricted as described in RFC 3325 [7]; or

-
"header" if all the header fields, containing private information that the UE cannot anonymize need to be restricted as described in RFC 3323 [6]. This choice is based on the subscription option.

Additionally based on operator policy, the AS shall either modify the From header field to remove the identification information, or add a Privacy header field set to "user".

When presentation is restricted, the originating OIR AS inserts a Privacy header set to "id" or "header". Additionally based on operator policy the AS add a Privacy header set to "user". Then the AS can populate 4 possible combinations of priv-value(s) "id", "header", "id, user" or "header, user".
b)
The priv-value sent from a terminating AS
The procedure to set Privacy header field at a terminating AS is described in subclause 4.5.2.9 of TS 24.607 as follows:
If the request includes the Privacy header field set to "header" the AS shall:

a)
anonymize the contents of all header fields containing private information that are not "user configurable" in accordance with IETF RFC 3323 [6]; and

b)
add a Privacy header field with the priv-value set to "id" if not already present in the request.

NOTE 2:
The Privacy header field value "header" does not apply to the identity in the From header field.

If the request includes the Privacy header field set to "user" the AS shall remove or anonymize the contents of all "user configurable" headers (e.g. the From header field) in accordance with IETF RFC 3323 [6].
According to above procedure, there are two possible implementation described as alt 1 and alt2 in clause 2 of this paper.

The priv-values sent from a terminating OIP AS to S-CSCF are summarized in table 3.1 and table 3.2.
Table 3.1: The priv-values before and after terminating OIR AS supporting alt 1
	priv-value(s) sent from 

an originating OIR AS
	Handling at a terminating OIP AS
	priv-value(s) sent from 

a terminating AS

	id
	not remove "id"
	Id

	header
	add "id"
	id, header

	id, user
	not remove "id"
	id, user

	header, user
	add "id"
	head, user, id


Table 3.2: The priv-values before and after terminating OIR AS supporting alt 2
	priv-value(s) sent from 

originating OIR AS
	Handling at a terminating OIP AS
	priv-value(s) sent from 

a terminating AS

	id
	not remove "id"
	id

	header
	add "id" and remove "header"
	id

	id, user
	not remove "id" and remove "user"
	id

	header, user
	add "id and remove "user" and "header"
	id


4.
Impact analysis for the other entities than OIP/OIR AS
4.1.
Indication of the request of OIR

The requirement for indication of OIR to the terminating user is described in subclause 4.3.3 of TS 24.607 as follows: 
If the public user identity is not available at the terminating network (for reasons such as interworking), then the network shall indicate to the terminating user that the public user identity was not included for reasons other than that the originating user invoked the OIR service.
The indication of the request of OIR is priv-value "id" as described in subclause 4.5.2.9 of TS 24.607.

NOTE 1:
The priv-value "id" in the Privacy header will be used by the terminating UE to distinguish the request of OIR by the originating user.
The indication of OIR (i.e. priv-value "id") is sent from OIP AS to terminating user in case of alt 1 and alt 2. Then the terminating UE can distinguish the request of OIR.
4.2.
Interaction with other services
4.2.1.
Interaction with ACR
The requirement of ACR is barring an incoming communication from an anonymous originator.

The procedure to reject a call at ACR AS is described in subclause 4.5.2.6.2 of TS 24.611:
The AS providing the ACR service shall reject all incoming communications where the incoming SIP request:
1) includes the P-Asserted-Identity header field AND includes the Privacy header field indicating "id" as specified in IETF RFC 3325 [13]; or

2) includes the P-Asserted-Identity header field AND includes the Privacy header field indicating "header" as specified in IETF RFC 3323 [14]; or

3) includes the P-Asserted-Identity header field AND includes the Privacy header field indicating "user" as specified in IETF RFC 3323 [14].

In case of alt 1, if the originating user requests the privacy, then the priv-value(s) "id", "header" or "user" is included in a request from terminating OIR AS via S-CSCF, then the request is rejected by ACR AS.
In case of alt 2, if the originating user requests the privacy, then the priv-value "id" is included in a request from terminating OIR AS via S-CSCF, then the request is rejected by ACR AS.

In case of alt 1 and alt 2 the ACR AS can reject the request of OIR; therefore there seems to satisfy the requirement of ACR services in both solutions.
5.
Conclusion and proposal
According to analysis in clause 4 in this paper, in both solution there is no impact to terminating UE and the other terminating ASs. Then both implementations are possible.
C1-151904 proposes the clarification that the both alt 1 and alt 2 are allowed for a terminating OIP AS based on operator policy.
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