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Summary
This paper demonstrates that requirements exist for using EAP-AKA (and even EAP-SIM) when using a non-3GPP access network to access the EPC (e.g. where the non-3GPP AN is a Broadband Forum AN). 

This paper does not aim to give a definitive list of missing stage 3 requirements for EAP-AKA. The investigation for missing stage 3 EAP-AKA requirements should be wrapped in Sanya.
Background

There is an editor's note in 3GPP TS 24.302 [x] that is still open and needs resolving

Discussion
Table 4 shows from a 3GPP TS 33.402 perspective that both EAP-AKA and EAP-AKA' must be supported in the UE for authentication.

	6
Authentication and key agreement procedures

6.1
General 

Access authentication for non-3GPP access in EPS shall be based on EAP-AKA (RFC 4187 [7]) or on EAP-AKA' (RFC 5448 [23]). The EAP server for EAP-AKA and EAP-AKA' shall be the 3GPP AAA server residing in the EPC. 

The UE and 3GPP AAA server shall implement both EAP-AKA and EAP-AKA'. It is specified in this specification in which cases EAP-AKA and EAP-AKA' respectively shall be used. 

If the terminal supports 3GPP access capabilities, the credentials used with EAP-AKA and EAP-AKA' shall reside on the UICC.




Table 4 – General requirements for EAP from 3GPP TS 33.402

Furthermore, TS 23.139 references the following document:
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Table 4 – General requirements for EAP from 3GPP TS 33.402

Broadband Forum TR-203 includes the following requirement for EAPoL:

	6 Interworking Architecture Requirements 
This section describes requirements that must be satisfied by the Next Generation Fixed and 3GPP Wireless Access interworking architecture. 

6.1 Common Interworking Architecture Requirements 
This section contains the common requirements for the Next Generation Fixed and 3GPP – Wireless Access Interworking solution. 

[..] 

[R-7] The Interworking solution MUST support EAP-AKA/SIM authentication and the transport of encrypted traffic for the 3GPP UE 

[..]




Table 4 – requirements that must be satisfied by the Next Generation Fixed and 3GPP Wireless Access interworking architecture from Broadband Forum TR-203

Discussion

A 3GPP UE using WLAN to access EPC must support EAP-AKA for authentication/authorization purposes. It should be discussed whether support for EAP-SIM should also be recommended in order to be able to use any Broadband Forum compliant WLAN deployment. 
