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	Reason for change:
	If network topology hiding is required then according to subclause 5.10.4.1 it is mandatory for the IBCF to apply topology hiding to the Path and Service-Route header fields.

The P-CSCF should subscribe to the user's registration-state event package and to the user's event debug package (see subclauses 5.2.3 and 5.2.3A). The subscription procedure includes inserting the P-Asserted-Identity header field with the P-CSCF URI used in the Path header field. 
The P-Asserted-Identity header field is used by the S-CSCF to check if subscription is done by the authorized subscriber.

If the S-CSCF rejects the served user initiated request with a 504 (Server Time-out) final response the S-CSCF inserts in the 504 (Server Time-out) final response the P-Asserted-Identity header field with the S-CSCF URI used in the Service-Route header field. 
Upon reception of the 504 (Server Time-out) final response the UE compares the URI from the received P-Asserted-Identity header field with the URIs the UE received in the Service-Route or Path header fields.

However if topology hiding is done on:

- the Path header field there will be a mismatch between the URIs in the P-Asserted-Identity header field and the Path header field and the S-CSCF will reject subscription to user's registration-state event package or the user's event debug package. 

- the Service-Route header field there will be a mismatch between the URIs in the P-Asserted-Identity header field and the Service-Route header field and the roaming UE will not perform restoration procedures if the S-CSCF rejects the served user initiated request.    

	
	

	Summary of change:
	Since subclauses 5.10.2.1 and 5.10.3.1 describe only the reception of the REGISTER request and since the Service-Route header field cannot appear in the REGISTER request, a note saying that the IBCF does not insert its own routable SIP URI to the Service-Route header field is removed from subclauses 5.10.2.1 and 5.10.3.1 and in addition, a new note is added to subclause 5.4.1.2.2F to explain why the S-CSCF inserts in the Service-Route header field the SIP URI identifying the IBCF as the topmost entry when network topology hiding is applied.

Subclause 5.10.4.1: the Service-Route and Path header fields are removed from the list of header fields to be hidden. A new note added to explain why the IBCF cannot apply network topology hiding to the Service-Route header field.
Subclause 5.10.4.2: the Service-Route and Path header fields are removed from the list of header fields to be encrypted.

Additionally, in rel-12:

Subclause 5.10.4.1: removed requirements related to the appending of an "iotl" SIP URI parameter to the IBCF URI in the Path and Service-Route header fields.

Subclauses 5.2.6.3.1 and 5.4.3.3: removed criterion related to the presence of the "tokenized-by" header field parameter in bottommost Route header field. The corresponding notes (note 5 from 5.2.6.3.1 and note 20 from 5.4.3.3) are modified since the Service-Route and Path header fields cannot be hidden.

	
	

	Consequences if not approved:
	The P-CSCF cannot subscribe to user's registration-state event package or to the user's event debug package if network topology hiding is done on the Path header field.

The roaming UE will not perform restoration procedures if the S-CSCF rejects the served user initiated request and network topology hiding is done on the Service-Route header field.
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	Other comments:
	Solutions to solve problems when THIG is done on the Path and Service-Route header fields are proposed for rel-13 (see CRs #5313/5314 and #5315) and thus there is no rel-13 mirror to remove THIG on Path and Service-Route header fields.


* * * First Change * * * *

5.4.1.2.2F
Successful registration

If a 200 (OK) response is to be sent for a REGISTER request, the S-CSCF shall, in addition to any contents identified elsewhere in subclause 5.4.1.2, include:

a)
the list of received Path header fields;

b)
a P-Associated-URI header field containing the list of the registered public user identity and its associated set of implicitly registered public user identities. The first URI in the list of public user identities supplied by the HSS to the S-CSCF will indicate the default public user identity to be used by the S-CSCF. The public user identity indicated as the default public user identity must be a registered public user identity. The S-CSCF shall place the default public user identity as the first entry in the list of URIs present in the P-Associated-URI header field. The default public user identity will be used by the P-CSCF in conjunction with the procedures for the P-Asserted-Identity header field, as described in subclause 5.2.6.3. If the S-CSCF received a display name from the HSS for a public user identity, then the S-CSCF shall populate the P-Associated-URI header field entry for that public identity with the associated display name. The S-CSCF shall not add a barred public user identity to the list of URIs in the P-Associated-URI header field;

NOTE 1:
The P-Associated-URI header field lists only the public user identity and its associated set of implicitly registered public user identities that have been registered, rather than the list of user's URIs that may be either registered or unregistered as specified in RFC 3455 [52]. If the registered public user identity which is not barred does not have any other associated public user identities or wildcarded public user identities, the P-Associated-URI header field lists only the registered public user identity itself, rather than an empty P-Associated-URI header field as specified in RFC 3455 [52]. The P-Associated-URI header field does not list wildcarded public user identities.
c)
a Service-Route header field containing:

-
the SIP URI identifying the S-CSCF containing an indication that subsequent requests routed via this service route (i.e. from the P-CSCF to the S-CSCF) was sent by the UE using either the contact address of the UE or the registration flow and the associated contact address (if the multiple registration mechanism is used) that has been registered and are treated as for the UE-originating case. This indication may e.g. be in a URI parameter, a character string in the user part of the URI or be a port number in the URI. The S-CSCF shall use a different SIP-URI for each registration. If the multiple registration mechanism is used, the S-CSCF shall also use a different SIP-URI for each registration flow associated with the registration; and

-
if network topology hiding is required a SIP URI identifying an IBCF as the topmost entry;

NOTE 2:
In accordance with the procedures described in RFC 3608 [38], an IBCF does not insert its own routable SIP URI to the Service-Route header field.

d)
a P-Charging-Function-Addresses header field containing the values received from the HSS if the P-CSCF is in the same network as the S-CSCF. It can be determined if the P-CSCF is in the same network as the S-CSCF by the contents of the P-Visited-Network-ID header field included in the REGISTER request;

e)
a P-Charging-Vector header field containing the "orig-ioi" header field parameter, if received in the REGISTER request and a type 1 "term-ioi" header field parameter. The S-CSCF shall set the type 1 "term-ioi" header field parameter to a value that identifies the sending network of the response and the "orig-ioi" header field parameter is set to the previously received value of "orig-ioi" header field parameter;

f)
a Contact header field listing all contact addresses for this public user identity, including all saved header field parameters and URI parameters (including all ICSI values and IARI values) received in the Contact header field of the REGISTER request,

g)
GRUUs in the Contact header field. If the REGISTER request contained a Required or Supported header field containing the value "gruu" then for each contact address in the Contact header field that has a "+sip.instance" header field parameter, add "pub-gruu" and "temp-gruu" header field parameters. The values of these parameters shall contain, respectively, the public GRUU and the most recently assigned temporary GRUU representing (as specified in subclause 5.4.7A) the association between the public user identity from the To header field in the REGISTER request and the instance ID contained in the "+sip.instance" header field parameter; and
h)
if the received REGISTER request contained both a "reg-id" and "+sip.instance" header field parameters in the Contact header field, and the first URI within the Path header field contains the "ob" SIP URI parameter a Require header field with the "outbound" option-tag as described in RFC 5626 [92];
NOTE 3:
There might be other contact addresses available, that this UE or other UEs have registered for the same public user identity.

and send the so created 200 (OK) response to the UE.

For all service profiles in the implicit registration set, the S-CSCF shall send a third-party REGISTER request, as described in subclause 5.4.1.7, to each AS that matches the Filter Criteria of the service profile from the HSS for the REGISTER event.
NOTE 4:
If this registration is a reregistration, the Filter Criteria already exists in the local data.
NOTE 5:
If the same AS matches the Filter Criteria of several service profiles for the event of REGISTER request, then the AS will receive several third-party REGISTER requests. Each of these requests will include a public user identity from the corresponding service profile.

The S-CSCF shall consider the public user identity being registered to be bound either to the contact address of the UE or to the registration flow and the associated contact address (if the multiple registration mechanism is used), as specified in the Contact header field, for the duration indicated in the registration expiration interval value.

* * * Next Change * * * *

5.10.2.1
Registration

When IBCF receives a REGISTER request, the IBCF shall:

1)
void;

2)
if network topology hiding is required or IBCF is configured to perform application level gateway and/or transport plane control functionalities, then the IBCF shall add its own routeable SIP URI to the top of the Path header field; and

NOTE 1:
The IBCF can include in the inserted SIP URI an indicator that identifies the direction of subsequent requests received by the IBCF i.e., from the S-CSCF towards the P-CSCF, to identify the UE-terminating case. The IBCF can encode this indicator in different ways, such as, e.g., a unique parameter in the URI, a character string in the username part of the URI, or a dedicated port number in the URI.

NOTE 2:
Any subsequent request that includes the direction indicator (in the Route header field) or arrives at the dedicated port number, indicates that the request was sent by the S-CSCF towards the P-CSCF.


3)
select an entry point of the home network and forward the request to that entry point.

If the selected entry point:

-
does not respond to the REGISTER request and its retransmissions by the IBCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

the IBCF shall select a new entry point and forward the REGISTER request to that entry point. 

NOTE 3:
The list of the entry points can be either obtained as specified in RFC 3263 [27A] or provisioned in the IBCF. The entry point can be an IBCF or an I-CSCF.
If the IBCF fails to forward the REGISTER request to any entry point, the IBCF shall send back a 504 (Server Time-Out) response to the P-CSCF, in accordance with the procedures in RFC 3261 [26].

* * * Next Change * * * *

5.10.3.1
Registration

When IBCF receives a REGISTER request, the IBCF shall:

1)
verify if it arrived from a trusted domain or not. If the request arrived from an untrusted domain, respond with 403 (Forbidden) response;

NOTE 1:
The IBCF can find out whether the request arrived from a trusted domain or not, from the procedures described in 3GPP TS 33.210 [19A].

2)
if network topology hiding, or screening of SIP signalling, is required or IBCF is configured to perform application level gateway and/or transport plane control functionalities, add its own routeable SIP URI to the top of the Path header field; and

NOTE 2:
The IBCF can include in the inserted SIP URI an indicator that identifies the direction of subsequent requests received by the IBCF i.e., from the S-CSCF towards the P-CSCF, to identify the UE-terminating case. The IBCF can encode this indicator in different ways, such as, e.g., a unique parameter in the URI, a character string in the username part of the URI, or a dedicated port number in the URI.

NOTE 3:
Any subsequent request that includes the direction indicator (in the Route header field) or arrives at the dedicated port number, indicates that the request was sent by the S-CSCF towards the P-CSCF.


3)
If IBCF is colocated with an I-CSCF, or it has a preconfigured I-CSCF to be contacted, forward the request to that I-CSCF. Otherwise select an I-CSCF and forward the request to that I-CSCF.

NOTE 4: The selection of an I-CSCF can lead to additional delays.

If the selected I-CSCF:

-
does not respond to the REGISTER request and its retransmissions by the IBCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response to a REGISTER request;

the IBCF shall select a new I-CSCF and forward the REGISTER request to that I-CSCF. 

NOTE 5:
The list of the I-CSCFs can be either obtained as specified in RFC 3263 [27A] or provisioned in the IBCF.
If the IBCF fails to forward the REGISTER request to any I-CSCF, the IBCF shall send back a 504 (Server Time-Out) response towards the P-CSCF, in accordance with the procedures in RFC 3261 [26].

* * * Next Change * * * *

5.10.4.1
General

NOTE 1:
THIG functionality is performed in I-CSCF in Release-5 and Release-6 and is compatible with the procedures specified in this subclause.

The following procedures shall only be applied if network topology hiding is required by the network. The network requiring network topology hiding is called the hiding network.

NOTE 2:
Requests and responses are handled independently therefore no state information is needed for that purpose within an IBCF.

The IBCF shall apply network topology hiding to all header fields which reveal topology information, such as Via, Route, and Record-Route.

NOTE 3:
If the P-CSCF is located in the visited network and in order to allow the subscriptions initiated by the P-CSCF to the user's registration-state event package or user's debug event package, the IBCF cannot apply network topology hiding on the Path header field contained in the REGISTER request.
NOTE 4:
In order to allow the roaming UE to perform restoration procedures when the S-CSCF rejects the served user initiated request, the IBCF cannot apply network topology hiding on the Service-Route header field contained in a 200 (OK) response for the REGISTER request.
Upon receiving an incoming REGISTER request for which network topology hiding has to be applied and which includes a Path header field, the IBCF shall add the routeable SIP URI of the IBCF to the top of the Path header field. The IBCF may include in the inserted SIP URI an indicator that identifies the direction of subsequent requests received by the IBCF i.e., from the S-CSCF towards the P-CSCF, to identify the UE-terminating case. The IBCF may encode this indicator in different ways, such as, e.g., a unique parameter in the URI, a character string in the username part of the URI, or a dedicated port number in the URI.

NOTE 5:
Any subsequent request that includes the direction indicator (in the Route header field) or arrives at the dedicated port number, indicates that the request was sent by the S-CSCF towards the P-CSCF.

Upon receiving an incoming initial request for which network topology hiding has to be applied and which includes a Record-Route header field, the IBCF shall add its own routeable SIP URI to the top of the Record-Route header field.

* * * Next Change * * * *

5.10.4.2
Encryption for network topology hiding

Upon receiving an outgoing request/response from the hiding network the IBCF shall perform the encryption for network topology hiding purposes, i.e. the IBCF shall:

1)
use the whole header field values which were added by one or more specific entity of the hiding network as input to encryption, besides the UE entry;

2)
not change the order of the header fields subject to encryption when performing encryption;

3)
use for one encrypted string all received consecutive header field entries subject to encryption, regardless if they appear in separate consecutive header fields or if they are consecutive entries in a comma separated list in one header field;

4)
construct a hostname that is the encrypted string;

5)
append a "tokenized-by" header field parameter and set it to the value of the encrypting network's name, after the constructed hostname;

6)
form one valid entry for the specific header field out of the resulting NAI, e.g. prepend "SIP/2.0/UDP" for Via header fields or "sip:" for Route and Record-Route header fields;

7)
if the IBCF encrypted an entry in the Route header field, then it also inserts its own URI before the topmost encrypted entry; and

8)
if the IBCF encrypted an entry in the Via header field, then it also inserts its own URI before the topmost encrypted entry.

NOTE 1:
Even if consecutive entries of the same network in a specific header field are encrypted, they will result in only one encrypted header field entry. For example:

Via: SIP/2.0/UDP ibcf1.home1.net;lr, 


 SIP/2.0/UDP Token(
SIP/2.0/UDP scscf1.home1.net;lr, 








SIP/2.0/UDP pcscf1.home1.net;lr);











tokenized-by=home1.net, 


 SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

NOTE 2:
If multiple entries of the same network are within the same type of header fields, but they are not consecutive, then these entries will be tokenized to different strings. For example:

Record-Route:
sip:ibcf1.home1.net;lr, 





sip:Token(sip:scscf1.home1.net;lr);tokenized-by=home1.net,





sip:as1.foreign.net;lr, 





sip:Token(sip:scscf1.home1.net;lr, 







  sip:pcscf1.home1.net;lr);tokenized-by=home1.net

NOTE 3:
If request will return to the hiding network (e.g. after visiting an AS), then the URI of IBCF is inserted. For example:

Route: sip:as1.foreign.net;lr,





sip:ibcf1.home1.net;lr,





sip:Token(sip:scscf1.home1.net;lr);tokenized-by=home1.net

* * * End of Changes * * * *

