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1. Abstract
This document identifies issues in TLS profiles used by CT1 specifications and proposes to align the TLS profiles used by CT1 specifications with SA3 specified profile for use of TLS.
2. Discussion
SA3 LS C1-150416 states:
----------------

3GPP SA3 had the same concern that “referencing different versions of TLS in different specifications needed to implement a product may cause great complexity for implementations to be compliant with the specifications”.

3GPP decided to specify the profiles for use of TLS in a single place to make it simpler to ensure that the number of different profiles was across 3GPP specifications was minimised. The profiles are specified in 

TS 33.310 “Network Domain Security (NDS); Authentication Framework (AF)” in Annex E 

----------------

The CT1 specifications using TLS are listed below, together with the TLS profile used by the CT1 specification and evaluation whether a CR is needed for the CT1 specification:

	Document
	TLS profile
	CR needed?

	TS 24.109
	annex E of 3GPP TS 33.310
	No

	TS 24.141
	RFC 2246
	Yes

	TS 24.229
	3GPP TS 33.203
	No

	TS 24.302
	IETF RFC 5246
	Yes

	TS 24.259
	The UE shall implement Transport Layer Security (TLS) (see IETF RFC 5246 [4]).
	Yes

	TS 24.322
	IETF RFC 5246
	Yes

	TS 24.623
	For systems where Generic Authentication Architecture [6] is not used, the UE shall support RFC 2617 [3] and IETF RFC 2246 [4] according to ETSI TS 183 038 [12].
	Yes


Furthermore, TS 24.334 is also expected to use TLS since TS 33.303 specifies TLS usage. However, TS 24.334 does not refer to any TLS profile at the moment.
3. Conclusions

Several CT1 specifications use TLS profile other than the SA3 specified profile for use of TLS.
4. Proposal

It is propose to align CT1 specifications with SA3 decision by replacing the CT1 specific TLS profiles in CT1 specifications with reference to annex E of TS 33.310. If there is a consensus on this proposal, Ericsson is happy to bring related CRs to May 2015 CT1 meeting.
