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Introduction 
The IMS Signalling Activated Trace work item has been moved to release 13 (see WID in C1-150426, C3-150071, C4-150048), this discussion paper highlights the 3GPP (and OMA) requirements, describes the progress in IETF, and as supplementary information summarizes the complete set of 3GPP CTx working group CRs that have been drafted to complete the feature in Rel-13.
In order to fulfil 3GPP and OMA requirements, a new protocol element is needed for SIP that can be used to mark SIP signalling that is of interest to logging. Since IETF owns the SIP protocol, as a first step towards IETF providing 3GPP with the SIP protocol element needed by ISAT, CT working group delegates are kindly requested to review the IETF requirements draft (http://www.ietf.org/id/draft-ietf-insipid-logme-reqs-02.txt) and post any review comments to the IETF insipid working group e-mail exploder at insipid@ietf.org. This requirements draft describes, in SIP terms, a new marker which has the meaning "log me" when present in a request or response.
Reviews of the solution draft (http://www.ietf.org/id/draft-ietf-insipid-logme-marking-02.txt) would also help progress but can be left as a next step. 
Progress in IETF 
The insipid working group in IETF has adopted requirements and solution drafts that define a new SIP header field parameter used to mark a SIP dialog that should be logged. This parameter which has the meaning "log me" and is called 'debug'. The 'debug' header field parameter can be appended to the Session-ID header field of a dialog that is of interest for logging. 
3GPP and OMA Requirements 
3GPP TS 32.422 
The 3GPP requirements for IMS signalling activated trace are in TS 32.422. TS 32.422 is not IMS specific and only part of the specification deals with signalling activated trace (other parts deal with management activated trace). The following sub-clauses are relevant to IMS signalling activated trace. 

4.1.2.9	Service Level Tracing for IMS activation mechanisms
4.1.3.4	IP Multimedia Subsystem deactivation mechanisms
4.1.4.6	Service Level Trace in IMS deactivation mechanisms	
4.2.2.4 	IP Multimedia Subsystem starting mechanisms
4.2.3.5 	Service level tracing for IMS starting mechanism
4.2.5.5 	Service level tracing for IMS stopping mechanism

An overview of signalling activated trace is given in Figure 4.1.2.9.1.1: Overview of Signalling Activation for service level tracing for IMS. This figure illustrates a 'trace parameter' being carried in SIP signalling to cause tracing. 


OMA Requirements 
OMA also has requirements for signalling activated trace in clauses 6.4, 6.5, 6.6 of OMA Service Provider Environment Requirements, Candidate Version 1.0 – 14 June 2005, Open Mobile Alliance, OMA-RD-OSPE-V1_0-20050614-C. An excerpt is shown below.
 (
6.4 High-Level Functional Requirements for service level tracing
Label
Description
Enabler Release
[SLT-HL-1]
Each component with in the OSPE MUST support Service Level Tracing (SLT).
[SLT-HL-2]
A device/component supporting Service Level Tracing (SLT) MUST support marking.
[SLT-HL-3]
When a service is initiated from marked component/device and when that service matches the service indicated in the marking request, the component/device MUST indicate in the related outgoing messages (E.g. SIP Invite) that SLT is required.
[SLT-HL-4]
The encoding of the SLT logged trace information MUST be defined in a standard manner across all components.
[SLT-HL-5]
There MUST be several levels (e.g. amount or granularity) of logged information captured by a component.
[SLT-HL-6]
All actors (e.g. the components of the Service chain the end-user’s identity), and associated characteristics (e.g. component version, supported execution environment, application version), MUST be identifiable within the logged trace information that is retrieved from all components in a service chain.
[SLT-HL-7]
The Service Provider or other authorised actor MUST be able to correlate the service to be traced, as indicated in the marking request, with trace information retrieved from across components of a service chain.
[SLT-HL-8]
The Service Provider MUST 
be
 able to identify and distinguish between all trace activities initiated by multiple devices at a single component.
[SLT-HL-9]
Service Level Tracing MUST apply to both control and user plane to aid in identifying issues related to, e.g. timing misalignments between the user plane and control plane.
[SLT-HL-10]
The specification of SLT SHOULD 
be
 done in such a way as to maximise the chance for the SLT trace token to be passed through a service chain, which includes SLT non-compliant components.
Table 
5
: High-Level Functional Requirements
)
Figure 1: Excerpt of OMA requirements for service level trace
Proposal 
The IETF requirements draft http://www.ietf.org/id/draft-ietf-insipid-logme-reqs-02.txt lists requirements for a SIP protocol element with the meaning "log me", which is needed to fulfil 3GPP (and OMA) signalling activated trace requirements. CT working group delegates are kindly requested to review the draft for technical or editorial errors and post any review comments to the IETF insipid working group e-mail exploder at insipid@ietf.org. If this draft can be reviewed by several delegates between this meeting (CT1#91) and the Sanya meeting at the end of May (CT1#92) then the IETF working group can be confident that the trace requirements are correctly captured and can proceed with providing a solution. 

Supplementary Information on Solution 
Proposed 3GPP Solution 
The signalling diagrams below illustrate how the IETF defined 'debug' header field parameter is used by IMS entities. The parameter marks a session that is of interest to logging and SIP entities can log any marked requests or responses if they are configured to do so. The different cases account for the possibility that a 3GPP network might want to trace sessions between 3GPP networks (case a), arriving from a non-3GPP network (case b) and terminating in a non-3GPP network (case c).
case a) Logme marker inserted by UE A and echoed by UE B 
Both UE A and UE B support the functionality defined in this draft, UE A is configured to mark a session (e.g. by configuring UE A to mark all sessions that start within a configured time period). UE B echoes any logme marking it receives in a request into a response, i.e. it copies the 'debug' header field parameter into the response. 
 (
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Case b) Logme marker inserted by S-CSCF B and echoed by UE B 
Either UE does not support the functionality in this draft, or network B wants to perform logging independently of network A. S-CSCF B is configured to mark a dialog creating request (e.g. by configuring S-CSCF B to mark all sessions that start within a configured time period). UE B echoes any logme marking it receives in a request into a response, i.e. it copies the 'debug' header field parameter into the response. S-CSCF B removes the logme marking from the response. 
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Case c) Logme marker inserted by UE A and removed by S-CSCF B
Either UE B does not support the functionality in this draft, or network B wants to prevent any dialog logging initiated by network A. S-CSCF B removes the logme marking (the 'debug parameter) from the dialog creating request. S-CSCF A re-inserts the logme marking into the response.
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Principles of Operation 
Marking of sessions is done based on the following principles. 
· Logging is on a per-dialog basis, any logging must begin at the initial dialog-creating request
· The originating user agent is configured for debug
· The terminating user agent is not configured for debug and cannot initiate log-me marking.
· The originating user agent logs its own signalling and inserts a log me marker into the dialog-creating SIP request and subsequent in-dialog SIP requests.
· The terminating user agent can detect that a dialog is of interest to logging by the existence of a log-me marker in an incoming dialog-creating SIP request.
· The terminating user agent MUST echo a log-me marker in responses to a SIP request that included a log-me marker.
· If the terminating user agent has detected that a dialog is being log-me marked, it inserts a log-me marker in any in-dialog SIP requests that it sends.
· Logging ends when the dialog ends or when configured conditions for stopping (e.g. after a specified time) are met, whichever occurs first.

Overview of Changes in 3GPP Specifications 
Differences from the currently documented solution 
The IETF draft differs from the service level tracing solution currently documented in 3GPP specifications as follows: 
· Configuration uses a 3GPP-defined managed object and not an event package. Therefore, a UE does not subscribe to a debugging event package at registration. 
· The solution introduces a header field parameter (called 'debug' and used with the Session-ID header field) instead of the currently documented 'P-Debug-ID ' header field. One consequence is that there is no need to document support of a new header for every request type in TS 24.229 Annex A. 
· It is clearly stated that logging is based on dialogs, i.e. it starts with a dialog creating request and stops no later than the end of the dialog. 
· Only a UE (or entity with the SIP UA role) or an S-CSCF can be configured with the start and stop conditions for logme marking, and only these entities can insert a 'debug' header field parameter. 

3GPP revisions to use the insipid SIP protocol element 
A complete set of Rel-13 CRs for CT1/3/4 have been drafted as described in the table below. 

CT1 
	Spec.
	Version (Feb. 2015)
	Impact
	Update

	24.229
	13.0.0
	IETF definition of a protocol element to cause trace has progressed from the solution previously documented. The SIP protocol element has changed from a header field to a header field parameter, an event package is no longer used to provide configuration, and logging is per dialog controlled by the UE and S-CSCF only. Procedures must be updated to align with the IETF specification.
	Updated throughout to align with new solution. Application server cases are referred to by other specs. and are covered by 5.7.1 Common AS procedures, 5.7.2 terminating UA, 5.7.3 originating UA, 5.7.4 SIP proxy, 5.7.5 Third party call control including routeing B2BUA, initiating B2BUA.

Clause 5.7.2 says "When acting as a terminating UA the AS shall behave as defined for a UE in subclause 5.1.4"
Clause 5.7.3 says " When acting as an originating UA the AS shall behave as defined for a UE in subclause 5.1.3,"
Clause 5.7.4 is modified by the CR.
Clause 5.7.5 is modified by the CR.

	24.323
	
	Withdrawn management object specification, will have to be re-instated in Rel-13. 
	(needs to be re-instated for solution)

	24.292
	12.6.0
	Analysed as follows and no impact found:

The IMS centralised services (ICS) specification describes some cases for call origination that might be of interest to logging. 

ICS UE using Gm (clause 7.2.2)
Clause 7.2.2 ICS UE using Gm refers to 24.229 for dialog initiation therefore no change is needed in this specification.

MSC server enhanced for ICS (clause 7.3)
"The MSC server enhanced for ICS shall implement call origination towards the SCC AS as specified in 3GPP TS 29.292 [24]" 
In 29.292 clause 5.3 Interworking of mobile originating call setup from NAS signalling to SIP, subclause 5.3.3.2 Coding of INVITE says "The INVITE request shall be coded as described in 3GPP TS 24.292 [7] with the following SETUP message interworking applied:". Although it is not specified which clause of 24.292 applies, it is assumed that coding follows the ICS UE procedure in 7.2.2 and therefore no change is needed for logging. 

SCC AS (clause 7.4.2)
SCC AS for service control over Gm. "When the SCC AS receives an initial SIP INVITE request due to initial filter criteria, which does not include a request for CS media, the SCC AS shall act as a routing B2BUA as described in 3GPP TS 24.229 [11].", therefore no change is needed for logging.
	IMS centralised services (ICS) specification has been analysed and is not impacted. 

	24.237
	12.7.0
	To support logging of signalling, the following aspects of 24.237 need to be verified:
a) SIP session origination and termination procedures need to insert and echo the 'debug' header field parameter. 
b) entities defined for session continuity that can send an initial INVITE request (SC UE, MSC Server) need the capability to be configured for logging by the 3GPP IMS service level tracing management object (TS 24.323). 
c) SIP entities defined for session continuity (ATCF, SCC AS, MSC server enhanced for ICS, SC UE) must be capable of logging SIP signalling traversing them.
Checking each of these in turn: 
a) SIP session origination and termination procedures
The SC UE, and MSC server can originate and terminate SIP INVITE requests. The EATF acts as a B2BUA. The ATCF can terminate a SIP session. 
For the SC UE, clause 7.2.1 says " The SC UE shall support origination of IP multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [2]. The SC UE shall populate the SIP INVITE request according to subclause 6A.2.2.2. " Also, clause 8.2 says " The SC UE shall support termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [2] with the following clarifications:"
For the MSC server, clause 7.6.1 says "...sending the SIP INVITE request due to receipt of a CC SETUP message from the SC UE as specified in 3GPP TS 29.292 [18] and 3GPP TS 24.292 [4]..." 29.292 (clause 5.3.1) refers to 24.229. Note that 29.292 contains a circular reference to 24.292 in clause 5.3.3.2 " The INVITE request shall be coded as described in 3GPP TS 24.292 [7] with the following SETUP message interworking applied:". Including specific sub-clause names would clarify these references. 
For the EATF, clause 7.4.2 says "act as specified for a routeing B2BUA in 3GPP TS 24.229 [2], subclause 5.7.5.2.1". Note that 7.4.2 wording is not clear. 
For the ATCF, clause 8.4.2.3 says " send a SIP INVITE request towards the MSC server according to 3GPP TS 24.229 [2]"
b) configuring entities that can send INVITE for logging
Configuration for debug is specified in 24.229 in the call origination procedures. Application servers that originate INVITE requests refer to the UE procedures, which already include configuration for debug. A general statement about configuring application servers via Sh is in 24.229 clause 5.7.1.11.
c) SIP entities defined for session continuity must be capable of logging SIP signalling traversing them
SIP can traverse the ATCF. This CR adds the capability for the ATCF  to log SIP signalling that contains a 'debug' header field parameter.
	ATCF logs SIP signalling containing a 'debug' header field parameter if configured to do so.



CT3 
	Spec.
	Version (Feb. 2015)
	Impact
	Update

	29.165
	12.6.0
	The SIP debugging solution in IETF has progressed and changed. The reference to the draft must be updated and because the current solution does not introduce a new P-Debug-ID header field, instead it adds a parameter to an existing header field (Session-ID). The P-Debug-ID header field must be deleted from all SIP method tables.  
	References to IETF draft updated. References to P-Debug-ID deleted.



CT4
	Spec.
	Version (Feb. 2015)
	Impact
	Update

	23.008
	12.5.0
	Currently refers to IETF draft for trace configuration but configuration data is no longer provided by an event package. 
	Update to reference since SIP debug configuration is in a management object.

	29.228
	12.4.0
	Currently refers to IETF draft for trace configuration but configuration data is no longer provided by an event package. 
	Update to reference since SIP debug configuration is in a management object.

	29.229
	
	no impact on Cx, Dx
	

	29.328
	12.7.0
	Sh interface can carry trace configuration. Currently refers to IETF draft for trace configuration but configuration data is no longer provided by an event package.
	Update to reference since SIP debug configuration is in a management object.

	29.329
	12.5.0
	29.329 refers to 29.328 so there is no direct impact 29.329. The only impact is to ensure that 29.328 contains trace configuration so that 29.329 has something to refer to. 
	no update needed. 



image1.png
Tras Paramter

= o o
B | |
i i i
. - -
sarameter |Propagation Propagation
e = =
= ?
(M Domair) I
[ —
i — pre
% e
W
% ety el
| w o |
| |
o ot Fasborr !
Frvagin | o Fpagn i
1 7
MU Parameter
+ v Fropagation
e e 25}
'
J—
— e
o — e
- F
G =5
Woragenent Lk
=
&

Signaling Link

Figure 4.1.2.9.1.1: Overview of Signalling Activation for service level tracing for IMS




