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7.2.12
Relayed-Charge header field

Editor's note: [WI: IMSProtoc6, CR#5114] as per RFC 5727 an IETF expert review is needed in order to obtain the IANA registration of this header field.
7.2.12.1
Introduction

The P-Charging-Vector header field is used to carry information relating to charging as it accumulates to various entities within the IM CN subsystem. The information within that header field is applicable to the current dialog or transaction at the point where it is received. Sometimes it is appropriate to carry this accumulated charging information, relating to the same dialog or transaction to other entities within the IM CN subsystem. The Relayed-Charge header field is defined to relay the current contents of the P-Charging-Vector header field as known by one entity to another entity with an indication of the Source entity.
7.2.12.2
Applicability statement for the Relayed-Charge header field
The Relayed-Charge header field is applicable within a single private administrative domain or between different administrative domains where there is a trust relationship between the domains.

The Relayed-Charge header field is not included in a SIP message sent to another network if there is no trust relationship.
The Relayed-Charge header field is applicable whenever the the P-Charging-Vector header field would be applicable, as defined by RFC 7315 [52].
7.2.12.3
Usage of the Relayed-Charge header field

A SIP entity that receives a P-Charging-Vector header field may take appropriate fields from the received header field and encode them in the equivalent field within the Relayed-Charge header field, along with a value in the relay-source to indicate the relaying SIP entity.

A SIP proxy that receives a SIP request or response that contains a Relayed-Charge header field can use the values, to produce charging records.

7.2.12.4
Procedures at the UA

This document does not specify any procedure at a UA located outside the administrative domain of a private network (e.g., PSTN gateway or conference mixer), with regard to the Relayed-Charge header field. UAs need not understand this header field.

However, it might be possible that a UA be located within the administrative domain of a private network (e.g., a PSTN gateway, or conference mixer), and it may interact with the charging entities.

In this case, a UA may insert the Relayed-Charge header field in a SIP request or response when the next hop for the message is a proxy or UA located in the same administrative domain. Similarly, such a UA may use the contents of the Relayed-Charge header field in communicating with the charging entities.

7.2.12.5
Procedures at the proxy

A SIP proxy that supports this extension and receives a request or response without the Relayed-Charge header field MAY insert a Relayed-Charge header field prior to forwarding the message.  The header is populated with one or more parameters, as described in the syntax, including but not limited to, a globally unique charging identifier.

If a proxy that supports this extension receives a request or response with the Relayed-Charge header field, it may retrieve the information from the header value to use with application-specific logic, i.e., charging. If the next hop for the message is within the trusted domain, then the proxy should include the Relayed-Charge header field in the outbound message. If the next hop for the message is outside the trusted domain, then the proxy may remove the Relayed-Charge header field.

Per local application-specific logic, the proxy may modify the contents of the Relayed-Charge header field prior to sending the message.

7.2.12.6
Security considerations

It is expected as normal behavior that proxies within a closed network will modify the values of the Relayed-Charge header field and insert it into a SIP request or response.  However, these proxies that share this information shall have a trust relationship.

If an untrusted entity were inserted between trusted entities, it could potentially interfere with the charging correlation mechanism. Therefore, an integrity-protection mechanism such as IPsec or other available mechanisms shall be applied in order to prevent such attacks. Since each trusted proxy may need to view or modify the values in the Relayed-Charge header field, the protection should be applied on a hop-by-hop basis.

7.2.12.7
Syntax
The syntax for Relayed-Charge header field is specified in table 7.2.12.1
Table 7.2.12.1: Syntax of Relayed-Charge
   relayed-charge      = "Relayed-Charge" HCOLON relayed-charge-list
   relayed-charge-list = relayed-charge-item *(COMMA relayed-charge-item)

   relayed-charge-item = relay-source HCOLON charge-params *(SEMI charge-params)
   relay-source = "PCSCF" / "SCSCF" / "IBCF" / "transitfunction" / "ICSCF" / other-source

   other-source = token
charge-params are as defined for the P-Charging-Vector header field
7.2.12.8
Examples of usage
The Relayed-Charge header field is used in situations where there is a need to carry charging information applicable to a dialog or transaction which is not directly pertinent to the next hop. So for example, at the S-CSCF the accumulation of the "transit-ioi" header field parameter for an incoming call is removed and a new accumulation of "transit-ioi" header field parameters started. The received transit-ioi header field parameter accumulation can be passed to the online charging server (acting as an AS in the IM CN subsystem) using the Relayed-Charge header field.


