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	Reason for change:
	There is an editor’s note in 24.302 giving the FFS status to EAP-AKA procedures for untrusted non-3GPP access under WLAN_NS-CT work item. However, security procedures for untrusted non-3GPP access, including the authentication and key agreement using EAP-AKA, are described in detail in 33.402. Key excerpts from 33.402 are shown herebelow:
“6.4 Authentication and key agreement for untrusted access

For untrusted access, UE and the ePDG shall perform mutual authentication during the IPsec tunnel establishment between the UE and the ePDG (SWu reference point). This procedure is specified in clause 8 of the present document.
In addition, before the IPsec tunnel establishment between the UE and the ePDG can be performed, the UE needs to obtain IP connectivity across the access network, which may require an access authentication, which is independent of the EAP-AKA authentication run in conjunction with the IPsec tunnel establishment. This additional access authentication and key agreement is not required for the security of the Evolved Packet Core. However, it may be required for the security of the untrusted non-3GPP access network. Any authentication and key agreement procedure deemed appropriate by the access network provider, including EAP-AKA’, may be used.”
“8.1
General

This section details the security mechanisms for procedures for untrusted Non-3GPP IP Accesses specified in TS 23.402 [5].
The UE and the ePDG shall use IKEv2, as specified in RFC 5996 [30],in order to establish IPSec security associations.

-
Public key signature based authentication with certificates, as specified in RFC 5996 [30], shall be used to authenticate the ePDG. The ePDG shall authenticate itself to the UE with an identity. This identity shall be the same as the FQDN of the ePDG determined by the ePDG selection procedures defined in TS 23.402 [5]. This identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the ePDG's certificate. 

-
EAP-AKA, as specified in RFC 4187 [7], within IKEv2, as specified in RFC 5996 [30], shall be used to authenticate UEs.
-…”
“8.2.2
Tunnel full authentication and authorization

The tunnel end point in the network is the ePDG. As part of the tunnel establishment attempt the use of a certain APN is requested. When a new attempt for tunnel establishment is performed by the UE the UE shall use IKEv2 as specified in RFC 5996 [30]. The authentication of the UE in its role as IKEv2 initiator terminates in the 3GPP AAA Server. The UE shall send EAP messages over IKEv2 to the ePDG. The ePDG shall extract the EAP messages received from the UE over IKEv2, and send them to the 3GPP AAA Server. The UE shall use the Configuration Payload of IKEv2 to obtain the Remote IP address.

The EAP-AKA message parameters and procedures regarding authentication are omitted. Only decisions and processes relevant to the use of EAP-AKA within IKEv2 are explained.

The message flow for the full authentication is depicted in the Figure 8.2.2-1.

…”
“8.2.3
Tunnel fast re-authentication and authorization

Fast re-authentication for EAP-AKA is specified in RFC 4187 [7]….”
In summary:

- for EPC security for unstrusted WLAN access, EAP-AKA is used in conjunction with IPSec wherein the EAP messages are transported via IKEv2. EAP-AKA follows the RFC 4187. The message flows are described in 33.402 in detail, including authentication/authorization and re-authentication/authorization. 
- for security of the untrusted WLAN access itself, any authentication and key agreement procedure deemed appropriate by the access network provider may be used; however this is outside the scope of 3GPP specifications.
In conclusion, 33.402 specifies EAP-AKA procedures for untrusted access, which is the appropriate place for security procedures to beging with. The editor’s note should be removed.
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***** Next change *****
4.5
Fixed Broadband Access System

The fixed broadband access system is a type of high-speed Internet access for multi-service broadband packet networking. The fixed broadband access system is specified by the Broadband Forum, including addressing interoperability, architecture and management. 

For support of fixed broadband access interworking, the EPC network procedures are specified in 3GPP TS 24.139 [51].
The UE procedures for support of fixed broadband access are specified in 3GPP TS 24.139 [51] and can be used when the EPC network uses the fixed broadband access interworking or the fixed broadband access convergence.


The architecture of the fixed broadband access convergence is specified in 3GPP TS 23.203 [5A].
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