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The URI in the P-Asserted-Identity header field is used by the S-CSCF to identify the P-CSCF. If the Path header field in the REGISTER request is hidden and the S-CSCF compares the URI received in the Path header field with the URI received in the P-Asserted-Identity header field in the SUBSCRIB request there will be a mismatch and the S-CSCF rejects the subscription to the reg-event.

In subclause 5.10.4.1 and 5.10.4.2 the Path header field is listed as a header field that shall be hidden if THIG is applied. 

There is a NOTE in 5.10.4.1 informing about the problem with hiding the Path header field! 
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***** Next change *****
5.10.4.1
General

NOTE 1:
THIG functionality is performed in I-CSCF in Release-5 and Release-6 and is compatible with the procedures specified in this subclause.

The following procedures shall only be applied if network topology hiding is required by the network. The network requiring network topology hiding is called the hiding network.

NOTE 2:
Requests and responses are handled independently therefore no state information is needed for that purpose within an IBCF.

The IBCF shall apply network topology hiding to all header fields which reveal topology information, such as Via, Route, Record-Route and Service-Route.

NOTE 3:
If the P-CSCF is located in the visited network, in order to allow the subscription of the P-CSCF to the registration-state event package, the IBCF cannot apply network topology hiding on the Path header field contained in the REGISTER request. 

Upon receiving an incoming REGISTER request for which network topology hiding has to be applied and which includes a Path header field, the IBCF shall add the routeable SIP URI of the IBCF to the top of the Path header field. The IBCF may include in the inserted SIP URI an indicator that identifies the direction of subsequent requests received by the IBCF i.e., from the S-CSCF towards the P-CSCF, to identify the UE-terminating case. The IBCF may encode this indicator in different ways, such as, e.g., a unique parameter in the URI, a character string in the username part of the URI, or a dedicated port number in the URI.

NOTE 4:
Any subsequent request that includes the direction indicator (in the Route header field) or arrives at the dedicated port number, indicates that the request was sent by the S-CSCF towards the P-CSCF.

Upon receiving an incoming initial request for which network topology hiding has to be applied and which includes a Record-Route header field, the IBCF shall add its own routeable SIP URI to the top of the Record-Route header field.

5.10.4.2
Encryption for network topology hiding

Upon receiving an outgoing request/response from the hiding network the IBCF shall perform the encryption for network topology hiding purposes, i.e. the IBCF shall:

1)
use the whole header field values which were added by one or more specific entity of the hiding network as input to encryption, besides the UE entry;

2)
not change the order of the header fields subject to encryption when performing encryption;

3)
use for one encrypted string all received consecutive header field entries subject to encryption, regardless if they appear in separate consecutive header fields or if they are consecutive entries in a comma separated list in one header field;

4)
construct a hostname that is the encrypted string;

5)
append a "tokenized-by" header field parameter and set it to the value of the encrypting network's name, after the constructed hostname;

6)
form one valid entry for the specific header field out of the resulting NAI, e.g. prepend "SIP/2.0/UDP" for Via header fields or "sip:" for Service-Route, Route and Record-Route header fields;

7)
if the IBCF encrypted an entry in the Route header field, then it also inserts its own URI before the topmost encrypted entry; and

8)
if the IBCF encrypted an entry in the Via header field, then it also inserts its own URI before the topmost encrypted entry.

NOTE 1:
Even if consecutive entries of the same network in a specific header field are encrypted, they will result in only one encrypted header field entry. For example:

Via: SIP/2.0/UDP ibcf1.home1.net;lr, 


 SIP/2.0/UDP Token(
SIP/2.0/UDP scscf1.home1.net;lr, 








SIP/2.0/UDP pcscf1.home1.net;lr);











tokenized-by=home1.net, 


 SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

NOTE 2:
If multiple entries of the same network are within the same type of header fields, but they are not consecutive, then these entries will be tokenized to different strings. For example:

Record-Route:
sip:ibcf1.home1.net;lr, 





sip:Token(sip:scscf1.home1.net;lr);tokenized-by=home1.net,





sip:as1.foreign.net;lr, 





sip:Token(sip:scscf1.home1.net;lr, 







  sip:pcscf1.home1.net;lr);tokenized-by=home1.net

NOTE 3:
If request will return to the hiding network (e.g. after visiting an AS), then the URI of IBCF is inserted. For example:

Route: sip:as1.foreign.net;lr,





sip:ibcf1.home1.net;lr,





sip:Token(sip:scscf1.home1.net;lr);tokenized-by=home1.net
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