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3GPP TS 24.244: "Wireless LAN control plane protocol for trusted WLAN access to EPC; Stage 3".

***** Next change *****
R.2.2.1
Establishment of IP-CAN bearer and P-CSCF discovery

Prior to communication with the IM CN subsystem, the UE shall:

NOTE 1:
The UE performs access network discovery and selection procedures as specified in 3GPP TS 24.302 [8U] and executes access authentication signalling for access to the EPC between the UE and 3GPP AAA server, if applicable, as described in 3GPP TS 24.302 [8U] prior to perform the procedure to obtain a local IP address;

a)
the UE establishes an IP-CAN bearer for SIP signalling as follows:

1)
if the UE attaches to the EPC via untrusted WLAN IP access on S2b:

A)
the UE shall obtain a local IP address from the untrusted non 3GPP access network;

B)
if the UE does not support procedures for access to the EPC via restrictive non-3GPP access network or unless the UE determines that the untrusted WLAN IP access on S2b is a restrictive non-3GPP access network, then the UE shall establish an IKEv2 security association and an IPsec ESP security association with ePDG as described in 3GPP TS 24.302 [8U]. If the UE supports the Fixed Access Broadband interworking, the UE shall apply the establishment of tunnel specified in 3GPP TS 24.139 [8X];

NOTE 2:
UE can determine that the untrusted WLAN IP access on S2b is a restrictive non-3GPP access network if no IKEv2 response is received for the IKEv2 IKE_SA_INIT request, or using means out of scope of this specification.

C)
if the UE supports procedures for access to the EPC via restrictive non-3GPP access network, and if the UE determines that the untrusted WLAN IP access on S2b is a restrictive non-3GPP access network, then the UE may perform procedures for access to the EPC via restrictive non-3GPP access network as described in 3GPP TS 24.302 [8U], and may establish an IKEv2 security association and an IPsec ESP security association with ePDG via the firewall traversal tunnel;
D)
the IKEv2 security association and the IPsec ESP security association (tunnel) shall remain active throughout the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the deregistration; and
E)
the UE may carry both signalling and media on an IPsec ESP security association;

2)
if the UE attaches to the EPC via the untrusted WLAN or trusted WLAN on S2c:

A)
the UE shall obtain a local IP address;

B)
the UE shall establish an IKEv2 security association and an IPsec ESP security association as described in 3GPP TS 24.302 [8U] and 3GPP TS 24.303 [8V]. If the UE supports the Fixed Access Broadband interworking, the UE shall apply the establishment of tunnel specified in 3GPP TS 24.139 [8X];

C)
the IKEv2 security association and the IPsec ESP security association (tunnel) shall remain active throughout the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the deregistration;

D)
the UE may carry both signalling and media on an IPsec ESP security association.

3)
if the UE attaches to the EPC via S2a on a trusted WLAN access network:

A)
the IPv4 address and/or IPv6 prefix is allocated as specified in 3GPP TS 24.302 [8U]; and

B)
the UE IP address shall remain valid throughout the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the deregistration;

The UE can determine trust relationship of a non-3GPP IP access network as specified in 3GPP TS 24.302 [8U].

b)
the UE shall aquire a P-CSCF address(es).

The methods for P-CSCF discovery are:

I.
Use DHCP mechanism

II.
Use DNS


When using IPv4, the UE may request a DNS Server IPv4 address(es) via RFC 2132 [20F]. When using IPv6, the UE may request a DNS Server IPv6 address(es) via RFC 3315 [40] and RFC 3646 [56C].

III.
Obtain the list of P-CSCF address(es) from the IMS management object

IV.
Obtain P-CSCF address(es) using signalling for access to the EPC via WLAN.


If the UE attaches to the EPC via untrusted WLAN IP access on S2b, the UE shall request P-CSCF IPv4 address(es), P-CSCF IPv6 address(es) or both using the P-CSCF_IP4_ADDRESS attribute, the P-CSCF_IP6_ADDRESS attribute or both in the CFG_REQUEST configuration payload as described in 3GPP TS 24.302 [8U]. The network can provide the UE with the P-CSCF IPv4 address(es), P-CSCF IPv6 address(es) or both using the P-CSCF_IP4_ADDRESS attribute, the P-CSCF_IP6_ADDRESS attribute or both in the CFG_REPLY configuration payload as described in 3GPP TS 24.302 [8U].

If the UE attaches to the EPC via trusted WLAN IP access on S2a using single-connection mode, the UE shall indicate request for P-CSCF IPv4 address(es), P-CSCF IPv6 address(es) or both within the PROTOCOL_CONFIGURATION_OPTIONS item of the message with SCM_REQUEST message type as described in 3GPP TS 24.302 [8U]. The network can provide the UE with the P-CSCF IPv4 address(es), P-CSCF IPv6 address(es) or both within the PROTOCOL_CONFIGURATION_OPTIONS item of the message with SCM_RESPONSE message type as described in 3GPP TS 24.302 [8U].

If the UE attaches to the EPC via trusted WLAN IP access on S2a using multi-connection mode, the UE shall indicate request for P-CSCF IPv4 address(es), P-CSCF IPv6 address(es) or both within the Protocol Configuration Options information element of the PDN CONNECTIVITY REQUEST message as described in 3GPP TS 24.244 [r24244]. The network can provide the UE with the P-CSCF IPv4 address(es), P-CSCF IPv6 address(es) or both within the Protocol Configuration Options information element of the PDN CONNECTIVITY ACCEPT message as described in 3GPP TS 24.244 [r24244].

The UE shall use method III to select a P-CSCF, if a P-CSCF is to be discovered in the home network and the WLAN, to which the UE is attached, is connected to a visited network.


The UE can freely select method I, II, III or IV for P-CSCF discovery if:

-
the UE is in the home network; or

-
the WLAN, to which the UE is attached, is connected to a visited network and the P-CSCF is to be discovered in the visited network.


If DHCP is used, the following procedures apply:


Upon establishing an IP-CAN, the UE may use the Dynamic Host Configuration Protocol (DHCP) specified in RFC 2131 [40A] or Dynamic Host Configuration Protocol for IPv6 (DHCPv6) specified in RFC 3315 [40] to discover the P-CSCF.


Prior to accessing the DHCP server, the UE will have obtained an IP address via means other than DHCP and DHCPv6.


If the UE uses DHCP for P-CSCF discovery and the UE is unaware of the address of the DHCP server, the UE sends the DHCPINFORM using the limited broadcast IP address (i.e., 255.255.255.255) and UDP port 67. If the UE knows the IP address of the DHCP server, the UE shall send the DHCPINFORM to the DHCP server's unicast IP address and UDP port 67. The DHCP server sends the DHCPACK on the IP address specified in the Client IP Address field of the DHCPINFORM. The DHCP server can include, in the DHCPACK, the SIP Server DHCP Option specified in RFC 3361 [35A], which carries either a list of IPv4 address(es) of the P-CSCF(s) or a list of DNS fully qualified domain name(s) that can be mapped to one or more P-CSCF(s). If the UE uses DHCPv6 for P-CSCF discovery and the UE is unaware of the address of the DHCP Server, the UE shall send an Information Request using the IPv6 multicast address FF02::1:2 and the UDP port 547. If the UE knows the IP address of the DHCPv6 server, the UE shall send the Information Request message to the DHCPv6 server's IP address and UDP port 547. In the Information Request, the UE can request either one or both the SIP Servers Domain Name List option and the SIP Servers IPv6 Address List option specified in RFC 3319 [41]. The DHCP server sends the Reply to the IP address specified in the Information Request. The DHCP server can include in the Reply either one or both the SIP Servers Domain Name List option and the SIP Servers IPv6 Address List option, as requested by the UE.


In case several P-CSCF's IP addresses or domain names are provided to the UE, the UE shall perform P-CSCF selection according to RFC 3361 [35A] or RFC 3319 [41]. The UE shall perform the procedure for the resolution of domain name according to RFC 3263 [27A]. If sufficient information for P-CSCF address selection is not available, selection of the P-CSCF address by the UE is implementation specific.

