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1. Reason for Change
1) SA3 decided that in WIC originating calls, WIC will explicitly request that media security is applied e2ae.

33.328 states:
---------------------------------------

N.2.2
e2ae security for RTP using DTLS-SRTP

...

Since only e2ae security is supported at the moment, the WebRTC IMS Client is required to include the indication "e2ae-security requested by UE" in every offer it creates.

...

---------------------------------------
2) SA3 also decided that 

---------------------------------------
E2ae protection of RTP using DTLS-SRTP is similar to e2ae protection of MSRP using TLS/TCP and the session establishment procedures are therefore largely the same.
---------------------------------------
in 24.229, in terminating calls, P-CSCF indicates that e2ae media security is applied. This is to inform UE that the media security is not e2e. Similar funcitonality is applicable for eP-CSCF to inform WIC.

Those aspects are not covered in 24.371 v0.2.0 yet.

1. Proposal

It is proposed to agree the following changes to 3GPP TS 24.371 v0.2.0
Summary of changes:
- in WIC originating call, the WIC indicates request for e2ae media security by SDP attribute "a=3ge2ae:requested"

- in WIC terminating call, the eP-CSCF indicates that e2ae media security is applied by SDP attribute "a=3ge2ae:applied"

* * * First Change * * * *

7.2.2
WIC originating call
When the WIC originates a call, the WIC shall: 
a)
perform the ICE procedures as defined in RFC 5245 [22]; and
b)
generate an SDP offer and send it towards the eP-CSCF using the appropriate signalling protocol as described in subclause 7.2.1.

Upon generating an SDP offer with an RTP based media, for each RTP based media, the WIC shall offer transport protocol according RFC 5763 [5], with the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6].
Editor's note: it is FFS whether the WIC needs to request usage of e2ae media security.
* * * Next Change * * * *

7.2.3
WIC terminating call

Upon receipt of an SDP offer, the WIC shall:
a)
perform the ICE procedures as defined in RFC 5245 [22]; and
b)
generate an SDP answer and send it towards the eP-CSCF using the appropriate signalling protocol as described in subclause 7.2.1.


Upon receiving an SDP offer containing an RTP based media:

-
transported using RFC 5763 [5], with the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6]; and

-
with the SDP "a=3ge2ae:applied" attribute;
and if the UE accepts the RTP based media, then the UE shall generate the SDP answer with the related RTP based media transported using RFC 5763 [5], with the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6].

* * * Next Change * * * *

7.4.2
WIC originating call
Upon receipt of an SDP offer, the eP-CSCF shall:
a)
perform ICE procedures as defined in RFC 5245 [22]; and

b)
generate an SDP offer based on the SDP offer received from the WIC and forward it using the appropriate signalling protocol as described in subclause 7.4.1.

Upon receiving an SDP offer from the served WIC containing an DTLS-SRTP protected RTP based media, i.e. an "m=" line with the proto field containing the "UDP/TLS/RTP/SAVPF" value as specified in RFC 5764 [6], the eP-CSCF shall invoke IMS-ALG procedures, shall remove the SDP fingerprint attribute and shall act as defined in 3GPP TS 24.229 [3] as far as SDP and RTP is concerned.

Upon sending an SDP answer to the SDP offer, if the SDP offer was received from the served WIC, for each DTLS-SRTP protected RTP based media of the SDP offer from the served WIC which is accepted in the SDP answer, the eP-CSCF shall invoke IMS-ALG procedures, and shall indicate in the SDP answer to served WIC the transport protocol according to RFC 5763 [5], with the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6].
Editor's note: it is FFS whether the eP-CSCF provides e2ae media security only if e2ae media security was requested by the WIC.
* * * Next Change * * * *

7.4.3
WIC terminating call

When receipt of an SDP answer, the eP-CSCF shall:
a)
perform ICE procedures as defined in subclause RFC 5245 [22]; and

b)
generate an SDP answer based on the SDP answer received from the WIC and forward it using the appropriate signalling protocol as described in subclause 7.4.1.

Upon receiving an SDP offer from a remote user with an RTP based media, for each RTP based media, the eP-CSCF shall invoke IMS-ALG procedures, and shall indicate in the SDP offer to served WIC:

-
the transport protocol according to RFC 5763 [5], with the proto field in the "m=" line containing the "UDP/TLS/RTP/SAVPF" value according to RFC 5764 [6]; and

-
include the SDP "a=3ge2ae:applied" attribute.
Upon receiving an SDP answer to the SDP offer, if the SDP offer was received from the remote user, for each RTP based media of the SDP offer from the remote UE which is accepted in the SDP answer, the eP-CSCF shall invoke IMS-ALG procedures, shall remove the SDP fingerprint attribute and shall act as defined in 3GPP TS 24.229 [3] as far as SDP and RTP is concerned.
