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1. Introduction
Text is needed for registration based on SIP Digest

2. Reason for Change

Stage-2 describes registration of a WIC in IMS based in DIGEST authentication
3. Conclusions

Text is proposed covering Registration based on Digest authentication. Signalling used pre-established TLS connection, as the TLS connection is established during the setup of the WebSocket connection.

Text for eP-CSCF is NOT using 24.229 text, as 24.229 currently does not cover the usage of pre-established TLS conneciton.

For WIC, UE procedures  ‘SIP Digest withou TLS’ can be used, as these procedures describe authentication and do not have any dependancy as to whether there is already a tls connection or not.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.371
* * * First Change * * * *

6.2
WIC (WebRTC IMS Client)
6.2.1
WIC registration of individual Public User Identity using Digest authentication
6.2.1.1
W2 using SIP

When using SIP over Websockets as signalling protocol on the W2 interface, the WIC shall use the procedures for "SIP Digest without TLS" as specified in 3GPP TS 24.229 [3].
NOTE:
The WIC uses the TLS connection that was established during the WebSocket connection setup.
6.2.1.2
W2 using non-SIP
Editor’s Note:
The amount of documentation of registration for non-SIP W2 is ffs
6.3
WWSF (WebRTC Web Server Function)
6.4
eP-CSCF (P-CSCF enhanced for WebRTC)
6.4.1
WIC registration of individual Public User Identity using Digest authentication
6.4.1.1
W2 using SIP

When the eP-CSCF receives a REGISTER request and using SIP over Websockets as signalling protocol on the W2 interface, then the procedures as defined in 3GPP TS 24.229 [3] subclause 5.2.2.1 for "SIP Digest with TLS" apply. In addition the eP-CSCF shall:
1) if the REGISTER request was received on a pre-established TLS then:
a)
if the REGISTER request does not map to an existing TLS association, and does not contain a challenge response, not include the "integrity-protected" header field parameter;
b)
if the REGISTER request does not map to an existing TLS association, and does contain a challenge response, include an "integrity-protected" header field parameter with the value set to "tls-pending";
c)
if the REGISTER request does map to an existing TLS association, include an "integrity-protected" header field parameter with the value set to "tls-protected";
d)
if the "rport" header field parameter is included in the Via header field, set the value of the "rport" header field parameter in the Via header field to the source port of the received REGISTER request; and

e)
insert the "received" header field parameter in the Via header field containing the source IP address that the request came from, as defined in RFC 3581 [xx].
NOTE:
As defined in RFC 3581 [xx], the P-CSCF will insert a "received" header field parameter containing the source IP address that the request came from, even if it is identical to the value of the "sent-by" component.

When the eP-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the eP-CSCF shall:

1)
send the 401 (Unauthorized) response to the UE using the TLS session with which the associated REGISTER request was protected. 
When the eP-CSCF receives a 200 (OK) response to a REGISTER request as defined, and the registration expiration interval value is different than zero, the eP-CSCF shall additionally:

-
create an TLS association by storing and associating the UEs IP address and port of the TLS connection with the TLS Session ID, the private user identity and all the successfully registered public user identities related to that private user identity; and

-
send the 200 (OK) response to the REGISTER request within the same TLS session to that in which the request was protected.

Editor’s Note:
It is ffs whether the text in this sub-clause can be included in TS 24.229

6.4.1.2
W2 using non-SIP

Editor’s Note:
ffs.
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