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1. Introduction
The purpose of this P-CR is to clean-up the Editor’s notes added for reference and security relevant procedures in TS 24.334.

2. Reason for Change
In the current version of TS 24.334 v1.0.0, for the security related procedures, several Editor’s note were added for referring the progress of SA3 work, e.g.:
"Editor’s note: Reference to be updated once title and spec number of SA3 TS are available."
"Editor’s note: Reference and procedural text to be updated once 3GPP TSG SA WG3 TS is available and contains the relevant procedure."

"Editor’s note: The group-related security contents are to be defined by 3GPP TSG SA WG3."

"Editor’s note: The generation of the Discovery Key is to be defined by 3GPP TSG SA WG3."

For the SA3 TS number (i.e. TS 33.303) for ProSe security, it was allocated during the SA3#75 meeting and the TS 33.303 was submitted to SA#64 plenary for the approval. The latest published version is v12.0.0.

In the TS 33.303 v12.0.0, the security related procedure for ProSe direct discovery (subclasue 6.1.3), One-to-many ProSe direct communication (subclasue 6.2.3 and 6.2.4), and EPC-level discovery (subclasue 6.3.1) were defined which can be referred in TS 24.334 now.

About the usge of Message Integrity Check (MIC) for the integrity protection and validation of ProSe direct discovery and ProSe direct communication at PC3 or PC5 interface, the calculation of the MIC value, and the coding of the MIC (the length is 32-bit), it was specified as well (see subclasue 6.1.3.3 and subclasue A.2 of TS 33.303). These parts can be referred in TS 24.334 as well.

About the group-related security contents, it was already specified in TS 33.303 (see subclasue 6.2.4.4 and subclasue 6.2.4.5)
About the Discovery Key and Time parameter, its usage was described in TS 33.303 and it follows the encoding specified in Annex B of TS 33.220.
Hence, the referred TS number can be specified in TS 24.334 and security related Editor’s notes can be removed.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.334 v1.0.0.
* * * First Change * * * *
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* * * Next Change * * * *

5.1.1
General 

The ProSe direct discovery service authorisation determines whether the UE is authorised to use ProSe direct discovery announcing or ProSe direct discovery monitoring or both in a particular PLMN. The service authorisation is transferred between the UE and the ProSe Function over the PC3 interface with the ProSe Direct Services Provisioning Management Object as specified in 3GPP TS 24.333 [9]. The communication security over the PC3 interface is specified in 3GPP TS 33.303 [6].


The UE first requests service authorisation to use ProSe direct discovery from the ProSe Function of the HPLMN. The service authorisation provided by the ProSe Function of the HPLMN contains a list of PLMNs and indicates for each PLMN whether:

-
the UE is pre-authorised to use ProSe direct discovery without contacting the ProSe Function of that PLMN; or

-
the UE is conditionally authorised to use ProSe direct discovery in that PLMN, in which case it is required to also request service authorisation from the ProSe Function of that PLMN.

The UE then requests service authorisation from the ProSe Function of the local PLMNs or VPLMN in which it is conditionally authorised to use ProSe direct discovery announcing or monitoring. The ProSe Function of each local PLMN or VPLMN contacts the ProSe Function of the UE’s HPLMN to obtain the service authorisation from the HPLMN as specified in 3GPP TS 29.345 [5], merges it with its own service authorisation and sends the merged service authorisation to the UE.

The ProSe direct communication service authorisation determines whether the UE is authorised to use ProSe direct communication in a particular PLMN or when not served by E-UTRAN. 
The service authorisation for ProSe direct communication is either 

1)
pre-configured in the UE; or

2)
transferred between the UE and the ProSe Function over the PC3 interface with the ProSe Public Safety Direct Services Provisioning Management Object as specified in 3GPP TS 24.333 [9]. The communication security over the PC3 interface is specified in 3GPP TS 33.303 [6].


Editor’s note: Whether the UE can use option 1) above when served by E-UTRAN is FFS.
When using option 2) above, the UE shall:

a)
first request authorisation to use ProSe direct communication from the ProSe Function of the HPLMN. The service authorisation provided by the ProSe Function of the HPLMN indicates:

-
whether the UE is is authorised to perform ProSe direct communication when not served by E-UTRAN, and if so, the required radio parameters to be used for ProSe direct communication when not served by E-UTRAN;

-
the ProSe Direct communication policy parameters; and
-
the list of PLMNs in which the UE is authorised to use direct communication when served by E-UTRAN, and for each PLMN, it indicates whether:

-
the UE is pre-authorised to use ProSe direct communication without contacting the ProSe Function of that PLMN; or

-
the UE is conditionally authorised to use ProSe direct communication in that PLMN, in which case it is required to also request service authorisation from the ProSe Function of that PLMN; and

b)
then request service authorisation from the ProSe Function of the PLMNs in which it is conditionally authorised to use ProSe direct communication. The ProSe Function of each of these PLMNs contacts the ProSe Function of the UE’s HPLMN to obtain the service authorisation from the HPLMN as specified in 3GPP TS 29.345 [5], merges it with its own service authorisation and sends the merged service authorisation to the UE.
The UE discovers the IP address of the ProSe Functions of the HPLMN, VPLMN and local PLMN as specified in subclause 5.1.2.
* * * Next Change * * * *

5.1.3
Service authorisation from ProSe Function of HPLMN 

The UE shall initiate the service authorisation procedure to the ProSe Function of the HPLMN:

a) when the UE receives a request from upper layer to perform ProSe direct discovery announcing or monitoring or direct communication and has no valid service authorisation;

b) when the UE is performing ProSe direct discovery announcing or monitoring or direct communication and changes its registered PLMN; or

c) when timer T4005 associated with a valid service authorisation policy expires and the request from upper layer to perform ProSe direct discovery announcing or monitoring or direct communication in the corresponding PLMN is still in place.

NOTE 1:
In order to ensure continuity of ProSe direct discovery service, the UE can request service authorisation from the ProSe Function of a PLMN before the timer T4005 associated with a service authorisation policy in that PLMN expires.

The UE shall obtain the service authorisation from the ProSe Function of the HPLMN over the PC3 interface by requesting the ProSe Direct Services Provisioning Management Object or the ProSe Public Safety Direct Services Provisioning MO as specified in 3GPP TS 24.333 [9]. The UE waits for an implementation dependent time for an answer from the ProSe Function. If the ProSe Function does not respond within that time, the UE may retry the service authorisation procedure. The number of retries performed by the UE is implementation dependent. Unless the UE receives a response from the ProSe function for service authorisation, the UE shall not consider that the request has been authorised.
The ProSe direct discovery service authorisation from the ProSe Function of the HPLMN may include:

a)
the PLMNs in which the UE is authorised to perform ProSe direct discovery monitoring, and for each PLMN, it indicates:

1)
the FQDN of the ProSe Function of that PLMN;
2)
the UE identifier that shall be used by the UE when contacting the ProSe Function of that PLMN;
3)
a validity timer T4005 indicating for how long the monitoring authorisation policy in that PLMN is valid; and
4)
whether the UE is:

-
pre-authorised to use ProSe direct discovery monitoring in that PLMN without contacting the ProSe Function of that PLMN; or

-
conditionally authorised to use ProSe direct discovery monitoring in that PLMN, in which case it is required to also request service authorisation from the ProSe Function of that PLMN; and

b)
the PLMNs in which the UE is authorised to perform ProSe direct discovery announcing , and for each PLMN, it indicates:

1)
the FQDN of the ProSe Function of that PLMN;
2)
the UE identifier that shall be used by the UE when contacting the ProSe Function of that PLMN;
3)
a validity timer T4005 indicating for how long the announcing authorisation policy in that PLMN is valid.
4)
the authorised announcing range; and
Editor’s note: The description of the authorised announcing range will need to be updated once 3GPP TSG RAN2 TS is available and contains the relevant parameter description.

5)
whether the UE is:

-
pre-authorised to use ProSe direct discovery announcing in that PLMN without contacting the ProSe Function of that PLMN; or

-
conditionally authorised to use ProSe direct discovery announcing in that PLMN, in which case it is required to also request service authorisation from the ProSe Function of that PLMN.

The ProSe direct communication service authorisation from the ProSe Function of the HPLMN may include:

a)
whether the UE is is authorised to perform ProSe direct communication when not served by E-UTRAN;

b)
the radio parameters to be used for ProSe direct communication when not served by E-UTRAN;

Editor’s note: The radio parameters that need to be configured on the UE to perform ProSe direct communication when the UE is not served by E-UTRAN are to be defined by 3GPP TSG RAN WG2.

c)
the PLMNs in which the UE is authorised to perform ProSe direct communication when served by E-UTRAN, and for each PLMN, it indicates:

1)
whether the UE is:

-
pre-authorised to use ProSe direct direct communication in that PLMN without contacting the ProSe Function of that PLMN; or

-
conditionally authorised to use ProSe direct communication in that PLMN, in which case it is required to also request service authorisation from the ProSe Function of that PLMN;

2)
the FQDN of the ProSe Function of that PLMN;
3)
the UE identifier that shall be used by the UE when contacting the ProSe Function of that PLMN; and
4)
a validity timer T4005 indicating for how long the direct communication authorisation policy in that PLMN is valid; and
d)
the ProSe Direct communication policy parameters, consisting of:
1)
the ProSe Layer-2 Group ID;

2)
the ProSe Group IP multicast address;

3)
whether the UE should use IPv4 or IPv6 for that group;

4)
an IPv4 address to be used by the UE as a source address in case IPv4 is used; and

5)
group-related security contents.


The UE shall start validity timer(s) T4005 with the values included in this service authorisation. The UE shall consider that an authorisation policy is valid in the associated PLMN until the corresponding validity timer T4005 expires.

NOTE 2:
The ProSe Function in the HPLMN can revoke the service authorisation at any time e.g by sending an OMA push message.

* * * Next Change * * * *

6.2.2.3
Announce request procedure accepted by the ProSe Function

Upon receiving a DISCOVERY_REQUEST message, the ProSe Function shall check that the application corresponding to the Application Identity contained in the DISCOVERY_REQUEST message is authorised for ProSe direct discovery announcing in the registered PLMN. If the application is authorised for ProSe direct discovery announcing in the registered PLMN, the ProSe Function shall check whether there is an existing context for the UE associated with the requested ProSe Application ID.

If there is no associated UE context, the ProSe Function checks with the HSS whether the UE is authorised for ProSe direct discovery announcing as described in 3GPP TS 29.344 [3]. If the check indicates that the UE is authorised, the ProSe Function shall allocate the corresponding ProSe Application Code and a value for validity timer T4000.
If the requested ProSe Application ID is indicated to be country-specific or global as described in subclause 2x.2 of 3GPP TS 23.003 [4], the ProSe Function shall allocate a corresponding ProSe Application Code according to subclause 2x.3 of 3GPP TS 23.003 [4]. Depending on whether the UE is in its HPLMN or not and whether the UE is in a RAN-shared network or not, the ProSe Function shall allocate a corresponding ProSe Application Code, according to subclause 2x.3 of 3GPP TS 23.003 [4].

Editor’s note: Subclause number 2x will be replaced with the right number after the ProSe-related changes are incorporated into 3GPP TS 23.003 [4].

Editor’s note: The term country-specific is used in 3GPP TS 23.303 [2] to indicate a ProSe Application ID used for a whole country instead of a single PLMN. If a new term is used, it shall be applied in 3GPP TS 24.334.

After the ProSe Application Code is allocated, the ProSe Function then associates this ProSe Application Code and its validity timer T4000 with a new context for the UE that contains the UE’s subscription parameters obtained from the HSS, and starts timer T4001. The HSS also provides to the ProSe Function the PLMN ID of the PLMN in which the UE is currently registered.

NOTE:
For a given ProSe Application Code, T4001 is longer than T4000 to ensure service continuity. 

Editor’s note: The gap value between T4001 and T4000 is FFS.

If there is an existing context for the UE associated with the requested ProSe Application ID, the ProSe function shall either update the context with a new validity timer T4000 and restart timer T4001, or allocate a new ProSe Application Code for the requested ProSe Application ID with a new validity timer T4000. 
If a new context was created or an existing context was updated and the UE is currently roaming, the ProSe Function checks with the VPLMN's ProSe function whether the UE is authorised for ProSe direct discovery announcing as described in 3GPP TS 29.345 [5].

If the check indicates that the UE is authorised then the ProSe Function shall send a DISCOVERY_RESPONSE message containing a <response-announce> element with the transaction ID set to the value of the transaction ID received in the DISCOVERY_REQUEST message from the UE, the ProSe Application Code set to the ProSe Application Code allocated by the ProSe Function for the ProSe Application ID received in the DISCOVERY_REQUEST message from the UE, Validity Timer T4000  set to the T4000 timer value assigned by the ProSe Function to the ProSe Application Code, the Discovery Type set to "Open Discovery" and the Discovery Key set to a value provided by the ProSe Function.


If the UE does not initiate a new announce request procedure before timer T4001 expires, the ProSe Function shall remove the UE’s context which associates the UE with the corresponding ProSe Application ID.
* * * Next Change * * * *

6.2.2.4
Announce request procedure completion by the UE

Upon receipt of the DISCOVERY_RESPONSE message, if the transaction ID contained in the <response-announce> element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "announce", the UE shall start performing direct discovery announcing as described below. Otherwise the UE shall discard the DISCOVERY_RESPONSE message.

The UE requests the ProSe direct discovery parameters from the lower layers (see 3GPP TS 36.331 [12]). If the lower layers indicate that ProSe direct discovery is not supported by the network, the UE shall not perform direct discovery announcing. Else if the lower layers indicate that ProSe direct discovery is supported by the network:

-
if the lower layers indicate that the UE is not required to send a discovery indication to the eNodeB, the UE shall request the time parameter for the next discovery transmission opportunity from lower layers;
-
if the lower layers indicate that the UE is required to send a discovery indication to the eNodeB and the UE is in EMM-IDLE mode, the UE shall perform a Service Request procedure to send a discovery indication for ProSe direct discovery announcing as specified in 3GPP TS 24.301 [11] to transfer to EMM-CONNECTED mode. Upon successful completion of the Service Request procedure, the UE shall trigger the lower layers to send the discovery indication to the eNodeB as specified in 3GPP TS 36.331 [12]. Upon indication from the lower layers that the discovery indication has been sent successfully to the eNodeB, the UE shall request the time parameter for the next discovery transmission opportunity from lower layers; or
-
if the lower layers indicate that the UE is required to send a discovery indication to the eNodeB and the UE is in EMM-CONNECTED mode, the UE shall trigger the lower layers to send the discovery indication to the eNodeB as specified in 3GPP TS 36.331 [12]. Upon indication from lower layers that the discovery indication has been sent successfully to the eNodeB, the UE shall request the time parameter for the next discovery transmission opportunity from lower layers;
If the time parameter obtained from lower layers is valid, the UE uses this parameter to compute the MIC field for the PC5_DISCOVERY message as described in 3GPP TS 33.303 [6].


The UE shall use the ProSe Application Code received in the DISCOVERY_RESPONSE message, along with the Discovery Key, in order to construct a PC5_DISCOVERY message, according to the format defined in subclause 10.2.7.
The UE then passes the PC5_DISCOVERY message to the lower layers for transmission if:

-
the UE is currently authorised to perform direct discovery announcing in the registered PLMN;
-
the validity timer T4000 for the allocated ProSe Application Code has not expired; and
-
a request from upper layers to announce the ProSe Application ID associated with the ProSe Application Code is still in place.
* * * Next Change * * * *

6.2.4.3
Match report procedure accepted by the ProSe Function

Upon receiving a MATCH_REPORT message, the ProSe Function shall check whether there is an existing context for the UE identified by its IMSI. If there is no associated UE context, the ProSe Function checks with the HSS whether the UE is authorised for ProSe direct discovery monitoring as described in 3GPP TS 29.344 [3]. If the check indicates that the UE is authorised, the ProSe Function shall check whether the received ProSe Application Code is authorised to be transmitted on the monitored PLMN indicated in the Monitored PLMN ID in the received message.

The ProSe Function shall also check the PLMN ID in the ProSe Application Code received from the UE.If the PLMN ID in the ProSe Application Code is not the same of that of the PLMN to which the ProSe Function belongs, the ProSe Function executes the procedures defined in 3GPP TS 29.345 [5].

If the ProSe Application Code is PLMN-specific, the ProSe Function shall verify if the monitored PLMN indicated in the received MATCH_REPORT message is the same as the PLMN of the ProSe Function. If so, the ProSe Function shall map the ProSe Application Code to the corresponding ProSe Application ID from the PLMN-specific database.

Editor’s note: The handling of global or country-specific ProSe Application Code is FFS.
The ProSe Function shall analyse the ProSe Application Code received from the UE and determine the validity of the ProSe Application Code.

NOTE:
This might require the ProSe Function to execute procedures defined in 3GPP TS 29.345 [5].
The ProSe Function shall check if the MIC value and its corresponding time parameter are valid, as defined in 3GPP TS 33.303 [6].

If the outcome of above processing is successful, the ProSe Function shall send a MATCH_REPORT_ACK message containing a <match-ack> element with the transaction ID set to the value of the transaction ID received in the MATCH_REPORT message from the UE, the ProSe Application ID set to the ProSe Application ID provided by the ProSe Function and corresponding to the ProSe Application Code contained in the MATCH_REPORT message, the Validity Timer T4004 set to indicate for how long this ProSe Application Code is valid. If the UE has set the Metadata Flag to indicate that it wishes to receive metadata information associated with the ProSe Application ID, the ProSe Function shall set the Metadata to the metadata information associated with the ProSe Application Code received in the MATCH_REPORT message.

* * * Next Change * * * *

10.2.4.4
Data semantics of <MATCH_REPORT>

The <MATCH_REPORT> element contains one or more of the following element:

1) One or more <match-report> element which contains transactions sent from the UE to the ProSe Function to report a matching of the direct discovery. Each <match-report> consists of:

a)
a <transaction-ID> element containing the parameter defined in subclause 11.2.2.2;

b)
a <ProSe-Application-Code> element containing the parameter defined in subclause 11.2.2.7;

c)
a <filter-ID> element containing  the parameter defined in subclause 11.2.2.16;

d)
a <UE-identity> element containing the parameter defined in subclause 11.2.2.4;

e)
a <Monitored-PLMN-id> element containing the parameter defined in subclause 11.2.2.17;

f)
a <MIC> element containing the parameter defined in subclause 11.2.2.12;

g)
a <time-parameter> element containing the parameter defined in subclause 11.2.2.19;

h)
a <metadata-flag> element containing the parameter defined in subclause 11.2.2.21; and optionally

i)
a <VPLMN-id> element containing the parameter defined in subclause 11.2.2.18.

Editor’s note: The content and format of <time-parameter> is to be defined by 3GPP TSG RAN WG2.

* * * Next Change * * * *

10.2.5.1
Message definition

This message is sent by the UE over the PC5 interface. See table 10.2.5.1.1.

Message type:
PC5_DISCOVERY
Direction:


UE to UE

Table 10.2.5.1.1: PC5_DISCOVERY message content
	Information Element
	Type/Reference
	Presence
	Length (bits)

	Discovery Type
	Binary

11.2.2.11
	M
	4

	ProSe Application Code
	Binary
11.2.2.7
	M
	184

	MIC
	Binary
11.2.2.12
	M
	32



* * * Next Change * * * *

11.2.2.10
Discovery Key

This parameter is used to carry a Discovery Key allocated by the ProSe Function. This key is used by the UE to compute the MIC that is included in the PC5_DISCOVERY message.


* * * Next Change * * * *

11.2.2.12
MIC
This parameter is used to carry the MIC (Message Integrity Check) associated with the ProSe Application Code contained in a PC5_DISCOVERY message.


* * * Next Change * * * *

11.2.2.19

Time Parameter
This parameter is used to indicate the time parameter associated with the PC5_DISCOVERY message containing a ProSe Application code for which there was a match event. 

Editor’s note: The format of this parameter is to be decided by 3GPP TSG RAN WG2.
* * * End of Change * * * *

