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1st change
4.3.2
Requirements on the originating network side

As part of the basic communication procedures specified in 3GPP TS 24.229 [3], the following requirements apply at the originating network side in support of the OIP service and the OIR service. Unless noted otherwise, these requirements are meant to apply to all requests meant to initiate either a dialog or a standalone transaction. These procedures apply regardless of whether the originating or terminating parties subscribe to the OIP service or the OIR service:

1
The originating UE can insert two forms of identity information that correspond to the following two purposes:


As a suggestion to the network as to what public user identity the network should be included in the request as network asserted identity information.


As a UE‑provided identity to be transparently transported by the network.

2
In the case where no identity information is provided by the originating UE for the purpose of suggesting a network‑provided identity, the network shall include identity information based on the default public user identity associated with the originating UE.

3
In the case where identity information is provided by the originating UE for the purpose of suggesting a network-provided identity, the network shall attempt to match the information provided with the set of registered public identities of the originating UE. If a match is found, the network shall include an identity based on the information provided by the originating UE.

As a network option, if the "no screening" special arrangement does not exist with the originating UE, the network may attempt to match the UE‑provided identity information with the set of registered public identities of the originating user. If a match is not found, the network shall replace the UE‑provided identity with one that includes the default public user identity.

The UE can include an indication that it wishes to have the presentation of its identity information to be restricted. The following cases exist:
-
If the originating user has subscribed to the OIR service in the permanent mode, then the network shall invoke the OIR service for each outgoing request.

-
If the originating user has subscribed to the OIR service in the temporary mode with default value "presentation restricted", then the network shall invoke the OIR service for each outgoing request unless the default value is overridden by subscriber request at the time of outgoing request.

-
If the originating user has subscribed to the OIR service in the temporary mode with default value "presentation not restricted", then the network shall only invoke the OIR service if requested by the subscriber at the time of outgoing initial request.
-
If the originating user has not subscribed to the OIR service but the originating UE sends a SIP request initiating a dialog or standalone transaction with Privacy header fields for  restricting the presentation of identity information then, if required by operator policy the SIP request shall be rejected.
NOTE 1AA:
Only when supporting the MMTEL for the OIP/OIR Service such a procedure is possible. This requires an initial filter criterion to be setup for the user who is not subscribed to the OIR service.
-
If the OIR service is not invoked, the network‑provided identity shall be considered to be presentation allowed.
NOTE 1A:
For the network to invoke the service, the S-CSCF will forward an initial request towards the AS that hosts the OIR service. This requires an initial filter criterion to be setup for the user who is subscribed to the service. Annex B provides an example of an initial filter criterion that can be applied for the OIR service.

As an originating network option, if the originating user invokes the OIR service for a particular request, the originating network may prevent any UE‑provided identification information (in addition to the trusted identity information) from being displayed to the terminating user.
NOTE 1:
As an informative description, for OIP/OIR this means the following procedures are expected to be provided by the P‑CSCF regardless of whether the originating user does or does not subscribe to the OIP service or OIR service. When the P‑CSCF receives an initial request for a dialog or a request for a standalone transaction, and the request contains a P‑Preferred‑Identity header field that matches one of the registered public user identities, the P‑CSCF is expected to identify the initiator of the request by that public user identity. In particular, the P‑CSCF is expected to  include a P‑Asserted‑Identity header field set to that public user identity. When the P‑CSCF receives an initial request for a dialog or a request for a standalone transaction, and the request contains as P‑Preferred‑Identity header field that does not match one of the registered public user identities, or does not contain a P‑Preferred‑Identity header field, the P‑CSCF is expected to identify the initiator of the request by a default public user identity. In particular, the P‑CSCF is expected to include a P‑Asserted‑Identity header field set to the default public user identity. If there is more then one default public user identity available, the P‑CSCF is expected to randomly select one of them.

NOTE 2:
In the case where the S‑CSCF has knowledge of an associated tel‑URI for a SIP URI contained in the P‑Asserted‑Identity header field received in the request, the S‑CSCF adds a second P‑Asserted‑Identity header field containing this tel‑URI.

NOTE 3:
For the S‑CSCF to forward an initial request towards the AS that hosts the OIR service, an initial filter criterion is to be setup for the user who is subscribed to the service. Annex B provides an example of an initial filter criterion that that can be applied for the OIR service.

NOTE 4:
It is assumed that the IBCF is responsible for stripping the P‑Asserted‑Identity from the SIP header when interworking with untrusted networks.

2nd change

4.5.2.4
Actions at the AS serving the originating UE
For an originating user that subscribes to the OIR service in "permanent mode", the AS shall insert a Privacy header field set to:

-
"id" if only the P-Asserted-Identity header field needs to be restricted as described in RFC 3325 [7]; or
-
"header" if all the header fields, containing private information that the UE cannot anonymize need to be restricted as described in RFC 3323 [6]. This choice is based on the subscription option.
NOTE 1:
The Privacy header field value "header" does not apply to the identity in the From header field.

If the request includes a Privacy header field that is set to "none", the AS shall remove the "none" value from the Privacy header field.
Additionally, based on operator policy, the AS shall either modify the From header field to remove the identification information, or add a Privacy header field set to "user". 

For an originating user that subscribes to the OIR service in "temporary mode" with default "restricted", if the request does not include a Privacy header field, or the request includes a Privacy header field that is not set to "none", the AS shall insert a Privacy header field set to:

-
"id" if only the P-Asserted-Identity header field needs to be restricted as described in RFC 3325 [7]; or
-
"header" if all the header fields, containing private information that the UE cannot anonymize need to be restricted as described in RFC 3323 [6]. This choice is based on the subscription option.
NOTE 2:
The Privacy header field value "header" does not apply to the identity in the From header field.

Additionally based on operator policy, the AS shall either modify the From header field to remove the identification information, or add a Privacy header field set to "user".

NOTE 3:
When the OIR service is used, the originating UE is supposed to already have removed identity information from the From header field. However because this UE is not trusted, this is also done by the AS to ensure that this information is removed.

For an originating user that subscribes to the OIR service in "temporary mode" with default "not restricted", if the request includes a Privacy header field is set to "id" or "header", based on operator policy, the AS shall either modify the From header field to remove the identification information or add a Privacy header field set to "user". As an originating network option, if the "no screening" special arrangement does not exist with the originating user, the AS may attempt to match the information in the From header with the set of registered public identities of the originating user. If a match is not found, the AS may set the From header to the SIP URI that includes the default public user identity.
For an originating user who has not subscribed to the OIR service but requests the restiction of its identity information by sending Privacy header fields requesting privacy, then based on operator policy the respective SIP request for initiating a dialog or standalone transaction shall be rejected with a 403(Forbidden) response including a warning header field 399 "OIR not subscribed".
NOTE 4:
Only when supporting the MMTEL for the OIP/OIR Service such a procedure is possible. This requires an initial filter criterion to be setup for the user who is not subscribed to the OIR service.
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