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***** First change *****
6.1.1.2.4
EAP SIM based authentication

6.1.1.2.4.0
General

If the WLAN UE supports the ME-SIM interface, and if SIM has been inserted, then the WLAN UE shall support EAP SIM based authentication. In this case, the WLAN UE shall be able to accept EAP SIM based authentication as EAP method negotiation.

The EAP SIM based authentication does not require the ME-SIM interface, and therefore EAP SIM based authentication could also be performed using the 2G authentication and key agreement (AKA) functions on the USIM application. However, if a UICC with USIM has been inserted, then the default EAP method policy of the WLAN UE shall not accept EAP SIM based authentication.

6.1.1.2.4.1
Interoperability cases

If the WLAN UE does not accept EAP SIM based authentication when USIM has been inserted, then interoperability problems may occur with pre-release 6 AAA servers that only support EAP SIM based authentication. Therefore, ME implementations may allow configuring an EAP method policy that allows EAP SIM based authentication even if a UICC with USIM has been inserted.

***** Next change *****
6.1.1.3.4
3GPP AAA server operation in the beginning of authentication

6.1.1.3.4.0
General

The 3GPP AAA server shall support EAP method negotiation, as specified in EAP IETF RFC 3748 [6].

The EAP method policy of the 3GPP AAA server shall not accept EAP-SIM based authentication for USIM subscribers, and only accept EAP-SIM based authentication for SIM subscribers.

The procedure to select the EAP method to use for authentication is the following:

1)
The format of the identity received in EAP-Response/Identity message may contain an indication of the EAP method to be used by the 3GPP AAA server as defined in 3GPP TS 23.003 [1A]. For example, if the identity format indicates EAP SIM, the leading character in the identity is "1" so, the identity might be a permanent IMSI-based identity for EAP SIM. The permanent identity format and the usage of leading digits for IMSI-based permanent identity are specified in IETF RFC 4187 [9] and IETF RFC 4186 [10]. The format of the pseudonyms and re-authentication identities are specified in 3GPP TS 33.234 [5].
2)
If the 3GPP AAA server is not able to map the user identity received in EAP-Response/Identity message to a subscriber identity (e.g. an obsolete pseudonym), but it recognizes the EAP method, the 3GPP AAA server shall request a new identity using the EAP method indicated by the WLAN UE.

3)
If the 3GPP AAA server is able to map the user identity received in EAP-Response/Identity message to a subscriber identity (IMSI), but the EAP method does not match with user's subscription information, the 3GPP AAA server shall use the EAP method indicated by user's subscription (with the exception specified in the subclause 6.1.1.3.4.1). For example, if the EAP method indicates EAP AKA, but the 3GPP AAA server has available information that subscriber's UICC only supports SIM based authentication, (e.g. received authentication vectors are triplets rather than quintuplets), then user's subscription shall prevail and the 3GPP AAA server shall propose EAP SIM as the first authentication method.

4)
If the 3GPP AAA server is not able to recognize the user identity received in EAP-Response/Identity message and hence the EAP method, the EAP method to use is implementation dependent. If this EAP method does not match user's subscription in the WLAN UE, the WLAN UE shall respond with a Nak to the 3GPP AAA server. Then, the 3GPP AAA server shall use the other EAP method until a recognized identity is received.

6.1.1.3.4.1
Interoperability cases

3GPP AAA servers may be configured to support an EAP method policy that accepts EAP-SIM based authentication for USIM subscribers. This configuration option may be used, if many USIM subscribers are expected to use pre-release 6 ME implementations that do not support EAP AKA.

NOTE:
When the operator issues USIM cards to subscribers, it is strongly recommended to upgrade the AAA servers to 3GPP release 6 and to support EAP-AKA.
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