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1. Reason for Change
The TWAG UDP port to be used for WLCP can either be dynamically selected and provided via EAP-AKA' authentication or be well-known.

Dynamic ports do not require any IANA registration.
Any well-known port needs to be allocated by IANA. The IANA assignment procedure is described in rfc6335, section 8.1.1 and 8.1.2:

-------
8.1.1.  General Assignment Procedure

   A service name or port number assignment request contains the

   following information.  The service name is the unique identifier of

   a given service:

      Service Name (REQUIRED)

      Transport Protocol(s) (REQUIRED)

      Assignee (REQUIRED)

      Contact (REQUIRED)

      Description (REQUIRED)

      Reference (REQUIRED)

      Port Number (OPTIONAL)

      Service Code (REQUIRED for DCCP only)

      Known Unauthorized Uses (OPTIONAL)

      Assignment Notes (OPTIONAL)

   o  Service Name: A desired unique service name for the service

      associated with the assignment request MUST be provided.  This

      name may be used with various service selection and discovery

      mechanisms (including, but not limited to, DNS SRV records

      [RFC2782]).  The name MUST be compliant with the syntax defined in

      Section 5.1.  In order to be unique, they MUST NOT be identical to

      any currently assigned service name in the IANA registry

      [PORTREG].  Service names are case-insensitive; they may be

      provided and entered into the registry with mixed case for

      clarity, but case is ignored otherwise.

   o  Transport Protocol(s): The transport protocol(s) for which an

      assignment is requested MUST be provided.  This field is currently

      limited to one or more of TCP, UDP, SCTP, and DCCP.  Requests

      without any port assignment and only a service name are still

      required to indicate which protocol the service uses.

   o  Assignee: Name and email address of the party to whom the

      assignment is made.  This is REQUIRED.  The Assignee is the

      organization, company or individual person responsible for the

      initial assignment.  For assignments done through RFCs published

      via the "IETF Document Stream" [RFC4844], the Assignee will be the

      IESG <iesg@ietf.org>.

   o  Contact: Name and email address of the Contact person for the

      assignment.  This is REQUIRED.  The Contact person is the

      responsible person for the Internet community to send questions

      to.  This person is also authorized to submit changes on behalf of

      the Assignee; in cases of conflict between the Assignee and the

      Contact, the Assignee decisions take precedence.  Additional

      address information MAY be provided.  For assignments done through

      RFCs published via the "IETF Document Stream" [RFC4844], the

      Contact will be the IETF Chair <chair@ietf.org>.

   o  Description: A short description of the service associated with

      the assignment request is REQUIRED.  It should avoid all but the

      most well-known acronyms.

   o  Reference: A description of (or a reference to a document

      describing) the protocol or application using this port.  This is

      REQUIRED.  The description must state whether the protocol uses

      IP-layer broadcast, multicast, or anycast communication.

      For assignments requesting only a Service Name, or a Service Name

      and User Port, a statement that the protocol is proprietary and

      not publicly documented is also acceptable, provided that the

      required information regarding the use of IP broadcast, multicast,

      or anycast is given.

      For any assignment request that includes a User Port, the

      assignment request MUST explain why a port number in the Dynamic

      Ports range (discovered by clients dynamically at run-time) is

      unsuitable for the given application.
      For any assignment request that includes a System Port, the

      assignment request MUST explain why a port number in the User

      Ports or Dynamic Ports ranges is unsuitable, and a reference to a

      stable protocol specification document MUST be provided.

      IANA MAY accept early assignment [RFC4020] requests (known as

      "early allocation" therein) from IETF working groups that

      reference a sufficiently stable Internet-Draft instead of a

      published Standards-Track RFC.

   o  Port Number: If assignment of a port number is desired, either the

      port number the requester suggests for assignment or indication of

      port range (user or system) MUST be provided.  If only a service

      name is to be assigned, this field is left empty.  If a specific

      port number is requested, IANA is encouraged to assign the

      requested number.  If a range is specified, IANA will choose a

      suitable number from the User or System Ports ranges.  Note that

      the applicant MUST NOT use the requested port in implementations

      deployed for use on the public Internet prior to the completion of

      the assignment, because there is no guarantee that IANA will

      assign the requested port.

   o  Service Code: If the assignment request includes DCCP as a

      transport protocol, then the request MUST include a desired unique

      DCCP service code [RFC5595], and MUST NOT include a requested DCCP

      service code otherwise.  Section 19.8 of the DCCP specification

      [RFC4340] defines requirements and rules for assignment, updated

      by this document.  Note that, as per the DCCP Service Codes

      document [RFC5595], some service codes are not assigned; zero

      (absence of a meaningful service code) and 4294967295 (0xFFFFFFFF;

      invalid service code) are permanently reserved, and the Private

      service codes 1056964608-1073741823 (0x3F000000-0x3FFFFFFF; i.e.,

      32-bit values with the high-order byte equal to a value of 63

      (0x3F), corresponding to the ASCII character '?') are not

      centrally assigned.

   o  Known Unauthorized Uses: A list of uses by applications or

      organizations who are not the Assignee.  This is OPTIONAL.  This

      list may be augmented by IANA after assignment when unauthorized

      uses are reported.

   o  Assignment Notes: Indications of owner/name change, or any other

      assignment process issue.  This is OPTIONAL.  This list may be

      updated by IANA after assignment to help track changes to an

      assignment, e.g., de-assignment, owner/name changes, etc.

   If the assignment request is for the addition of a new transport

   protocol to a previously assigned service name and the requester is

   not the Assignee or Contact for the previously assigned service name,

   IANA needs to confirm with the Assignee for the existing assignment

   whether this addition is appropriate.

   If the assignment request is for a new service name sharing the same

   port as a previously assigned service name (see port number

   overloading in Section 5), IANA needs to confirm with the Assignee

   for the existing service name and other appropriate experts whether

   the overloading is appropriate.

   When IANA receives an assignment request -- containing the above

   information -- that is requesting a port number, IANA SHALL initiate

   an "Expert Review" [RFC5226] in order to determine whether an

   assignment should be made.  For requests that are not seeking a port

   number, IANA SHOULD assign the service name under a simple "First

   Come First Served" policy [RFC5226].

8.1.2.  Variances for Specific Port Number Ranges

   Section 6 describes the different port number ranges.  It is

   important to note that IANA applies slightly different procedures

   when managing the different port ranges of the service name and port

   number registry:

   o  Ports in the Dynamic Ports range (49152-65535) have been

      specifically set aside for local and dynamic use and cannot be

      assigned through IANA.  Application software may simply use any

      dynamic port that is available on the local host, without any sort

      of assignment.  On the other hand, application software MUST NOT

      assume that a specific port number in the Dynamic Ports range will

      always be available for communication at all times, and a port

      number in that range hence MUST NOT be used as a service

      identifier.

   o  Ports in the User Ports range (1024-49151) are available for

      assignment through IANA, and MAY be used as service identifiers

      upon successful assignment.  Because assigning a port number for a

      specific application consumes a fraction of the shared resource

      that is the port number registry, IANA will require the requester

      to document the intended use of the port number.  For most IETF

      protocols, ports in the User Ports range will be assigned under

      the "IETF Review" or "IESG Approval" procedures [RFC5226] and no

      further documentation is required.  Where these procedures do not

      apply, then the requester must input the documentation to the

      "Expert Review" procedure [RFC5226], by which IANA will have a

      technical expert review the request to determine whether to grant

      the assignment.  Regardless of the path ("IETF Review", "IESG

      Approval", or "Expert Review"), the submitted documentation is

      expected to be the same, as described in this section, and MUST

      explain why using a port number in the Dynamic Ports range is

      unsuitable for the given application.  Further, IANA MAY utilize

      the "Expert Review" process informally to inform their position in

      participating in "IETF Review" and "IESG Approval".

   o  Ports in the System Ports range (0-1023) are also available for

      assignment through IANA.  Because the System Ports range is both

      the smallest and the most densely assigned, the requirements for

      new assignments are more strict than those for the User Ports

      range, and will only be granted under the "IETF Review" or "IESG

      Approval" procedures [RFC5226].  A request for a System Port

      number MUST document *both* why using a port number from the

      Dynamic Ports range is unsuitable *and* why using a port number

      from the User Ports range is unsuitable for that application.

      For any assignment request that includes a User Port, the

      assignment request MUST explain why a port number in the Dynamic

      Ports range (discovered by clients dynamically at run-time) is

      unsuitable for the given application. 

-------
Given that:
-
TWAG UDP port number can be provided to the UE during EAP-AKA' authentication along with the TWAG control plane IP address; and
-
UE UDP port number can be identified by TWAG in the same manner as UE IP address;
there seems little reasons to use well-known UDP port.

It was suggested that there can be a firewall between UE and TWAG and the firewall can discard MAC frames carrying IP/UDP packets based on their UDP port. However, to pass user plane in a PDN connection established using WLCP, such firewall must forward MAC frames carrying user plane IP/UDP packets sent within a PDN connection established by WLCP, regardless of the UDP port of the user plane IP/UDP packet.
3. Conclusions

Usage of dynamic UDP ports is sufficient for WLCP.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.244 v1.1.0.
* * * First Change * * * *

4.2.2
Void

4.2.3
Transport addresses of WLCP message

4.2.3.1
General

The WLCP/UDP packet shall be carried in UDP packets via IPv6 with link local addressing scope or IPv4 as specified in 3GPP TS 23.402 [2].
4.2.3.2
UE procedure

The UE receives one or two TWAG control plane addresses  during the EAP authentication and authorization procedure specified in 3GPP TS 23.402 [2].
NOTE:
When two TWAG control plane addresses are received, one is an IPv4 address and another is an IPv6 address.
If the UE receives one TWAG control plane address, the UE shall select the TWAG control plane address. If the UE receives two TWAG control plane addresses, the UE shall select one of the TWAG control plane addresses.
The UE shall use IP address of the selected TWAG control plane address as the destination IP address of WLCP message.

The UE shall use UDP port of the selected TWAG control plane address as the destination UDP port of WLCP message.

The UE shall apply the following procedures to set the source IP address of the WLCP message:
-
if the TWAG IP address for WLCP is an IPv4 address and if the UE supports IPv4, the UE shall obtain an IPv4 address via DHCPv4 to be used as the source IP address for WLCP;

-
if the TWAG IP address for WLCP is an IPv6 link local address and if the UE supports IPv6, the UE shall use the IPv6 link local address configured on the WLAN interface as the source IP address for WLCP; and

-
if the TWAG IP addresses for WLCP are an IPv4 address and an IPv6 link local address, which IP version the UE selects is implementation dependent.

When EAP authentication and authorization procedure successfully completes, the UE shall select a UDP port for WLCP.

The UE shall use the selected UDP port as the source UDP port of WLCP message.
4.2.3.3
TWAG procedure

When the UE initiates a WLCP procedure:
-
the TWAG shall use the destination IP address of the WLCP message received from the UE as the source IP address for WLCP;
-
the TWAG shall use the source IP address of the WLCP message received from the UE as the destination IP address for WLCP;
-
the TWAG shall use the destination UDP port of the WLCP message received from the UE as the source UDP port for WLCP; and

-
the TWAG shall use the source UDP port of the WLCP message received from the UE as the destination UDP port for WLCP.
When the TWAG initiates a WLCP procedure:

-
the TWAG shall use the destination IP address of the WLCP message received from the UE earlier as the source IP address for WLCP;
-
the TWAG shall use the source IP address of the WLCP message received from the UE earlier as the destination IP address for WLCP;
-
the TWAG shall use the destination UDP port of the WLCP message received from the UE earlier as the source UDP port for WLCP; and
-
the TWAG shall use the source UDP port of the WLCP message received from the UE earlier as the destination UDP port for WLCP.
