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***** Next change *****
6.X
Procedures at the WIC functionality

6.X.1
General

In the IETF framework, Javascript Session Establishment Protocol specification for WebRTC provides the mechanism for generating SDP Offers and Answers in order for both sides of the session to agree upon details such as list of media formats to be sent/received, bandwidth information, crypto parameters, transport parameters.
6.X.2
Handling of SDP at the originating WIC
WIC is a browser based Javascript application, it shall comply with the specifications listed in IETF JSEP document that details the basic W3C APIs to implement JSEP functionality, and describes the specific procedures to be followed when creating and parsing SDP objects.
6.X.3
Handling of SDP at the terminating WIC
Terminating WIC shall comply with the specifications listed in IETF JSEP document that details the basic W3C APIs to implement JSEP functionality, and describes the specific procedures to be followed when creating and parsing SDP objects.
6.Y
Procedures at the eP-CSCF

6.Y.1
General
In the 3GPP framework, regardless of the terminal entity is WebRTC client or traditional SIP client, signalling path of a WebRTC session is anchored on eP-CSCF and media path of a WebRTC session is anchored on eIMS-AGW. The eP-CSCF and the eIMS-AGW implements the signalling and media interworking between the WebRTC client and traditional IMS core network. This enables IMS client use a web browser to access IMS services and communicate with another IMS client or WebRTC client. In order to implement protocol conversion, the eP-CSCF and the eIMS-AGW shall support WebRTC specific enhancements to SDP. Besides the P-CSCF procedures described in section 6.2, eP-CSCF shall perform the following WebRTC related SDP enhancements.

6.Y.2
DTLS-SRTP related SDP enhancements

The media plane protocol stack between the WIC and the eP-CSCF is DTLS-SRTP. The IETF RFC 5763 [x4] defines how to use offer/answer with DTLS-SRTP. The two endpoints in the exchange present their identities as part of the DTLS handshake procedure using certificates, using certificates in the same style as described in IETF RFC 4572 [216]. The IETF RFC 5763 [x4] specified that DTLS-SRTP media description may contain several attributes as specified in IETF RFC 5764 [x5], IETF RFC 4145 [83], and IETF RFC 4572 [216]. The offer and answer shall conform to the following requirements:
-
The eP-CSCF shall use the setup attribute defined in IETF RFC 4145 [83]. When the eP-CSCF is the DTLS connection offerer, it use the setup attribute value of "setup:actpass" and be prepared to receive a client_hello before it receives the answer. When eP-CSCF is the DTLS connection answerer, it use either a setup attribute value of "setup:active" or "setup:passive". Note that if the answerer uses "setup:passive", then the DTLS handshake will not begin until the answerer is received, which adds additional latency. The "setup:active" allows the DTLS handshake to occur in parallel. Thus, "setup:active" is recommended. Whichever party is active shall initiate a DTLS handshake by sending a client_hello over each flow (host/port quartet);
-
The eP-CSCF shall not use the connection attribute as specified in IETF RFC 4145 [83];
-
The eP-CSCF shall use the certificate fingerprint attribute as specified in IETF RFC 4572 [216];
-
The certificate presented during the DTLS handshake shall match the fingerprint exchanged via the signalling path in the SDP. The security properties of this mechanism are described in IETF RFC 5763 [x4] section 8; and
-
If the fingerprint does not match the hashed certificate, then the eP-CSCF shall tear down the media session immediately. Note that it is permissible to wait until the other side's fingerprint has been received before establishing the connection; however, this may have undesirable latency effects.
The IETF RFC 5764 [x5] describes a Datagram Transport Layer Security (DTLS) extension to establish keys for Secure RTP (SRTP) and Secure RTP Control Protocol (SRTCP) flows, and also defines new transport protocol used in SDP media descriptions, which are listed below:
-
When a RTP/SAVP or RTP/SAVPF stream is transported over DTLS with UDP, the transport protocol shall be UDP/TLS/RTP/SAVP or UDP/TLS/RTP/SAVPF respectively.
When the eP-CSCF acts as an IMS-ALG, it acts as e2ae model and modifies the DTLS-SRTP related SDP attribute as described in 3GPP TS 23.334 [7F].
When the originating side eP-CSCF receives an SDP offer from originating side WIC, it shall remove DTLS-SRTP related attributes forwarded to the IMS core side. When originating side eP-CSCF receives SDP answer from IMS core side, it shall add DTLS-SRTP related attributes in the answer message forwarded to originating side WIC.

When the terminating side eP-CSCF receives an SDP offer from IMS core, it shall add DTLS-SRTP related attributes in the offer message forwarded to terminating side WIC. When the terminating side eP-CSCF receives an SDP answer from terminating WIC, it shall remove the DTLS-SRTP related attributes in the answer message forwarded to IMS core side.

6.Y.3
ICE related SDP enhancements

When the eP-CSCF includes an IMS-ALG, shall use e2ae model as specified in 3GPP TS 23.334 [7F].
The procedure specified in subclause 6.7.2.7.2 is applicable to eP-CSCF.
6.Y.4
Data channel related SDP enhancements

The protocol stack of WebRTC data channel, used between the WIC and the eP-CSCF, has been chosen as SCTP over DTLS over UDP as specified in draft-ietf-mmusic-sctp-sdp [x7]. The draft-ietf-mmusic-sctp-sdp [x7] describes how to establish media transport over SCTP and defines the "DTLS/SCTP" transport protocol. It also defines "a=sctpmap:"attribute that is used to map from a port number to a media encoding name that identifies the payload format transported by the association or the actual application protocol running on top of it. 

In addition, the use of the setup and connection attributes in the context of an SCTP association is identical to the use of these attributes in the context of a TCP connection. That is, SCTP endpoints shall follow the rules in section 4 and section 5 of IETF RFC 4145 [83] when it comes to the use of the setup and connection attributes in SDP offer/answer  exchanges.
The eP-CSCF should use the procedures specified in draft-ietf-mmusic-sctp-sdp [x7] to negotiate data channel DTLS connection and SCTP association parameters.
Editor's note:
Data channels can be used to transport well-defined protocols (e.g. MSRP, BFCP), but how to negotiate application protocol specific parameters has not been defined yet. The draft-ejzak-mmusic-data-channel-sdpneg [x8] has been proposed, but not accepted until now. So, the specification of MSRP over data channel, BFCP over data channel and T.140 over data channel should be delayed until an initial conclusion has been achieved in IETF.
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