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Introduction

The proposal discussions the protocol considerations for PC3 interface between UE and ProSe Function.  Stage 2 has not defined any particular protocol and it’s the responsibility of the CT1 to discuss the protocol needs.  The proposal discusses various protocol considerations for PC3 and also shows EPC assisted WLAN communication over PC3.
PC3 Protocol considerations

Following section provides some high level consideration for selecting the protocol for PC3.

From TS 23.303 Prose Stage 2:

PC3 is the reference point between the UE and the ProSe Function. PC3 relies on EPC user plane for transport (i.e. an "over IP" reference point). It is used to authorise ProSe Direct Discovery and EPC-level ProSe Discovery requests, and perform allocation of ProSe Application Codes corresponding to ProSe Application Identities used for ProSe Direct Discovery. It is used to define the authorisation policy per PLMN for ProSe Direct Discovery (for Public Safety and non -Public Safety) and communication (for Public Safety only) between UE and ProSe Function.
Registration

Registration of the UE to the ProSe Function needs to be done for the UE’s that are performing ProSe function.  The registration has to be done periodically in order to keep the registered devices in the ProSe Function. Registration according to Stage 2 specifications [1] has two parts a) Registering the device and Registration for the Application(s) of the ProSe.  The protocol that is chosen should have the periodic registration capability and the network/ProSe Function can fine tune the registration time as part of the registration procedures.

Considering this SIP as a protocol is built for remote UE to register for services and also the device (Example: Feature tags for MMTEL, SMS etc).

Authentication

Authentication could be based on Username/Password or could be based on USIM/ISIM credentials (namely EAP-AKA etc).  Considering the logistics of maintaining username/password vs USIM/ISIM approach, SIM based credentials are better for security and provides seamless integration into the operator’s existing network components.

IMS or SIP currently uses SIM based credentials to authenticate to the network.  GBA can be used in the HTTP protocol but the authentication may need to perform on every initial HTTP requests to the network. 

Network initiated de-registration/re-authentication

The PC3 protocol should have the capability for the ProSe Function to revoke, re-authenticate, de-register the UE/ProSe Application.  

IMS has already built in procedures for the same.  This might need to be developed for other protocols (like HTTP, DIAMETER, new PC3 protocol etc).
As SIP has already built in these procedures, those existing procedures could be applied for PC3 protocol needs.
User initiated de-registration/re-authentication

At any time UE or the ProSe Application should be able to de-register from the ProSe Function.  A UE de-registration implicitly de-registers all the applications on the UE.

Security

Security is being handled in SA3 context.  The protocol selected should be able to handle the network authentication as well as the network identifying the correct UE (to eliminate spoofing UEs).  We also need to consider the practical implications of UE’s as well as network for encryption/decryption engines.  The security protocol chosen decides how the keys are exchanged (through external protocol means like SIP carrying keys for IPSec, or through Certificates for TLS)

IMS in 3GPP allows to IPSec for integrity and protection based on the keys in USIM/ISIM.  SIP allows IPSec, TLS as transports. 

Transport

Either UDP or TCP could be used for transport.  UDP is better for the UE as it doesn’t have to do transport keep alives. UDP transport should also have in built protocol re-transmission mechanism.  

TCP might be needed once the max MTU size is reached (around 1300 bytes in cellular) but cannot be kept open due to the power requirements on the UE.

ProSe function should be able to reach the UE for Proximity notifications, registration updates etc.   

SIP supports UDP, TCP or SCTP transport and may be the right candidate.

In frequent Communication

PC3 Proximity requests are in-frequent and Proximity Alert may happen immediately following the request or it may happen in a later time.  The Alerts may be time sensitive and needs to be received without delay (User experience, UE are mobile etc.)

Proxy or Relay of PC3
In case of roaming UE, the visited network ProSe Function needs to proxy the request to the Home PLMN ProSe Function.  The Proxy could be stateless proxy or a stateful proxy depending on the SLA agreements between the operators.  Security could be end to end or host to host and needs to be addressed.

SIP protocol defines Proxy functionality that can be either stateful, B2B, stateless proxy.  DIAMETER has a similar methodology.  

SIP could be the right approach as it supports Proxy and working with the proxies.  

Load Balancing

It is imperative the protocol should allow for load balancing across multiple instances of the ProSe Function.   Also Load balancer should not be a single point of failure and should not be in the path for the session.

SIP through Via and Record-Route headers could achieve the load balancing requirements.

Multiple ProSe Functions instances

In this scenario, the UE may need to reach the right instance that it’s firstly registered to (example: S-CSCF instance).

SIP through Via and Record-Route headers could remember the path and the entity that has the registration cache.  
PC2 interface to Application

It would be good to carry traffic from UE to ProSe Application Server (PC3 (( PC2) without any modifications by the ProSe Function. (Proprietary data exchange between the UE ProSe Application to ProSe Application Server)

SIP protocol can carry Multi MIME where the MIME could be transmitted on PC2 by the ProSe Application without modifications.

Conclusions

It’s proposed that using SIP transport (with IMS headers) for Registration/Authentication and messaging for PC3 should be considered and further evaluated.

If CT1 agrees on IMS/SIP protocol for PC3 messaging Broadcom, NEC will provide CRs for CT1#87.

----------------------------------------------------------------------------------------------------------------------------------------------------

ANNEX A: Examples of procedures

Registration and Authentication
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Figure X.X.X: UE registration to ProSe Function
1.UE A starts registration with the home ProSe Function with Private identity (based on IMSI) and other authorization parameters. As part of the IMS registration, UE may provide WLAN contact information.  UE A intends to use EPC support for WLAN direct discovery and communication and if it uses a permanent WLAN Link Layer ID, the message also includes UE A’s permanent WLAN Link Layer ID (WLLID_A). 
2. ProSe Function uses PC4a interface to retrieve the User’s s subscription.  The subscription contains whether the UE is capable for doing EPC assisted WLAN communication.

3. ProSe Function challenges the user by sending 401 and also include IPSec security context parameters.  From this point onwards, all the communication is encrypted and integrity protected.

4. UE sets up the IPSec security context 
5. UE sends REGISTER on the security context along with the credentials as specified in TS 24.229 [2].  The only difference between 24.229 and this message is going to ProSe Function instead of P-CSCF.

6.  ProSe Function authenticates the User.

7.  ProSe Function responds to the authentication by sending 200 OK.

8-9: Subscribe to Registration events.

Network initiated De-Registration/Re-Registration/Re-Authentication

Following figure shows network initiated registration procedures.
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Figure X.X.X: UE registration to ProSe Function
1.HSS or the ProSe Function may decide to de-register the UE.  

2. ProSe Function sends NOTIFY all the active SUBSCRIBE dialogs for the UE.

3. UE acknowledges by sending 200 OK.

Proximity Request

The following figure shows the UE requesting for Proximity.
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Figure X.X.X: Proximity Request
1. UE-A is requesting Proxmity Request to the ProSe Function. The actual parameters for the request are carried in a JSON object. JSON is carried as a MIME in the SIP Message. 

	{

{

    "ProximityRequest": {

        "ESPID": "UE_B",

        "Application ID": "123",

        "Local ALUID": "alice@foo.com",

        "Remote ALUID": "bob@foo.com",

        "Location": "+40.689060  -74.044636"
       “WLANIndication”:1

       “Extension  Name”:”Extension Value”
    }

}


2. ProSe Function acknowledges the Proximity request by sending 200 OK.

Proximity Alert

The following figure shows the ProSe Function alerting a UE about proximity to another UE.
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Figure X.X.X: Proximity Request
1. ProSe Function after determining UE-A and UE-B in proximity alerts the UE’s about proximity and provides assistance information in a JSON object. The JSON object is carried as MIME in SIP MESSAGE

	{

{

    "ProximityAlert": {

        "ESPID": "UE_B",

        "Application ID": "123",

        "Local ALUID": "bob@foo.com",

        "Location": "+40.689060  -74.044636"
       “WLANIndication”:1

       “Assistance Information”:

        {

             “WLAN Mac Id”:”12345678”,

              “Other Assistance Name”:” Value”

        }

       “Extension  Name”: “Extension Value”
    }

}


2. UE acknowledges by responding with 200 OK.

3. UE A establishes WiFi Direct using the assistance information.
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