Page 1



3GPP TSG-CT WG1 Meeting #87 
(
C1-141823
Phoenix (AZ), USA, 19-23 May 2014
	CR-Form-v11

	CHANGE REQUEST

	

	
	24.302
	CR
	0278
	rev
	5
	Current version:
	12.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:

	WLAN_NS PLMN Selection

	
	

	Source to WG:
	BlackBerry UK Ltd.

	Source to TSG:
	C1

	
	

	Work item code:
	WLAN_NS-CT
	
	Date:
	2014-04-15

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	First change

Added WLAN selection procedures. WLAN selection procedures use ANQP is supported by the WLAN.
In case multiple WLANs have the same prioirity, PSPL is used.

Second change

In 5.2.3.2, the UE determines a NAI representing a service provider. The service provider need not have a MNC/MCC. The titles of these subclauses have been updated to reflect that the UE performs SP selection.

Third change

The existing text state's that Realms can be solicited from the network using 2 procedures in line with requirements in 3GPP TS 23.402 Section 4.8.2.18.

The PSPL contains service providers identified via realms. This allows a UE to select the preferred service provider to authenticate with (over the selected WLAN) based, among other information, on the list of service providers advertized by the WLAN, e.g. by means of HS2.0 ANQP query [75] if the AP is HS2.0 capable or with other means when the AP is not HS2.0 capable.
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1)
The UE uses the PSPL to identify whether a 3GPP service provider is an Equivalent HPLMN (EHPLMN) or [..].
2)
The UE uses the PSPL to identify whether a 3GPP service provider is [..] a 3GPP roaming partner.

2_
The PSPL indicates also whether or not the UE shall prefer to select over WLAN access the same PLMN as the one currently registered over 3GPP access (known as the 3GPP Registered PLMN, 3GPP RPLMN).
NOTE – 1) to 3) above is copy and paste from 3GPP TS 23.402 with formatting changes.
In alignment with these 3 properties in bullet 1)-3), procedures have been added indicating an (E)HPLMN list (bullet 1) and an Operator list (bullet 2).
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***** First change *****
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Access Network Discovery and Selection Function: In this specification, Access Network Discovery and Selection Function (ANDSF) is a network element specified in 3GPP TS 23.402 [6]. Unless otherwise specified, the term ANDSF is used to refer to both Home and Visited ANDSF.

Emergency session: In this specification, an emergency session is an emergency PDN connection established in E-UTRAN and handed over to a S2a based cdma2000® HRPD access network.

Home ANDSF: In this specification, the Home ANDSF (H-ANDSF) is an ANDSF element located in the home PLMN of a UE.

Set of Access network discovery information: In this specification, a set of Access network discovery information is the access network discovery information from a single ANDSF.

Set of Inter-system mobility policy: In this specification, a set of Inter-system mobility policy is the inter-system policy information received from a single ANDSF.

Visited ANDSF: In this specification, the Visited ANDSF (V-ANDSF) is an ANDSF element located in the visited PLMN of a UE.

Restrictive non-3GPP access network type I: a non-3GPP access network forwarding IP packets of TCP connections initiated by a served UE, with destination port 443, and with destination address outside of the non-3GPP access network, and discarding IP packets of some or all other TCP connections initiated by the served UE, with destination address outside of the non-3GPP access network.

Restrictive non-3GPP access network type II: a non-3GPP access network discarding IP packets of TCP connections initiated by a served UE, with destination address outside of the non-3GPP access network, where the non-3GPP access network contains HTTP proxy supporting HTTP CONNECT method for URIs with port 443 and with host outside of the non-3GPP access network.

Restrictive non-3GPP access network: restrictive non-3GPP access network type I or restrictive non-3GPP access network type II.

Firewall traversal tunnel (FTT): a TCP connection with TLS connection enabling passing of messages between UE in restrictive non-3GPP access network and ePDG.

Firewall traversal tunnel keep-alive time (FTT KAT): a maximum time between two subsequent messages sent by UE in the firewall traversal tunnel.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4] apply:
EHPLMN
Home PLMN
RPLMN
Visited PLMN
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.402 [6] apply:
IFOM capable UE
Inter-APN routing capable UE

Local Operating Environment Information

MAPCON capable UE

S2a
S2b
S2c
Non-seamless WLAN offload capable UE
Single-connection mode (SCM)
Transparent single-connection mode (TSCM)
Multi-connection mode (MCM)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 29.273 [17] apply:
STa

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [10] apply:
Evolved packet core network
Evolved packet system
For the purposes of the present document, the following terms and definitions given in WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 3 [25] apply:
Network Access Provider

Network Service Provider

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.402 [15] apply:
External AAA server
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.312 [13] apply:
Active rule

Valid rule

***** Next change *****
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AAA
Authentication, Authorization and Accounting

ACL
Access Control List
AKA
Authentication and Key Agreement

ANDSF
Access Network Discovery and Selection Function
ANDSF-SN
Access Network Discovery and Selection Function Server Name

ANID
Access Network Identity

APN
Access Point Name

DHCP
Dynamic Host Configuration Protocol

DM
Device Management
DNS
Domain Name System

DSMIPv6
Dual-Stack MIPv6

eAN/PCF
Evolved Access Network Packet Control Function

EAP
Extensible Authentication Protocol

EPC
Evolved Packet Core
ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

ESP
Encapsulating Security Payload

FQDN
Fully Qualified Domain Name
GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture
HA
Home Agent
H-ANDSF
Home-ANDSF

HRPD
High Rate Packet Data

HSGW
HRPD Serving Gateway

IEEE
Institute of Electrical and Electronics Engineers
IFOM
IP Flow Mobility

IKEv2
Internet Key Exchange version 2

IARP
Inter-APN Routing Policy
IPMS
IP Mobility Mode Selection

ISMP
Inter-system Mobility Policy

ISRP
Inter-system Routing Policy

IANA
Internet Assigned Numbers Authority
I-WLAN
Interworking – WLAN
MAPCON
Multi Access PDN Connectivity

MIB
Management Information Base
MCM
Multi-connection mode

MO
Management Object
NAI
Network Access Identifier

NAP
Network Access Provider

NBM
Network based mobility management

NSP
Network Service Provider

NSWO
Non-Seamless WLAN Offload

OMA
Open Mobile Alliance
PCO
Protocol Configuration Options

P-GW
PDN Gateway

PDU
Protocol Data Unit
SCM
Single-connection mode

S-GW
Serving Gateway

SPI
Security Parameters Index

TSCM
Transparent single-connection mode

UE
User Equipment

UICC
Universal Integrated Circuit Card
V-ANDSF
Visited-ANDSF

W-APN
WLAN APN

WiMAX
Worldwide Interoperability for Microwave Access
WLAN
Wireless Local Area Network
WLANSP
WLAN Selection Policy

WLCP
WLAN Control Protocol
WMF
WiMAX Forum

***** Next change *****
5.1.1
General

If PLMN selection specified in 3GPP TS 23.122 [4] is applicable (e.g., at switch on, recovery from lack of coverage, or user selection of applicable access technology), the PLMN selection to select the highest priority PLMN according to these specifications is performed before any access network discovery. For WLAN access, PLMN selection function is specified in subclause 5.2.3.2
In the access network discovery procedure the UE may get from the ANDSF information on available access networks in its vicinity. The UE may obtain this information by querying the ANDSF, and may use this information when determining the presence of operator preferred access networks. Determination of the presence of access networks requires using radio access specific procedures, which are not further described here.

The UE  determines the presence of several access networks and then selects between them. If a higher priority access network is found connected to the selected PLMN or a higher priority PLMN, the UE will attempt to attach via that access network.

***** Next change *****
5.1.3.2.X
WLAN selection
***** Next change *****
5.1.3.2.X.1
General
There are two modes of WLAN selection; namely, manual WLAN selection and automatic WLAN selection. Automatic WLAN selection is based on ANDSF policies. Whether manual or automatic WLAN selection is used depends on user preferences.
***** Next change *****
5.1.3.2.X.2
Manual WLAN selection

Editor's note [WLAN_NS-CT, 0278]:
The manual selection for WLAN is FFS.

***** Next change *****
5.1.3.2.X.3
Automatic WLAN selection
***** Next change *****
5.1.3.2.X.3.1
General
If the UE has valid WLANSP rules, the UE can perform automatic WLAN selection based on the WLANSP rules. 
The UE selects the WLAN according to the following steps:

1)
the UE shall select one of the valid WLANSP rules (see 3GPP TS 24.312 [13]) as the active WLANSP rule;
Editor’s Note [WID WLAN_NS-CT; CR#0abc]:
How to select the active WLANSP rule is TBD.
2)
the UE shall use the scanning procedures as specified in IEEE 802.11-2012 [57] to discover the available WLANs. If the selection criteria in the active WLANSP rule include at least one attribute as defined in 3GPP TS 23.402 [6], subclause 4.8.2.1.6, item a, the UE shall check whether ANQP procedures are supported. The UE shall construct a prioritized list of WLANs.

NOTE 1:
The UE determines that ANQP procedures are supported if the dot11InterworkingServiceActivated MIB variable as defined in IEEE Std 802.11-2012 [57] is set to true.


If ANQP procedures are supported, the UE uses ANQP procedures as defined in IEEE Std 802.11-2012 [57] to discover the attributes and capabilities of available WLANs, and:
NOTE 2:
ANQP messages are transmitted in the clear and cannot be trusted.

-
if the UE receives service provider identities as part of the ANQP procedures, the UE shall store these service provider identities for use when performing service provider selection (see subclause 5.2.3.2 and subclause 5.2.3.2.1.2); and

NOTE 3:
A service provider identity is indicated as a 3GPP cellular network when it is received in the 3GPP Cellular Network ANQP element" as defined in IEEE Std 802.11-2012 [57].

-
the UE compares the attributes and capabilities of each available WLAN with each group of selection criteria provided in the active WLANSP rule. The priority of the WLAN is set to the priority of the group of selection criteria, if all selection criteria in the group are matched. If a WLAN matches all the selection criteria in multiple groups of selection criteria, the priority of the WLAN is set to the highest priority among all the matching groups of selection criteria.


If ANQP procedures are not supported, the UE takes into account attributes as defined in 3GPP TS 23.402 [6], subclause 4.8.2.1.6, item b to determine a WLAN afer scanning;
NOTE 4:
The UE determines that ANQP procedures are not supported if the dot11InterworkingServiceActivated MIB variable as defined in IEEE Std 802.11-2012 [57] is not present or is present but set to false.

3)
the UE may select, from the prioritized list of WLANs constructed in item 2), the highest priority WLAN(s) for which "S2a connection preference" indicator (see 3GPP TS 24.312 [13]) exists and indicates that PDN connection establishment over WLAN using the applicable S2a procedures specified in 3GPP TS 23.402 [6] when the UE supports the PDN connection establishment over WLAN using the applicable S2a procedures specified in 3GPP TS 23.402 [6].
Editor's note [WLAN_NS-CT, 0278]:
Support for ANQP procedures to discover whether S2a is supported by the WLAN is FFS.


Otherwise, the UE shall selects the highest priority WLAN(s) within the prioritized list of WLANs without considering S2a connectivity; and
4)
if there are more than one WLAN that share the same highest priority then subclause 5.1.3.2.X.3.2 shall apply.
The UE shall attempt to select a service provider available via the highest priority WLAN (see subclause 5.2.3.2).

NOTE 5:
The UE behaviour when no WLAN is selected is implementation dependent.
***** Next change *****
5.1.3.2.X.3.2
Selecting a WLAN based on most preferred service provider

The UE shall create a "supported service provider realm list for WLAN access" per selected WLAN.
If the UE stored one or more service provider identities for a WLAN, then the UE shall add a realm for each service provider identity to the "supported service provider realm list for WLAN access" for the WLAN. If any of the service provider identities is indicated as a 3GPP cellular network, then the service provider identity is mapped into a realm using 3GPP TS 23.003 [3] subclause 19.2 template, prior to adding it to the "supported service provider realm list for WLAN access" for the WLAN.

NOTE 1:
A service provider identity is indicated as a 3GPP cellular network when it is received in the 3GPP Cellular Network ANQP element" as defined in IEEE Std 802.11-2012 [57].

Based on the "Supported service provider realm list for WLAN access" per WLAN, the UE shall attempt to select a WLAN in the following order:
a)
if the "prefer 3GPP RPLMN" indicator as specified in 3GPP TS 24.312 [13] is available and set to prioritise RPLMN, the UE is EPS attached or GPRS attached (see 3GPP TS 23.122 [4]) to a visited PLMN, and a realm on the "supported service provider realm list for WLAN access" represents a PLMN identity that matches a PLMN identity of the RPLMN or an equivalent PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]) that is stored in the ME, then the UE selects the WLAN;

NOTE 2:
The RPLMN or an equivalent PLMN MCC/MNC is mapped to a realm using 3GPP TS 23.003 [3], subclause 19.2 template.

b)
otherwise, in the following order:

i)
if the realm representing the HPLMN identity matches a realm in the "Supported service provider realm list for WLAN access", and the "EHPLMN PSPL" list as specified in 3GPP TS 24.312 [13] is not present, or the "EHPLMN PSPL" is empty, then the UE selects the WLAN;

ii)
if the realm representing the highest EHPLMN identity matches a realm in the "Supported service provider realm list for WLAN access", and the realm representing this EHPLMN's identity is found in the "EHPLMN PSPL" list as specified in 3GPP TS 24.312 [13], then the UE selects the WLAN;
iii)
if the highest priority service provider in the "Preferred Roaming Partner PSPL" as specified in 3GPP TS 24.312 [13] matches a realm in the "Supported service provider realm list for WLAN access", then the UE selects the WLAN.

NOTE 3:
If the UE didn't select a single WLAN after this subclause, it is implementation dependent how the UE does select a single WLAN.
***** Next change *****
5.2.3.2.1
UE selection modes

5.2.3.2.1.1
General

Subsequent to selecting one WLAN, there are two modes of network selection, namely, manual PLMN selection and automatic PLMN selection. In order to perform the automatic service provider selection mode procedure, the UE shall create a "supported service provider realm list for WLAN access" for a selected WLAN, unless a list was already created (see subclause 5.1.3.2.X.3.2).
***** Next change *****
5.2.3.2.1.2
Supported service provider realm list for WLAN access

The UE shall attempt to obtain realm information as follows:

a)
if the UE stored service provider identities for use when performing service provider selection (see 5.1.3.2.X.3.1), then the UE adds the realms to the "supported service provider realm list for WLAN access". If any of the service provider identities is indicated as a 3GPP cellular network, then the service provider identity is mapped into a realm using 3GPP TS 23.003 [3] subclause 19.2 template, prior to adding it to the "supported service provider realm list for WLAN access";

b)
if the UE did not store service provider identities for use when performing service provider selection (see 5.1.3.2.X.3.1) and ANQP procedures are supported, then the UE uses ANQP procedures as defined in IEEE Std 802.11-2012 [57] to attempt to retrieve realm information. 

NOTE 1:
The UE determines that ANQP procedures are supported if the dot11InterworkingServiceActivated MIB variable as defined in IEEE Std 802.11-2012 [57] is set to true.

i)
If the UE receives one or more service provider identities then the UE adds any received realms to the "supported service provider realm list for WLAN access". If any of the service provider identities is indicated as a 3GPP cellular network, then the service provider identity is mapped into a realm using 3GPP TS 23.003 [3] subclause 19.2 template, prior to adding it to the "supported service provider realm list for WLAN access";

NOTE 2:
A service provider identity is indicated as a 3GPP cellular network when it is received in the 3GPP Cellular Network ANQP element" as defined in IEEE Std 802.11-2012 [57].

ii)
If the UE does not retrieve any service provider identities, the UE continues with the procedure in item c); 

NOTE 3:
The UE retrieves realm information when at least one of the "NAI Realm ANQP element" as defined in IEEE Std 802.11-2012 [57] and "3GPP Cellular Network ANQP element" as defined in IEEE Std 802.11-2012 [57] are received and are not empty. 

c)
if ANQP procedures are not supported or the UE does not retrieve service provider identities (see item a).ii)) the UE uses procedures as specified in RFC 4284 [xx] to request the service provider realms. The UE includes the alternative NAI (see 3GPP TS 23.003 [3]) as identity in the EAP-Response/Identity as defined in RFC 4187 [33] when requesting the service provider realms. Any service provider realms received in response to the EAP-Response/Identity are addred to the "supported service provider realm list for WLAN access".
NOTE 4:
The UE determines that ANQP procedures are not supported if the dot11InterworkingServiceActivated MIB variable as defined in IEEE Std 802.11-2012 [57] is not present or is present but set to false.

***** Next change *****
5.2.3.2.3
Automatic PLMN selection mode procedure
The UE shall choose an available service provider in the following order:
a)
if the "prefer 3GPP RPLMN" indicator as specified in 3GPP TS 24.312 [13] is available and set to prioritise RPLMN, the UE is EPS attached or GPRS attached (see 3GPP TS 23.122 [4]) to a visited PLMN and if:

i)
the "supported service provider realm list for WLAN access" is not empty, then the UE creates a decorated NAI using a realm in the "Supported service provider realm list for WLAN access" if the realm represents a PLMN identity that matches a PLMN identity of the RPLMN or an equivalent PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]) that is stored in the ME;

NOTE 1:
The RPLMN or an equivalent PLMN MCC/MNC is mapped to a realm using 3GPP TS 23.003 [3], subclause 19.2 template.

ii)
the "supported service provider realm list for WLAN access" is:

-
not empty, and none of the realms in the "Supported service provider realm list for WLAN access" has a PLMN identity that matches a PLMN identity of the RPLMN or an equivalent PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]) that is stored in the ME; or

-
empty;


then the UE creates a decorated NAI using the PLMN identity of the RPLMN or an equivalent PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]) that is stored in the ME; and

NOTE 2:
The RPLMN or an equivalent PLMN MCC/MNC is mapped to a realm using 3GPP TS 23.003 [3], subclause 19.2 template.
b)
otherwise, the UE creates an NAI corresponding to a service provider over WLAN access in the following order:

i)
root NAI corresponding to the HPLMN, if the realm representing the HPLMN identity matches a realm in the "Supported service provider realm list for WLAN access", and the "EHPLMN PSPL" list as specified in 3GPP TS 24.312 [13] is not present, or the "EHPLMN PSPL" is empty;

ii)
decorated NAI corresponding to the highest EHPLMN, if the realm representing this EHPLMN's identity matches a realm in the "Supported service provider realm list for WLAN access", and the realm representing this EHPLMN's identity is found in the "EHPLMN PSPL" list as specified in 3GPP TS 24.312 [13];
iii)
decorated NAI corresponding to the highest priority service provider in the "Preferred Roaming Partner PSPL" as specified in 3GPP TS 24.312 [13], if realm representing this highest priority service provider matches a realm in the "Supported service provider realm list for WLAN access".

NOTE 3:
The UE behaviour when no NAI is created is implementation specific.

Editor's note [WLAN_NS-CT, 0278]:
Support for ANQP procedures to discover whether S2a is supported by the WLAN is FFS.


1) 












***** Next change *****
6.8.1
General

In order to assist the UE with performing access network discovery and selection, ANDSF provides a set of information to the UE. This information contains:

-
the access network discovery and selection information to assist the UE with selecting the access network;

-
ISMP to control and assist the UE with performing the inter-system change;

-
ISRP information to control and assist a UE with selecting the access network to be used for routing different IP flows over different access networks, establishing PDN connections and identifying IP flows applicable for non-seamless WLAN offload; or

-
IARP information to control and assist a UE with selecting a prioritised APN which is associated with an existing PDN connection for routing different IP flows. The IARP provided by ANDSF can also include information for identifying IP flows applicable for non-seamless WLAN offload.
-
WLAN Selection Policy to assist the UE with selecting the WLAN access network;

-
PSPL to assist the UE with selecting the service provider to perform authentication and selecting a WLAN access network when there are multiple preferred WLAN access networks; or
-
a list of VPLMNs with Preferred WLAN Selection Rules to assist the roaming UE with selecting the active ANDSF rules to be used.
The ANDSF can provide ISRP and IARP to a UE independently of the UE's support for IFOM, MAPCON, NSWO or Inter-APN routing. A UE that does not support any of: IFOM, MAPCON, NSWO and Inter-APN routing, shall not apply the ISRP received from the ANDSF.
This set of information can either be provisioned in the UE by the home operator, or provided to the UE by the ANDSF over the S14 reference point via pull or push mechanisms as defined in 3GPP TS 23.402 [6] by means of the access network discovery and selection procedures as described in subclause 6.8.2. While roaming, the UE can receive a set of information from H-ANDSF or V-ANDSF or both. The V-ANDSF shall not provide any IARP to a roaming UE. If the roaming UE receives any IARP delivered by a V-ANDSF then the roaming UE shall ignore it. The V-ANDSF shall not provide any PSPL or List of VPLMNs with Preferred WLAN Selection Rules to a roaming UE. If the roaming UE receives such information delivered by a V-ANDSF then the roaming UE shall ignore it.
The UE, located in the home PLMN, needs to discover the H-ANDSF by means of the discovery procedure as described in subclause 6.8.2.2.1. The UE, located in the visited PLMN, needs to discover the H-ANDSF or V-ANDSF or both by means of the discovery procedure as described in subclause 6.8.2.2.1.
Through push mechanisms the ANDSF can provide assistance information to the UE e.g. if the UE has previously used pull based ANDSF procedure or if OMA-DM bootstrapping is used as described in subclause 6.8.2.2.1A. Through pull mechanisms the UE can send a request to the ANDSF in order to get assistance information for access network discovery and selection.

ANDSF shall comply with local, national and regional requirements regarding the privacy and confidentiality of location information.
NOTE:
The regulation and legislations of the home operator of the ANDSF server determines whether the ANDSF server can store the user's location information.
***** End of changes *****
�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.





