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Introduction

Service provider selection hints for Extensible Authentication Protocol (EAP)

RFC 4284 enables an AAA server to return hints to the UE when the AAA server receives an EAP message with an NAI that is not routeable by the AAA server.  The UE starts the EAP message exchange with the AAA server before authentication. RFC 4284 states "Identity hint information is delivered inside an EAP-Request/Identity before the authentication conversation begins. Therefore, it can be modified by an attacker. The NAIRealms attribute therefore MUST be treated as a hint by the peer. That is, the peer must treat the hint as an unreliable indication".

A UE could use these hints as a last resort in the case when the UE has no better NAI to use for authentication with an AAA server behind a WLAN. 
For example, the UE would send an EAP-Response/Identity message with a NAI that is known to be not routeable. The UE would receive from an RFC 4284 compliant AAA server a NAIRealm that it could use in subsequent EAP messages. 

Access Network Query Protocol (ANQP)
ANQP information can be exchanged with APs prior to associating with an AP for the purpose of SP selection. The AP would have to support ANQP and the AP would have to be configured to provide the requested information.
Because ANQP information can be exchanged prior to associating with an AP, the information must be treated as an unreliable indication.
Theoretically, if a UE sees multiple WLANs that are connection candidates, a UE could query them in parallel (assuming the UE has the hardware to receive and process ANQP information from different APs in parallel and assuming all WLANs are on the same band: i.e. 2.4 GHz or 5 GHz). However, ANDSF prioritizes the candidate WLANs and the UE is required to query the WLANs in priority order, one at the time. Also, today's UEs do not have the ability to query multiple WLANs using ANQP in parallel.
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The above, simplified figure shows a scenario where the UE has selected the WLAN with the highest priority. The UE can detect that ANQP is supported and the protocol is so. If not supported, the figure also shows the message exchange using EAP.

The figure shows that a similar number of messages need to be exchanged if the highest priority selected WLAN is the WLAN the UE eventually uses in order to receive services.

Even if the highest priority WLAN does not satisfy the requirements for service delivery (e.g. due to unsuccessful authentication between UE and AAA server), the ANQP exchange does prevent unnecessary WLAN association (because authentication happens after association). 

Discussion
Initially, the majority of WLANs will not support ANQP. In deployments where service providers offer their services using existing infrastructure, upgrading the APs may be expensive. The authors recommend to support a service provider selection procedure that does not solely depend on ANQP. Note that at least one AAA server vendor indicates today that RFC 4284 applies to their offering (see http://www.juniper.net/techpubs/software/aaa_802/sbrc/sbrc70/sw-sbrc-admin/html/about-sw-sbrc-admin5.html).

Generally, if the UE selects a WLAN based on ANDSF WLAN selection criteria, the UE will be able to obtain services via this 'highest' priority WLAN. The WLAN might fail to offer services to the UE if authentication fails. Authentication could fail due to:

· subscription limitations (but why did the UE then select the WLAN as the highest priority WLAN?);
· authentication infrastructure failure (uncommon); or

· spoofing of the WLAN (a UE selecting a WLAN e.g. based on SSID name or untrusted information may easily fall victim to this)

In the most common scenario, the number of messages exchanged using ANQP or EAP is equal.
Summary
It has been suggested that mandating support for an alternative SP selection mechanism based on RFC 4284 would slow down the SP discovery process due to having to associate with an AP prior to being able to exchange SP discovery information. 

This paper shows that the number of messages exchanged is in the same order as the number of messages exchanged when using ANQP. On the other hand, commercial available AAA servers already support RFC 4284.

This paper further points out that ANQP need not be universally deployed anytime soon. Depending on a mechanism that is based on RFC 4284 is still required in order to guarantee a better chance for the UE to obtain WLAN connectivity.
Conclusion

In deploying WLAN based access, operators have a couple of options. They can:
A. upgrade all their APs to support ANQP and then configure these APs using OA&M procedures.  Operationally this is very time consuming; or

B. upgrade, or in some instances turn on, support for RFC 4284 in their AAA servers. The advantage to this is that more centralized locations are upgraded allowing an operator to roll out a WLAN connectivity a lot more quickly, while giving the operator the option to phase providing option A.
Note:
Option B also allows operators to partner with other WLAN service providers and allow them to have an alternative upgrade path to provide a commercial WLAN service a lot faster.
Inline with the SA2 requirements, the authors recommend that the UE can fall back to alternative service provider discovery mechanisms in the event ANQP is not supported or not correctly configured. An AAA server compliant to RFC 4284 is such an alternative service provider discovery mechanism.
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