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1. Introduction
CT plenary decided to send back to CT1 a set of CRs on “TFT filer settings” [1]. The reason for change of the CRs state that the goal is to align with stage 2 (CR1800v8 [2] to 3GPP TS 23.060 [3] and CR2596v2 [4] to 3GPP TS 23.401 [5]). However, this is not actually the case, since the CRs are not fully aligned with stage 2 and that was the reason to be sent back. Going different or even beyond stage 2 [3] and [5] does not come free of risks for the 3GPP system.
Additionally, when checking the TFT handling and its parameters in specifications under CT1 custody, we found some unclearness and even wrong or missing requirements which seem to require correction. Also, there is a misalignment between stage 2 and stage 3 on the responsibility for assignment and management of packet filter identifiers and evaluation precedence values.
This paper analyzes the stage 2 specification requirements as well as the CT1 specifications to identify a way forward to align with stage 2 and correct CT1 specifications deficiencies.
2. Discussion
Stage 2 requirements:
Stage 2 [3] was updated to indicate that a TFT, which does not have any uplink packet filter, is not valid. However, at the same time a clear exception was introduced that this does not apply to the default EPS bearer/PDP context. Quote of 3GPP TS 23.060 [3]; sub-clause 15.3.0:

The state for the TFT and packet filter settings amongst all the PDP Contexts associated with one PDP address/prefix and APN pair is valid if all of the following conditions are fulfilled:

-     there is at most one PDP Context with no associated TFT; and

-     for 'MS/NW' mode or when the MS uses the direction attribute in 'MS_only' mode, the PDP Context established with the Secondary PDP Context Activation Procedure always has an associated TFT with at least one packet filter for the uplink direction.

NOTE 3:
A TFT that does not have any packet filter for the uplink direction is not considered valid (except for the PDP context established with the PDP Context Activation Procedure). By not considering the TFT valid a non-backward compatible change is introduced, but it would otherwise introduce unnecessary complexity to the system and it would still remain ambiguous whether such a TFT would be considered as allowing or not allowing uplink flows from an MS perspective, e.g. if the MS sends uplink packets on such PDP context the network might drop such packets due to lack of of PCC rules with matching filters.

Even more the reason for change of the CR1800v8 [2] indicates this, quote “The Network Requested Secondary PDP Context Activation Procedure is updated to only mandate packet filters for the uplink direction”.

The CRs send back to CT1 [1] however go beyond stage 2 since even for the case of a TFT assigned to the default EPS bearer/PDP context the new added restriction applies.
In addition, to go beyond the stage 2 requirement does not come free of risk but comes with issues. 
Currently, the default bearer can or cannot have a TFT assigned. The CRs, which were not approved by CT plenary, do add the new criterion of assignment of uplink packet filter on the default bearer with TFT while at present this is not the case. Hence, the network can well provide downlink packet filters only on the default bearer with TFT. 

In case the network wishes to add a TFT on the default bearer and a packet filter for uplink traffic is mandated, then for legacy devices it should then probably be recommended to better not assign TFT to the default bearer as otherwise, the management of the uplink packet filters causes high signaling efforts (between network and the UE) and one could easily run into the 16 packet filter per bearer limitation. Thus, the requirement of also mandating packet filter for uplink traffic on the default bearer with TFT seem to require high efforts to the network for the uplink filter management once a TFT gets added to the default bearer (due to the need to describe the acceptable uplink traffic with uplink packet filters).
Also, note that till the approval of CR2596v2 [4] to 3GPP TS 23.401 [5] the rules for setting TFT filter in EPS were not fully aligned with GPRS. Hence, new requirements have been introduced by that CR on both the UE and the network side which means that there is need of handling legacy equipment if it will now be mandated a packet filter for uplink traffic on the default bearer with TFT.
One could add that there are further risks. Considering stage 2 requirements on packet routing in 3GPP TS 24.301 [5]; sub-clause 5.7.2.1, as soon as an uplink packet filter is assigned to all bearers (including the default bearer) the UE has to discard the uplink data packet.

If no match is found, the uplink data packet shall be sent via the EPS bearer that has not been assigned any uplink packet filter. If all EPS bearers (including the default EPS bearer for that PDN) have been assigned one or more uplink packet filters, the UE shall discard the uplink data packet
Let’s consider the case that the UE has only the default bearer with a TFT and this contains the mandatory uplink packet filter (one) and not other uplink packet filter. Does this mean that the UE can only send traffic on one single service, e.g., FTP (port 20) and anything else is discarded (e.g., HTTP for web browsing; port 80 or POP3 for e-mail; port 110)? Note that per the stage 2 requirements the UE is not even allowed to use the UE-requested bearer allocation procedure to request allocation of new bearer resources?!
Proposal: Not to mandate having uplink packet filter on the default bearer with TFT. This avoids risks and issues on uplink filter management, signalling and legacy.
Misalignment between stage 2 [3] and stage 3 [6]:
While reading through the stage 2 and stage 3 specifications one can wonder about whether there is a consistent view on the responsibility for assignment and management of packet filter identifiers and evaluation precedence values. In EPS, packet filter identifiers and evaluation precedence values are set at the PGW so the network is the responsible entity but in GPRS, stage 2 [3] indicates that they still belong to the UE functionality (as it was from the beginning, where only the UE could provide a TFT). Quote of sub-clause 15.3.0 of 3GPP TS 23.060 [3]:

The MS manages packet filter identifiers and their evaluation precedence indexes, and creates the packet filter contents.

In other places of 3GPP TS 23.060 [3] one can of course find statements that the network provides packet filters but not explicitly about the assignment of packet filter identifiers by the network!

While stage 3 in 3GPP TS 24.008 [6] from coding point of view indicates that the packet filter identifier field has to be provided in the TFT to identify a packet filter. This indicates that the network is actually also responsible to assign packet filter identifiers when adding or modifying packet filters. However, there is not clear statement on this and also of whether management can also be handled by the network.

There are two alternatives either 

1) to keep the exclusive MS packet filter assignment and management in GPRS, and therefore to align stage 3 by adding the TFT IE to the MODIFY PDP CONTEXT ACCEPT message (MS to network direction) in 3GPP TS 24.008 [6] (and even changes in 3GPP TS 29.060 [7] to the Modify/Update PDP context response message); or 
2) to update stage 2 by aligning with stage 3 on assignment and also clarifying the stage 3 specification [6] by having clear statements on assignment and management of packet filter identifiers and evaluation precedence values.
Proposal: To align stage 2 with stage 3 and update 3GPP TS 24.008 [6] to make things crystal clear so alternative 2 above. Hence, the network can assign packet filter identifiers and evaluation precedence values when the selected bearer control mode is ‘MS/NW’ which also means that both the network and the MS should be able to allocate and manage packet filter identifiers and their packet filter evaluation precedence for the TFT packet filters each adds or modifies.
Issues with present TFT checks and further problems with packet filter handling:

3GPP TS 24.008 [6] contains unclearness and even wrong and missing requirement on TFT checks and packet filter handling.

The TFT checks of the secondary PDP context activation procedure and the PDP context modification procedure are not aligned in the cases which describe the same error (see sub-clauses 6.1.3.2.3 and 6.1.3.3.3). 
Also, essential MS actions for the case of unsuccessful secondary PDP context activation requested by the network are missing (see sub-clause 6.1.3.2.2), i.e., when a PDP context for the TI given in the Linked TI IE of the request message exists, then the TFT has to be checked by the network for errors! 
As for the case of unsuccessful secondary PDP context activation requested by the network (see sub-clause 6.1.3.2.3) also important actions are missing for the MS (e.g., the MS has to reply with a REQUEST SECONDARY PDP CONTEXT REJECT message with cause "request rejected, Bearer Control Mode violation", if the selected Bearer Control Mode is 'MS only' and the network requests to modify or delete a TFT).
For the case of unsuccessful secondary PDP context activation procedure initiated by the MS a clear requirement on performing TFT check of the request and to the appropriate sub-clause for implementing the TFT check (6.1.3.2.4) are missing.
When considering the PDP context modification procedure the TFT checks seem misplaced, and not aligned with the secondary PDP context activation procedure.
For the TFT checks specified for the MS-initiated PDP context modification not accepted by the network and the network-initiated PDP Context modification not accepted by the actions are not clear to implementers since it used the term “the receiver” rather than “network” or “MS” to identify clearly the requirements for implementers. This creates confusion on implementers on whether is the network, the MS or both the entity(ies) which performs and send the error cause. Finally, note that for the case of the secondary PDP context activation procedure “network” and “MS” terns are used.
Regarding packet filters, the MS and the network should ensure, when allocating packet filter identifiers, that the selected packet filter identifier(s) is not currently being used by another existing TFT packet filter(s).
In addition, the network uses downlink packet filters and the MS uses uplink packet filters and the packet filter identifier is used not only by the MS as stated but also by the network. Current text can be misinterpreted regarding use of different packet filters (see sub-clause 10.5.6.12).

Finally, packet filter identifiers are mandated to be used by the MS rather than both the MS and the network, quote of sub-clause 10.5.6.12):

Each packet filter identifier is encoded in one octet, in the 4 least significant bits. This parameter is used by the MS to identify one or more packet filters in a TFT when modifying the QoS of a PDP context without modifying the packet filter itself.
Proposal: Update and correct 3GPP TS 24.008 [6] on TFT checks and packet filter handling. Also, some of the corrections could be considered to be rolled back to frozen release to avoid potential problem in the field.
3. Conclusion

TFTs and packet filters are complex pieces of functionality and impact several entities in the 3GPP system, and therefore they both need to be dealt with care to avoid additional problems.
Based on our analysis, in current stage 2 specifications [3] and [5] the new added requirement of having at least one packet filter for uplink traffic in the set of packet filters when constructing a TFT is not applicable to the default EPS bearer/PDP context. To apply the new requirement to the default EPS bearer/PDP context does not come without issues as described in the discussion section of this paper. 

Additionally, a number of issues exist in the CT1 specification regarding TFT check and packet filter handling, and therefore it is proposed to correct them from at least Rel-12 though we would like CT1 to consider for some of the proposed corrections earlier releases to avoid potential problems in the field. 

Finally, we believe that there is a need of updating stage 2 [3] to align with CT1 specification so that the network can assign packet filter identifiers and evaluation precedence values when the selected bearer control mode is ‘MS/NW’. Hence, both the network and the MS should be able to allocate and manage packet filter identifiers and their packet filter evaluation precedence for the TFT packet filters each adds or modifies.
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