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	Reason for change:
	For the SM#29, it was defined as below:
“Cause value = 29 User authentication failed


This cause code is used by the network to indicate that the requested service was rejected by the external packet data network due to a failed user authentication.”
As further specified in TS 29.061, the cause value “User authentication failed” can be typically used in the case of access reject or no response from the AAA server during the RADIUS Authentication or Diameter Authentication procedure:
“RADIUS Authentication is only applicable to the primary PDP context. When the GGSN receives an Access-Accept message from the authentication server it shall complete the PDP context activation procedure. If Access-Reject or no response is received, the GGSN shall reject the PDP Context Activation attempt with a suitable cause code, e.g. User Authentication failed. The GGSN may also use the RADIUS re-authorization procedure for the purpose of IPv4 address allocation to the MS for PDP type of IPv4v6 after establishment of a PDN connection.”
“Diameter Authentication is applicable to the initial access (e.g. primary PDP context or the default bearer). When the GGSN/P-GW receives a positive response from the authentication server it shall complete the initial access (e.g. PDP context activation) procedure. If a failure or no response is received, the GGSN/P-GW shall reject the initial access (e.g. PDP Context Activation) attempt with a suitable cause code, e.g. User Authentication failed. ”
The access reject or no response from the AAA server can be happened due to the MS provided the wrong/invalid PAP/CHAP user credentials (e.g. user-name or user-password) in the PCO IE when initiating the initial access (e.g. primary PDP context or the default bearer) to the network.
Upon receipt of reject with cause value “User authentication failed” from the P-GW/GGSN, the MME/SGSN will reject the (E)SM request message with (E)SM #29 to the MS.

However, the current specification does not specify the MS’s behaviour upon receipt of an (E)SM reject message with (E)SM #29. As a result, the MS can automatically re-send the same access request to the same APN using the same PAP/CHAP user credentials (e.g. user-name or user-password), but get rejected with (E)SM #29 again and again. This MS behaviour seems to be wasteful and may trigger the overload of the signalling in radio access network and core network. This will also cause the MS’s battery drain.
Hence, it is proposed to cleary specify the MS’s behaviour upon receipt of an (E)SM reject message with (E)SM #29 to limit the retry to the same APN using the same PAP/CHAP user credentials.

	
	

	Summary of change:
	To clearly specify the MS’s behaviour upon receipt of an (E)SM reject message with (E)SM #29 to limit the unnecessary retry action.

	
	

	Consequences if not approved:
	The MS’s behavior upon receipt of an (E)SM reject message with (E)SM #29 is unclear. The MS may automatically re-send the same access request to the same APN using the same PAP/CHAP user credentials (e.g. user-name or user-password), but get rejected with (E)SM #29 again and again. This MS behaviour seems to be wasteful and may trigger the overload of the signalling in radio access network and core network. This will also cause the MS’s battery drain.
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* * * * First Change * * * *

6.1.3.1.3
Unsuccessful PDP context activation initiated by the MS

Upon receipt of an ACTIVATE PDP CONTEXT REQUEST message the network may reject the MS initiated PDP context activation by sending an ACTIVATE PDP CONTEXT REJECT message to the MS. The message shall contain a cause code that typically indicates one of the following causes:

# 8:
Operator Determined Barring;

# 26:
insufficient resources;

# 27:
missing or unknown APN;

# 28:
unknown PDP address or PDP type;

# 29:
user authentication failed;

# 30:
activation rejected by GGSN, Serving GW or PDN GW;

# 31:
activation rejected, unspecified;

# 32:
service option not supported;

# 33:
requested service option not subscribed;

# 34:
service option temporarily out of order;

# 35: NSAPI already used. The network shall not send this cause code (see note 1);
# 50:
PDP type IPv4 only allowed;

# 51:
PDP type IPv6 only allowed;
# 65:
maximum number of PDP contexts reached;

# 66:
requested APN not supported in current RAT and PLMN combination;
# 95 - 111:
protocol errors; or
#112:
APN restriction value incompatible with active PDP context.

NOTE 1:
Pre-R99 network may send this cause code.

If the SM cause value is #26 "insufficient resources" or #27 "missing or unknown APN", the network may include a value for timer T3396 in the ACTIVATE PDP CONTEXT REJECT message. If the SM cause value is #26 "insufficient resources" and if the request type in the ACTIVATE PDP CONTEXT REQUEST was set to "emergency", the network shall not include a value for timer T3396.

Upon receipt of an ACTIVATE PDP CONTEXT REJECT message, the MS shall stop timer T3380 and enter/remain in state PDP-INACTIVE.
If the SM cause value is #26 "insufficient resources" and T3396 value IE is included:
-
the MS shall take different actions depending on the timer value received for timer T3396 (if the MS is configured for dual priority, exceptions are specified in subclause 6.1.3.12):

i)
if the timer value of the timer T3396 indicates neither zero nor deactivated, the MS shall stop timer T3396 if it is running. The MS shall then start timer T3396 with the value provided in the T3396 value IE and:

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message for the same APN that was sent by the MS, until timer T3396 expires, the timer T3396 is stopped, the MS is switched off or the SIM/USIM is removed; and

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message without an APN if the APN was not included in the ACTIVATE PDP CONTEXT REQUEST message, until timer T3396 expires, the MS is switched off or the SIM/USIM is removed;

ii)
if the timer value indicates that this timer is deactivated, the MS:

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message for the same APN that was sent by the MS, until the MS is switched off or the SIM/USIM is removed or the MS receives a REQUEST PDP CONTEXT ACTIVATION or REQUEST SECONDARY PDP CONTEXT ACTIVATION or MODIFY PDP CONTEXT REQUEST message with the same APN from the network; and

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message without an APN if the APN was not included in the ACTIVATE PDP CONTEXT REQUEST message, until the MS is switched off or the SIM/USIM is removed; and
iii)
if the timer value indicates that this timer is zero, the MS may send an ACTIVATE PDP CONTEXT REQUEST message for the same APN;

-
if the MS is switched off when the timer T3396 is running, the MS shall behave as follows when the MS is switched on:

-
let t1 be the time remaining for T3396 timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the MS is not capable of determining t, then the MS shall restart the timer with the value t1; and

-
if prior to switch off, timer T3396 was running because an ACTIVATE PDP CONTEXT REQUEST, ACTIVATE SECONDARY PDP CONTEXT REQUEST, MODIFY PDP CONTEXT REQUEST or ACTIVATE MBMS CONTEXT REQUEST message containing the low priority indicator set to "MS is configured for NAS signalling low priority" was rejected with timer T3396, and if timer T3396 is restarted at switch on, then the MS configured for dual priority shall handle session management requests as indicated in subclause 6.1.3.12.
If the SM cause value is #27 "missing or unknown APN" and T3396 value IE is included:
-
the MS shall take different actions depending on the timer value received for timer T3396:

i)
if the timer value of the timer T3396 indicates neither zero nor deactivated, the MS shall start timer T3396 and:

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message for the same APN that was sent by the MS, until timer T3396 expires, the MS is switched off or the SIM/USIM is removed; and

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message without an APN if the APN was not included in the ACTIVATE PDP CONTEXT REQUEST message, until timer T3396 expires, the MS is switched off or the SIM/USIM is removed;

ii)
if the timer value indicates that this timer is deactivated, the MS:

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message for the same APN that was sent by the MS, until the MS is switched off or the SIM/USIM is removed; and

-
shall not send another ACTIVATE PDP CONTEXT REQUEST message without an APN if the APN was not included in the ACTIVATE PDP CONTEXT REQUEST message, until the MS is switched off or the SIM/USIM is removed; and
iii)
if the timer value indicates that this timer is zero, the MS may send an ACTIVATE PDP CONTEXT REQUEST message for the same APN;

If the T3396 value IE is not included, the MS may send an ACTIVATE PDP CONTEXT REQUEST message for the same APN. If the APN was not included in the previous ACTIVATE PDP CONTEXT REQUEST message, the MS may send an ACTIVATE PDP CONTEXT REQUEST message without an APN.

The MS can access the network with access class 11 – 15 or initiate a PDP context activation procedure for emergency bearer services even if the timer T3396 is running.
If the SM cause value is #50 "PDP type IPv4 only allowed" or #51 "PDP type IPv6 only allowed", the MS shall not automatically send another ACTIVATE PDP CONTEXT REQUEST message for the same APN that was sent by the MS using the same PDP type, until:

-
a new PLMN which is not in the list of equivalent PLMNs is selected;

-
the PDP type which is used to access to the APN is changed;

-
the MS is switched off; or
-
the SIM/USIM is removed.
NOTE 1:
Request to send another ACTIVATE PDP CONTEXT REQUEST message with a specific PDP type has to come from upper layers.
If the SM cause value is #65 "maximum number of PDP contexts reached", the MS shall determine the PLMN's maximum number of PDP contexts in Iu or A/Gb mode (see subclause 6.1.3.0) as the number of active PDP contexts it has.
NOTE 2: 
In some situations, when attempting to establish multiple PDP contexts, the number of active PDP contexts that the UE has when SM cause #65 is received is not equal to the maximum number of PDP contexts reached in the network.

NOTE 3:
When the network supports emergency bearer services, it is not expected that SM cause #65 is returned by the network when the UE requests a PDP context for emergency bearer services.

The PLMN's maximum number of PDP contexts in A/Gb or Iu mode applies to the PLMN in which the SM cause #65 "maximum number of PDP contexts reached" is received. When the MS is switched off or when the USIM is removed, the MS shall clear all previous determinations representing any PLMN's maximum number of PDP contexts in Iu or A/Gb mode (see subclause 6.1.3.0). When the MS selects a new PLMN, the MS may clear previous determinations representing any PLMN's maximum number of PDP contexts in Iu or A/Gb mode.
If the SM cause value is #66 "requested APN not supported in current RAT and PLMN combination", the MS shall not send an ACTIVATE PDP CONTEXT REQUEST message for the same APN in the current PLMN or any PLMN in the list of equivalent PLMNs in A/Gb or Iu mode until the MS is switched off or the SIM/USIM is removed.

If the SM cause value is #29 "user authentication failed", the MS shall not automatically send another ACTIVATE PDP CONTEXT REQUEST message for the same APN that was sent by the MS until:

-
a PLMN different from the PLMN who provided the SM cause value #29 is entered;

-
the PAP/CHAP user credentials (e.g. user-name, user-password) (see 3GPP TS 29.061 [130]) provided from the upper layers are changed;

-
the MS is switched off; or

-
the USIM/SIM is removed.
* * * * Next Change * * * *
6.1.3.8.2
Unsuccessful MBMS context activation requested by the MS

Upon receipt of an ACTIVATE MBMS CONTEXT REQUEST message the network may reject the MS initiated MBMS context activation by sending an ACTIVATE MBMS CONTEXT REJECT message to the MS. The sender of the message shall include the same TI as included in the ACTIVATE MBMS CONTEX REQUEST and an additional cause code that typically indicates one of the following causes:

# 8:
Operator Determined Barring;

# 24:
MBMS bearer capabilities insufficient for the service;

# 26:
insufficient resources;

# 27:
missing or unknown APN;

# 29:
user authentication failed;

# 30:
activation rejected by GGSN, Serving GW or PDN GW;

# 31:
activation rejected, unspecified;

# 32:
service option not supported;

# 33:
requested service option not subscribed;

# 34:
service option temporarily out of order; or

# 95 - # 111:
protocol errors.

If the SM cause value is #26 "insufficient resources" or #27 "missing or unknown APN", the network may include a value for timer T3396 in the ACTIVATE MBMS CONTEXT REJECT message.

Upon receipt of an ACTIVATE MBMS CONTEXT REJECT message, the MS shall stop timer T3380 and enter/remain in state PDP-INACTIVE.
If the SM cause value is #26 "insufficient resources" and T3396 value IE is included:

-
the MS shall take different actions depending on the timer value received for timer T3396 (if the MS is configured for dual priority, exceptions are specified in subclause 6.1.3.12):

i)
if the timer value indicates neither zero nor deactivated, the MS shall start timer T3396 and not send another ACTIVATE MBMS CONTEXT REQUEST message for the same APN until timer T3396 expires, the timer T3396 is stopped, the MS is switched off or the SIM/USIM is removed or the MS receives REQUEST MBMS CONTEXT ACTIVATION message for the same APN from the network;

ii)
if the timer value indicates that this timer is deactivated, the MS shall not send another ACTIVATE MBMS CONTEXT REQUEST message for the same APN until the MS is switched off or the SIM/USIM is removed or the MS receives REQUEST MBMS CONTEXT ACTIVATION message for the same APN from the network;

iii)
if the timer value indicates that this timer is zero, the MS may send another ACTIVATE MBMS CONTEXT REQUEST message for the same APN; and

-
if the MS is switched off when the timer T3396 is running, the MS shall behave as follows when the MS is switched on:

-
let t1 be the time remaining for T3396 timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the MS is not capable of determining t, then the MS shall restart the timer with the value t1; and

-
if prior to switch off, timer T3396 was running because an ACTIVATE PDP CONTEXT REQUEST, ACTIVATE SECONDARY PDP CONTEXT REQUEST, MODIFY PDP CONTEXT REQUEST or ACTIVATE MBMS CONTEXT REQUEST message containing the low priority indicator set to "MS is configured for NAS signalling low priority" was rejected with timer T3396, and if timer T3396 is restarted at switch on, then the MS configured for dual priority shall handle session management requests as indicated in subclause 6.1.3.12.
If the SM cause value is #27 "missing or unknown APN" and T3396 value IE is included:
-
the MS shall take different actions depending on the timer value received for timer T3396:

i)
if the timer value of the timer T3396 indicates neither zero nor deactivated, the MS shall start timer T3396 and not send an ACTIVATE MBMS CONTEXT REQUEST message for the same APN until timer T3396 expires, the MS is switched off or the SIM/USIM is removed;

ii)
if the timer value indicates that this timer is deactivated, the MS shall not send another ACTIVATE MBMS CONTEXT REQUEST message for the same APN until the MS is switched off or the SIM/USIM is removed; and

iii)
if the timer value indicates that this timer is zero, the MS may send an ACTIVATE MBMS CONTEXT REQUEST message for the same APN.

If the T3396 value IE is not included, the MS may send an ACTIVATE MBMS CONTEXT REQUEST message for the same APN. 

If the SM cause value is #29 "user authentication failed", the MS shall not automatically send another ACTIVATE MBMS CONTEXT REQUEST message for the same APN that was sent by the MS until:

-
a PLMN different from the PLMN who provided the SM cause value #29 is entered;

-
the PAP/CHAP user credentials (e.g. user-name, user-password) (see 3GPP TS 29.061 [130]) provided from the upper layers are changed;

-
the MS is switched off; or

-
the USIM/SIM is removed.
* * * * End of Change * * * *
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