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1. Introduction
SA3#72 agreed a firewall traversal solution for IMS services based on ICE:

-
33.203 CR#0199 (S3-130872)

This discussion briefly explain why ICE/TURN solution is needed and work that needs to be done to complete the Stage 3 work for ICE/TURN solution.
2. Summary
The IMS firewall traversal WI (iFire) is to identify solutions that enable IMS clients to traverse firewalls that block UDP and only allows HTTP (TCP/80) and HTTPS (TCL/443). SA3 has approved two solutions for IMS firewall traversal: EFTF solution that uses TLS tunnel to encapsulate and send both signaling and media packets over TLS/443, and ICE/TURN solution that uses TURN over TLS/443 for media and SIP over TLS/443 for signaling firewall traversal.  Both solutions are defined in TS 33.203 annex W. Currently work for EFTF is already done at CT1 and is defined in TS 24.322. However the work at CT1 for ICE/TURN needs to be done and update CT1 specs to be aligned with SA3 changes.
3. Discussion
The ICE/TURN solution approved by SA3 is defined in TS 33.203 annex W w.3. The solution achieves firewall traversal using the following techniques

1)
Signaling packets can be sent over TLS/443 or TCP/80 so they look like HTTPS or HTTP traffics for firewall, which is likely to let them to pass. Note this approach is complete conformance to existing standards and there is no need to change except some configuration work.

2)
Media packets are sent using TURN over TLS/443 or TCP/80. TURN standard (including TURN over TCP and TLS) is defined in RFC 5766 and TCP candidates for ICE/TURN is defined in RFC 6544. By sending media over TURN on TLS/443 (or TCP/80), the media looks like HTTPS (or HTTP) for firewall which is likely to let it pass.
3)
For HTTP proxy traversal, the IMS client needs to establish a TCP connection to the HTTP proxy and send a HTTP Connect command to establish connections to the real destination (signaling gateway or TURN server), then follow the steps above to send signaling and media.

The ICE/TURN solution is approved as firewall traversal for several reasons:
1)
The solution reuses 3GPP NAT traversal standards and has minimum impact on existing protocols, architecture, and implementation. For RTP/RTCP, there is only a minor change for IMS client which includes allowing UE to select TLS/443 (or TCP/80) for TURN protocol and performing a HTTP Connect before normal signaling / media procedure when HTTP proxy traversal is configured. There is no change needed at IMS core side and the solution is transparent for P-CSCF, IBCF, AGW, etc. Therefore it enables a service provider quickly deploy a firewall traversal solution with minimum cost particularly when ICE is already used for NAT traversal 

2)
As major browsers start support ICE/TURN as standard NAT traversal methods and many RCS clients are expected to run in browsers, the ICE based solution will have more adoption. This solution is also aligned with the proposed WebRTC NAT/FW traversal mechanism in IETF, so the solution will have more support and also can solve the WebRTC firewall traversal issue.
3)
The solution is flexible. It supports both integrated IMS architecture where signaling and media traverse through the same path, or decomposed architecture where signaling and media traversal through different paths. In addition, since media and signaling uses separate TLS connections, it is easier for service providers to perform QoS marking and enforce QoS policies. 
A potential issue of this solution is since the solution uses a relay server for media, it may add media delay and also makes it more challenges for capacity planning. However, those issues can be solved by different means, e.g., if TURN sever is embedded in media gateway, then there is no extra media path added and the capacity planning can be done with media gateway.

Using ICE for firewall traversal is particularly suitable for IMS clients that already implement ICE for NAT traversal, since in this case only minimal changes are required to the client and there is no change at the IMS core. SA3 has approved it as one of the IMS traversal solution CT1 needs to update the related specifications to complete the stage 3 work for the ICE/TURN solution for firewall traversal.
4. Conclusion
Update TS 24.229 annex K and align the UE procedures with the changes added by SA3 in TS 33.203.
