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1. Abstract
This P-CR attemps to clean up the solution for tunnelling of IMS services over restrictive non-3GPP access networks.
2. Discussion
1) IETF convention for bit marking is that the bit labeled 0 is the most significant bit (RFC791: "That is, the bit labeled 0 is the most significant bit."), while 3GPP convention is that the bit labeled 0 is the least significant bit (24.008 subclause 10.1 states: "When a field extends over more than one octet, the order of bit values progressively decreases as the octet number increases. The least significant bit of the field is represented by the lowest numbered bit of the highest numbered octet of the field."). Thus, instead of referring to "bits 0, 1, 2 and 3" in subclause 5.3.2.2 and in subclause 5.3.3.2, it is better to refer to "field in four most significant bits of the first octet".

2) There has been confusion on whether support of complete RFC3456 is needed. However, only the UE selection of MAC address is needed from RFC3456.
3) When neither UE nor EFTF have a MAC address, the EFTF IPv6 link-local address can conflict with the UE IPv6 link-local address.

4) When acting as DHCPv4 server, it is not clear whether EFTF handles each existing FTT-IMS as separate subnet, whether EFTF handles all existing FTT-IMSes as one subnet, or whether EFTF is allowed to handle all existing FTT-IMSes and any additional interfaces as one subnet.

5) There is Editor's note on DHCP relay in subclause 6.3.2. However, stage-2 does not require DHCP relay usage.

6) in subclause 5.2.2.2, the sentence referred to TLS setup is incorrectly inserted in paragraph related to TCP connection setup.
7) "DHCP" is used in document when DHCPv4 defined in RFC 2131 is meant.
3. Summary of proposed changes

1) Instead of referring to "bits 0, 1, 2 and 3" in subclause 5.3.2.2 and in subclause 5.3.3.2, those subclauses refer to "field in the four most significant bits of the first octet". Also, the 3GPP convention is given in subclause 7.1.1.

2) the UE selection of MAC address is specified in this specification instead of referring to RFC3456 and the selected MAC address is then used in both IPv4 and IPv6 address assignment.

3) EFTF creation of EFTF IPv6 link-local address is specified.

4) When acting as DHCPv4 server, EFTF handles each existing FTT-IMS as separate subnet.

5) Editor's note on DHCP relay in subclause 6.3.2 is removed.

6) in subclause 5.2.2.2, the sentence referred to TLS setup is moved to correct paragraph.
7) "DHCPv4" is used where applicable.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.322 v 0.1.0.
****************** change 1 ******************
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****************** change 2 ******************

5.2.2.2
UE requested FTT-IMS establishment procedure initiation via restrictive non-3GPP access network type I

In order to establish an FTT-IMS, the UE shall establish a TCP connection to the EFTF address and destination port 443.
If the TCP connection establishment is successful, the UE shall establish a TLS connection over the TCP connection according to IETF RFC 5246 [13]. If the EFTF address is a FQDN, the UE shall include a TLS extension of type "server_name" in the TLS client hello message according to IETF RFC 6066 [14].
****************** change 3 ******************

5.3.2.2
IP packet receiving

Upon receiving the IP packet envelope as TLS application data over the FTT-IMS, the UE shall:
-
if the UE supports IPv4 and the field in the four most significant bits of the first octet of the IP packet field of the IP packet envelope according to subclause 7.1.2.2 contains 4, handle the IP packet as an IPv4 packet according to IETF RFC 791 [5];

-
if the UE supports IPv6 and the field in the four most significant bits of the first octet of the IP packet field of the IP packet envelope according to subclause 7.1.2.2 contains 6, handle the IP packet as an IPv6 packet according to IETF RFC 2460 [7]; and

-
if the field in the four most significant bits of the first octet of the IP packet field of the IP packet envelope according to subclause 7.1.2.2 indicates not supported IP version, discard the IP packet envelope.

NOTE:
The field in the four most significant bits of the first octet of both the IPv4 packet and the IPv6 packet indicates the IP version.
****************** change 4 ******************

5.3.3.2
IP packet receiving

Upon receiving the IP packet envelope as TLS application data over the FTT-IMS, the EFTF shall:
-
if the EFTF supports IPv4 and the field in the four most significant bits of the first octet of the IP packet field of the IP packet envelope according to subclause 7.1.2.2 contains 4, handle the IP packet as an IPv4 packet according to IETF RFC 791 [5];

-
if the EFTF supports IPv6 and the field in the four most significant bits of the first octet of the IP packet field of the IP packet envelope according to subclause 7.1.2.2 contains 6, handle the IP packet as an IPv6 packet according to IETF RFC 2460 [7]; and

-
if the field in the four most significant bits of the first octet of the IP packet field of the IP packet envelope according to subclause 7.1.2.2 indicates not supported IP version, discard the IP packet envelope.

NOTE:
The field in the four most significant bits of the first octet of both the IPv4 packet and the IPv6 packet indicates the IP version.
****************** change 5 ******************

6.3.1
UE procedures

If the UE has a network interface with a universally administered MAC address, the UE shall use a universally administered MAC address of a network interface of the UE as the UE FTT-IMS MAC address. If the UE does not have a network interface with a universally administered MAC address, the UE shall use a locally administered MAC address where the least significant bit of the last octet is set to zero as the UE FTT-IMS MAC address.
If IPv4 is supported, the UE shall support acting as DHCPv4 client according to IETF RFC 2131 [6].
If IPv6 is supported, the UE shall support acting as host supporting the IPv6 stateless address autoconfiguration according to IETF RFC 4862 [12].

Once the FTT-IMS is established, the UE shall:

1)
if the UE needs IPv4 connectivity, request IPv4 address using DHCPv4 according to IETF RFC 2131 [6]. The UE shall use the htype, hlen, chaddr according to the UE FTT-IMS MAC address; and

2)
if the UE needs IPv6 connectivity, generate IPv6 address using IPv6 stateless address autoconfiguration according to IETF RFC 4862 [12]. The UE shall create a link-local address according to IETF RFC 4291 [11] using the UE FTT-IMS MAC address.

NOTE 1:
Further IPv6 configuration can be done using stateless DHCPv6 according to IETF RFC 3736 [10].

NOTE 2:
DHCPv4 uses IPv4 as transport; IPv6 stateless address autoconfiguration uses IPv6 as transport and DHCPv6 uses IPv6 as transport. Thus, the DHCPv4 messages, IPv6 stateless address autoconfiguration messages and DHCPv6 messages are transported via the FTT-IMS using the IP packet transport FTT-IMS procedure according to subclause X.2.3.

****************** change 6 ******************

6.3.2
EFTF procedures

If IPv4 is supported, the EFTF shall support acting as DHCPv4 server according to IETF RFC 2131 [6]. When acting as DHCPv4 server, the EFTF shall handle each existing FTT-IMS as a different subnet.

If the EFTF has a network interface with a universally administered MAC address, the EFTF shall use a universally administered MAC address of a network interface of the EFTF as the EFTF FTT-IMS MAC address. If the EFTF does not have a network interface with a universally administered MAC address, the EFTF shall use a locally administered MAC address where the least significant bit of the last octet is set to one as the EFTF FTT-IMS MAC address.
If IPv6 is supported, the EFTF shall support acting as router supporting the IPv6 stateless address autoconfiguration according to IETF RFC 4862 [12]. The EFTF shall create a link-local address according to IETF RFC 4291 [11] using the EFTF FTT-IMS MAC address.

****************** change 7 ******************

7.1.1
General


The least significant bit of a field is represented by the lowest numbered bit of the highest numbered octet of the field. When the field extends over more than one octet, the order of bit values progressively decreases as the octet number increases. 
Figure 7.1.1-1 shows an example of a field where the most significant bit of the field is marked MSB and the least significant bit of the field is marked LSB.
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