
3GPP TSG CT WG1 Meeting #84
C1-133158
Vienna (Austria), 5 - 9 August 2013
Source:
Vodafone 
Title:
Pseudo-CR on tunnelling of IMS services over restrictive non-3GPP access networks
Spec:
3GPP TS 24.322
Agenda item:
12.11
Document for:
Decision 
1. Introduction
This document proposes stage-3 solution for stage-2 requirements on tunnelling of IMS services over restrictive non-3GPP access networks agreed by SA3.
2. Reason for Change
SA3 agreed requirements on tunnelling of IMS services over restrictive non-3GPP access networks in 33.203. 

Stage-2 expects:

-
boundary of restrictive non-3GPP access network is passed by firewall traversal tunnel to PDN of IMS (FTT-IMS) - i.e. TLS tunnel opened either (a) directly from the UE to Enhanced Firewall Traversal Function (EFTF) or (b) by using HTTP CONNECT between UE and HTTP proxy, where the HTTP proxy opens TCP connection with Enhanced Firewall Traversal Function (EFTF).

-
IP packets are exchanged via the firewall traversal tunnel to PDN of IMS (FTT-IMS).

-
authentication is not required, encryption is not required, APN handling is not required, mobility is not required, no need to have multiple tunnels over the firewall traversal tunnel to PDN of IMS (FTT-IMS).

Thus, the following stage-3 procedures are proposed:
-
UE requested FTT-IMS establishment procedure

-
Application data payload transport procedure
-
UE requested keep-alive procedure 
-
UE requested FTT release procedure. 

-
Network requested FTT-IMS release procedure

-
Tunnel inner IP address assignment procedure 
-
Keep-alive time negotiation procedure
NOTE: This P-CR assumes an existing baseline with regular section 2, 3.1 and 3.2
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.322.
* * * First Change * * * *
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* * * Next Change * * * *

3.1
Definitions

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.229 [r24229] apply:
IP Multimedia core network Subsystem (IMS)
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.302 [r24302] apply:
Restrictive non-3GPP access network type I

Restrictive non-3GPP access network type II

Restrictive non-3GPP access network

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.203 [r33203] apply:
Enhanced Firewall Traversal Function (EFTF)
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

EFTF
Enhanced Firewall Traversal Function 

* * * Next Change * * * *

Annex ZZ (Normative):
Access to IP services via restrictive trusted non-3GPP access network

ZZ.1
General

ZZ.1.1
Scope
This annex specifies protocol for access to IP services via restrictive trusted non-3GPP access networks.

The procedures are specified for UE and EFTF including connecting to an HTTP proxy if necessary. The UE may support the procedures for access to IP services via restrictive trusted non-3GPP access networks. 

ZZ.2
UE – EFTF protocols

ZZ.2.1
General

In order to access IP services via restrictive trusted non-3GPP access networks, the UE and the EFTF shall establish a firewall traversal tunnel (FTT) using the UE requested FTT establishment procedure according to subclause ZZ.2.2. Once the FTT is established, the UE shall:

1)
obtain a tunnel inner IP address according to ZZ.2.8; and

2)
negotiate the firewall traversal tunnel keep-alive time (FTT KAT) according to ZZ.2.9

Editor's note: configuration of firewall traversal tunnel keep-alive time is FFS.

If the UE has not sent a message over the FTT in the last FTT KAT seconds, the UE shall perform the UE requested keep-alive procedure according to subclause ZZ.2.5.
When the network keep alive timer expires, the network shall perform the network requested FTT release procedure according to subclause ZZ.2.7.

ZZ.2.2
UE requested FTT establishment procedure

ZZ.2.2.1
General

The purpose of the UE requested FTT establishment procedure is to establish an FTT between the UE and the EFTF.
ZZ.2.2.2
UE requested FTT establishment procedure initiation

If the UE is not configured with an HTTP proxy address, the UE shall follow the procedures in subclause ZZ.2.2.3.

If the UE is configured with an HTTP proxy address, the UE shall follow the procedures in subclause ZZ.2.2.4.

NOTE:
UE configuration of an HTTP proxy address is is out of scope of 3GPP.
ZZ.2.2.3
UE requested FTT establishment procedure initiation via restrictive non-3GPP access network type I

In order to establish an FTT, the UE shall establish a TCP connection to the EFTF address and destination port 443. If the EFTF address is a FQDN, the UE shall include a TLS extension of type "server_name" in the TLS client hello message according to IETF RFC 6066 [55].

If the TCP connection establishment is successful, the UE shall establish a TLS session over the TCP connection according to IETF RFC 5246 [54].

The EFTF shall handle the TCP connection setup and shall handle the TLS session establishment according to IETF RFC 5246 [54].
Editor's Note: Whether the TLS connection uses encryption is FFS. 

ZZ.2.2.4
UE requested FTT establishment procedure initiation via restrictive non-3GPP access network type II

If the UE is configured with HTTP proxy address, in order to establish an FTT, the UE shall send HTTP CONNECT request to the HTTP proxy address according to IETF RFC 2817 [53]. The UE shall populate Request-URI of the HTTP CONNECT request with the EFTF address and port 443.

Upon receiving HTTP 2xx response to HTTP CONNECT request, the UE shall establish TLS session according to IETF RFC 5246 [54] over the TCP connection used for the HTTP CONNECT request transport. If the EFTF address is a FQDN, the UE shall include a TLS extension of type "server_name" in the TLS client hello message according to IETF RFC 6066 [55].

The EFTF shall handle the TCP connection setup and the TLS session establishment according to IETF RFC 5246 [54].
Editor's Note: Whether the TLS connection uses encryption is FFS. 
ZZ.2.2.5
UE requested FTT establishment procedure accepted by the network
When TLS Finished message is sent over the TCP connection according to IETF RFC 5246 [54], the EFTF shall use the connection as the FTT.
When valid TLS Finished message is received over the TCP connection, the UE shall use the connection as the FTT.
ZZ.2.4
Application data payload transport procedure

ZZ.2.4.1
General

The purpose of the application data payload transport procedure is to transport an application data payload over an FTT.
ZZ.2.4.2
Application data payload transport initiation

In order to send an encapsulating security payload, the UE or the EFTF shall create a control message with a non-zero CM indication value, as described in subclause ZZ.3.1.3, and shall populate the value of the message with the application data payload.

The UE shall send the control message as TLS application data according to IETF RFC 5246 [54] over an FTT of the UE. 
ZZ.2.4.3
Application data payload transport accepted

Upon receiving the application data payload over the FTT, the EFTF or the UE shall extract the encapsulating security payload from the contol message.
ZZ.2.5
UE requested keep-alive procedure

ZZ.2.5.1
General

The purpose of the UE requested keep-alive procedure is to refresh binding in firewall (possibly including NAT) deployed between a restrictive trusted non-3GPP access network and the EFTF. 

If a keep alive time was negotiated using configuration messages, the UE shall send TLS tunnel keep alive messages within each maintained TLS tunnel. Keep alive messages may be sent during periods when no application data is being exchanged. 

If a keep alive message is not received as expected, the EFTF shall terminate the FTT. The EFTF shall respond to keep alive messages from the UE with the same sequence as the UE request. If a UE does not receive a keep alive response as expected, the UE should terminate the FTT.
ZZ.2.5.2
UE requested keep-alive procedure initiation

In order to send a keep-alive, the UE shall create a keep-alive request according to subclause ZZ.3.2.5.

The UE shall send the keep-alive envelope as TLS application data according to IETF RFC 5246 [54] over an FTT of the UE.

ZZ.2.5.3
UE requested keep-alive procedure accepted by the network
The EFTF shall sent a keep alive response to any keep-alive message received over the FTT according to subclause ZZ.3.2.5.
ZZ.2.6
UE requested FTT release procedure

ZZ.2.6.1
General

The purpose of the UE requested FTT release procedure is to release an FTT, for example if the EFTF does not respond to a keep alive request. 
ZZ.2.6.2
UE requested FTT release procedure initiation

In order to release the FTT, the UE shall send a configuration release request according to subclause ZZ.3.2.5.

ZZ.2.6.3
UE requested FTT release procedure accepted by the network
The EFTF shall send a configuration release response according to subclause ZZ.3.2.5.

ZZ.2.7
Network requested FTT release procedure

ZZ.2.7.1
General

The purpose of the network requested FTT release procedure is to release an FTT, for example if the EFTF keep alive timer expires.
ZZ.2.7.2
Network requested FTT release procedure initiation

In order to release the FTT, the EFTF shall send a configuration release request according to subclause ZZ.3.2.5..

ZZ.2.7.3
Network requested FTT release procedure accepted by the UE

The UE shall send a configuration release response according to subclause ZZ.3.2.5. 

ZZ.2.8
Tunnel inner IP address assignment procedure 

The UE shall request an inner IP address from the EFTF, this address will be used as a tunnel inner source address by UE in all communications to EFTF. The UE shall send a configuration request to the EFTF with a type indcating an IP address according to subclause ZZ.3.1.4. 

The EFTF may obtain the inner IP address from the 3GPP AAA server, could be configured locally on the EFTF server or by other means.
ZZ.2.9
Keep-alive time negotiation procedure 

The UE shall request a keep alive time from the EFTF. The UE shall send a configuration request to the EFTF with a type indcating a keep alive time according to subclause ZZ.3.1.4. 
ZZ.3
PDUs and parameters specific to the present annex

ZZ.3.1
General

ZZ.3.1.1
Control messages and responses 
Control Messages, denoted as CM in this document, are used to exchange configuration information between UE and EFTF. Control Messages (CMs) are of type REQUEST/RESPONSE. The CM RESPONSE to a REQUEST shall include either a corresponding REPLY or an error code indicating why the request was unsuccessful.

When a field is a multi-octet field, the first octet of the field contains the most significant octet.

ZZ.3.1.2
Generic control message 

Control Messages are TLV (Type Length Value) encoded according to figure ZZ.3.2.1-1 and table ZZ.3.2.1-1.
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Figure ZZ.3.2.1-1: Generic control message 
Table ZZ.3.2.1-1: Generic control message 
	A TLV is defined as the variable length concatenation of a unique Type (represented by an integer) and a Value containing the value identified by the Type.


	Integer/binary values must be encoded in network byte order. ASCII strings must be Null terminated except where explicitly specified. All Control Messages must include a Control Message Header (CM_header) at the beginning of every Control Message.


	A control message header need not be followed by TLVs.


ZZ.3.1.3
Control message header 

All Control Messages include Control Message Header (CM_header) at the beginning of the Control Message coded according to figure ZZ.3.1.3-1 and table ZZ.3.1.3-1.
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Figure ZZ.3.1.3-1: Control message header 
Table ZZ.3.1.3-1: Control message header 
	Field Name 
	Semantics 
	Value Type 
	Length 
	Notes

	CM_Version 
	Identifies version of this Header.   1 is Currently supported
	Unsigned integer 
	4 bits 
	It is the firts nibble (4bits) of the first byte.

Current version = 1 

Versions 4 and 6 reserved for IP payload differentiation.

(The first nibble of the first byte of IP header is the IP header version which is 4 for IPv4 and 6 for IPv6).  

	CM_Indication
	Identifies whether the message is a control message or not
	bits
	2 bits
	Must be set as 0 to indicate this is a CM message

	Reserved 
	Must be set with 0
	bits
	2 bits
	Must be set as 0

	CM_Type  
	Identifies the type of Control Message. Refer to table below for a listing of Control Message Types
	Unsigned integer 
	1 byte
	See table below for a list of supported types.

	TLV_Count  
	Indicates the number of TLVs that follow (or are appended to) this header in the current Control Message. 
	Unsigned integer
	2 bytes 
	Please note that CM_header itself is not a TLV.

	Tunnel Session ID
	It is assigned by EFTF and uniquely  identifies the TLS Tunnel
	Unsigned integer 
	8 bytes 
	This is the session id to uniquely identify a tunnel session.

	Sequence 
	An ever incrementing transaction counter.
	Unsigned integer 
	4 bytes 
	Each outstanding REQUSET will contain a unique value


Tunnel Session ID It is assigned by EFTF to uniquely identify a TLS Tunnels.

The first configuration message will have the Tunnel Session ID (TSID) header field bits set to 1s (FFFF…).

The first response will contain EFTF assigned TSID. After that, all following messages shall contain the assigned TSID in their header. Messages that do not have the expected TSID shall be dropped and the TLS connection should be terminated. 
ZZ.3.1.4
Control message TLV types 

Table ZZ.3.1.4-1 lists Control Message TLV types.

Table ZZ.3.1.4-1: TLV types
	TLV  Type
	SEMANTICS
	SHORT(8 bits)/

LONG   (16 bits) FORMAT
	VALUE TYPE 
	LENGTH
	Optional
	NOTES

	NAME
	Value
	
	
	
	
	
	

	Reserved
	0-2
	
	Short
	 
	Any
	n/a
	

	Response_Code
	3
	Used by response messages
	Short
	Unsigned integer
	2 bytes
	No
	Not optional in responses.

	Internal_IPv4_Address
	4
	IP Address (IPv4)
	Short
	Octet string
	4 bytes 
	Yes
	IPv4 support is mandatory

	Internal_IPv4_Netmask
	5
	IP Address Mask (IPv4)
	Short
	Octet string
	4 bytes
	Yes
	The internal network's netmask.  It MUST be used only with an    Internal_IPv4_Adress attribute.

	Keep_Alive_Interval 
	6
	Indicates to client an expected Keep Alive frequency in seconds.

“0” value means that no Keep Alive Messages required.
	Short
	Unsigned integer
	2 bytes 
	Yes
	EFTF to UE

	Padding
	8
	Used to pad messages to desirable offset
	Short
	Octet string
	Any
	Yes
	Used for aligning messages to the word boundary

	Internal_IPv6_Address
	18
	IP Address (IPv6)
	Short
	Octet string
	16 bytes 
	Yes
	IPv6 Address

	Internal_IPv6_Netmask
	19
	IP Address Mask (IPv6)
	Short
	Octet string
	16 bytes
	
	The internal network's netmask.  It MUST be used only with an    Internal_IPv6_Adress attribute.

	Reserved
	23-255
	
	Short (8 bit)
	-
	-
	-
	Reserved for future use


Table ZZ.3.1.4-2 lists response codes. Every CM request must be responded with a CM response which must have one of the following response codes.

Table ZZ.3.1.4-2: Response code TLVs

	NAME
	VALUE
	Semantics
	Notes

	Success
	0
	This message type will include requested configuration information request
	

	Invalid tunnel session ID
	1
	The value of the Tunnel Id is invalid
	

	Source IP address is blacklisted
	2
	The source IP address is not a valid IP address
	

	Out of tunnel resources
	3
	Maximum number of tunnels reached
	

	Service Unavailable
	4
	Service Unavailable
	

	Version_Not_Supported
	5
	Invalid version
	

	Reserved
	7~255
	
	


ZZ.3.2.4 Configuration requests and responses 

The Configuration_Request message allows the UE to obtain configuration information from the EFTF. Table ZZ.3.2.4-1 lists the CM_Header values and Table ZZ.3.2.4-2 lists required and optional TLVs that may be contained in a Configuration_Request message.

Table ZZ.3.2.4-1: Configuration_Request CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	1
	=Configuration_Request

	TLV_Count  
	variable
	This excludes the CM_Header itself 

	Session ID
	variable
	Session ID is assigned by EFTF to uniquely identify the TLS Tunnel 

	Sequence 
	variable 
	Sequence number for the message


Table ZZ.3.2.4-2: Configuration_Request TLVs

	TLV Name
	Order
	Value
	Optional
	Notes

	Internal_IPv4_Address
	n/a
	IPv4
	No
	

	Internal_IPv4_Netmask
	n/a
	IPv4
	No
	255.255.255.255 is the most common case

	Internal_IPv6_Address
	n/a
	IPv6
	Yes
	

	Internal_IPv6_Netmask
	n/a
	IPv6
	Yes
	FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF  is the most common case

	Keep_Alive_Interval
	n/a
	
	Yes
	


Table ZZ.3.2.4-3 lists CM_Header values and table ZZ.3.2.4-4 lists required and optional TLVs that may be contained in a RESPONSE to Configuration_Request message: 

Table ZZ.3.2.4-3: Configuration_Response CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	2
	=Configuration_Response

	TLV_Count  
	variable
	This excludes the CM_Header itself

	Session ID
	variable
	Session ID is assigned by EFTF to uniquely identify the TLS Tunnel 

	Sequence 
	variable 
	Response always has the corresponding Request sequence number.


Table ZZ.3.2.4-4: Configuration_Response TLVs
	TLV Name
	Order
	Value
	Optional
	Notes

	Response_Code
	1
	Status Code
	
	

	Internal_IPv4_Address
	n/a
	IPv4
	No
	

	Internal_IPv4_Netmask
	n/a
	IPv4
	No
	

	Internal_IPv6_Address
	n/a
	IPv6
	Yes
	

	Internal_IPv6_Netmask
	n/a
	IPv6
	Yes
	FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF  is the most common case

	Keep_Alive_Interval
	n/a
	
	Yes
	


ZZ.3.2.5
Keep-alive requests and responses 

Keep-alive request is coded according to figure ZZ.3.2.5-1 and table ZZ.3.2.5-1.
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Figure ZZ.3.2.5-1: keep-alive request
Table ZZ.3.2.5-1: Keep alive request CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	 Reserved 
	0
	Must be set as 0

	E
	0
	Current = 0, no extension defined

	CM_Type  
	7
	=Keep_Alive

	TLV_Count  
	0
	No Additional TLVs in KAM

	Session ID
	variable
	Session ID must be same as initial Configuration_Request 

	Sequence 
	variable 
	Request Sequence number 

	
	
	


There are no additional TLVs associated with a keep alive request.
The table below lists CM_Header values as well as required and optional TLVs that may be contained in a RESPONSE to Keep_Alive message. 

Table ZZ.3.2.5-2: Keep_Alive_Response CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	8
	=Keep_Alive_Response

	TLV_Count  
	0
	No additional TLVs in KAM response

	Session ID
	variable
	Session ID must be same as initial Configuration_Request 

	Sequence 
	variable 
	Same as Request Sequence number 


ZZ.3.2.5
FTT release requests and responses
A configuration release request message graciously terminates an FTT. The response to Configuration_Release_Request must be a Configuration Release Response message.Table ZZ.3.2.5-1 below lists the CM_Header values in a Configuration_Release_Request message. No TLV is contained in the Configuration_Release_Request. 
Table ZZ.3.2.5-1: Configuration_Release_Request CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	 Reserved 
	0
	Must be set as 0

	CM_Type  
	5
	=Configuration_Release_Request

	TLV_Count  
	0
	No TLV

	Session ID
	variable
	Session ID must be same as initial Configuration_Request 

	Sequence 
	variable 
	Request Sequence number 


Tables below lists CM_Header values as well as required and optional TLVs that may be contained in a RESPONSE to Configuration_Release_Request message: Configuration_Release_Response.
Table ZZ.3.2.5-2 and ZZ.3.2.5-3 list the CM_header and value for the Configuration_Release_Response message.

Table ZZ.3.2.5-2: Configuration_Release_Response CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	6
	=Configuration_Release_Response

	TLV_Count  
	1
	Response_Code

	Session ID
	variable
	Session ID is same as the Configuration_Release_Request

	Sequence 
	variable 
	Response always has the corresponding Request sequence number.


Table ZZ.3.2.5-3: Configuration_Release_Response TLVs
	TLV Name
	Order
	Value
	Optional
	Notes

	Response_Code
	1
	Status Code
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