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Typical Deployment Scenario – Enterprise Guest WLAN Access
For a satisfactory user experience IMS clients should work in all scenarios. In many enterprise deployments access is not possible due to firewalls that allow only HTTP connections. 
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Many enterprises with guest WLAN access allow connections

through HTTP proxy only. To crass such firewalls an HTTP
CONNECT request must be sen to set up a TCP connection to
an external address.
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Trusted Access via WLAN Direct IP Access 
1) For 3GPP TS 23.234 WLAN Direct IP Access (Access to an IP network directly from a WLAN AN without passing data to a PLMN via a tunnel) authorized subscribers access local IP networks such as the Internet or Intranet directly from the WLAN AN. The interface to the 3GPP AAA server is for signalling and user traffic goes directly to the intra/internet. 
From TS 23.234 clause 4:
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Figure 4.1: Simplified WLAN Network Model. The shaded area refers to WLAN 3GPP IP Access.
functionality




Untrusted and Trusted Access 
For untrusted non-3GPP access an IPsec tunnel is set up between the UE and the ePDG. In CR C1-132666 agreed in Chengdu, a TLS connection is first made to the ePDG and then the IPsec tunnel set up over the TLS connection as shown below. 
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TLS connection with IPsec tunnel inside (double encryption)

UE inner 1P address is assigned using DHCP after IPsec tunnel setup.
&PDG acts as a DHCP proxy.

Tunnel keep alive time is generated by the UE, it s not negotiated
with the ePDG




For trusted non-3GPP access via WLAN Direct IP Access a TLS connection to the network is required but an IPsec tunnel is not. The ePDG is not involved, instead the TLS connection terminates at the P-CSCF.
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UE inner IP address assignment and TLS keep alive values are negotiated

by a CT1 defined protocol




Comparison of SMURF and Proposed iFire Solutions 

	Step
	Function
	SMURF Solution (C1-132666) 
	Proposed iFire Solution (C1-132114) 

	1
	TCP connection using HTTP CONNECT
	to ePDG
	to tunnel control function in P-CSCF

	2
	TLS connection following TCP connection
	Yes
	Yes

	3
	IPsec tunnel setup
	Yes using IKEv2
	No

	4
	Inner IP address assignment
	DHCP
	CT1 protocol

	5
	Keep alive timer negotiation
	UE generates (no negotiation)
	CT1 protocol

	6
	Keep alive message
	CT1 protocol
	CT1 protocol

	7
	Payload message
	CT1 protocol
	CT1 protocol

	8
	Tunnel close message
	Sends TLS close notify alert when all IKE security associations are closed. 
	CT1 protocol


For step 4, the SMURF solution requires a DHCP proxy in the network.
For step 5, SA3 spec. indicates keep-alive timer negotiation
For step 8, the SMURF solution disconnects the TLS connection, the proposed iFire solution indicates to the tunnel control entity that the tunnel is to be closed.

Proposals 

For step 4, CT1 is defining new protocol elements for iFire/SMURF and should define a protocol element to perform inner IP address assignment. The EFTF should handle allocation of IP address. 
For step 5, TS 33.203 clause W.2 requires negotiation of Keep Alive interval. 
For step 8, the iFire solution needs a protocol for the UE or network to indicate that the TLS connection is about to be closed. 

