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Discussion and Decision
1.
Introduction

In TS 24.008, GPRS Session Management cause #28 (Unknown PDP address or PDP type) is defined as used by the network when the PDP address or type indicated by the UE in the ACTIVATE PDP CONTEXT REQUEST message could not be recognised.
This can happen for instance when the UE requests PDP type number “IPv4v6 address” in a pre-Rel-8 network that does not support IPv4/v6. A note in the specification indicates what the UE can do in that case to still achieve dual-stack connectivity (see TS 24.008 subclause 6.1.3.1 NOTE 2).
In TS 24.301, EPS Session Management cause #28 (Unknown PDN type) is also included with a similar definition, but the behaviour of the UE when receiving that cause value is not described.
The purpose of this contribution is to determine whether there is any use case for cause #28 in E-UTRAN.
2.
Discussion
2.1 Cause #28 in GERAN/UTRAN
In TS 24.008 Annex I.1, GPRS Session Management cause #28 is defined as follows:

Cause value = 28 Unknown PDP address or PDP type


This cause code is used by the network to indicate that the requested service was rejected by the external packet data network because the PDP address or type could not be recognised.

Moreover, subclause 6.1.3.1 indicates the following:

The MS, in a pre release 8 network not supporting IPv4/v6, could encounter other network reactions:

-
If the MS requests PDP type IPv4v6, and the PDP type is changed to PDP type IPv4 and no SM cause is included the MS should request another PDP context for PDP type IPv6 to the same APN.

NOTE 2:
Some networks can respond with ACTIVATE PDP CONTEXT REJECT with SM cause #28 "unknown PDP address or PDP type". In that instance, the MS can attempt to establish dual-stack connectivity by performing two PDP context activation request procedures to activate an IPv4 PDP context and an IPv6 PDP context, both to the same APN.

As a result, there is a clear use case for this cause value, which is the case of a UE requesting dual-IP connectivity from a pre-Rel-8 network that does not support it.

2.2 Cause #28 in E-UTRAN
In TS 24.301 Annex B.1, EPS Session Management cause #28 is defined in a manner very similar to GPRS Sessions Management cause #28 in TS 24.008:
Cause #28 – Unknown PDN type


This ESM cause is used by the network to indicate that the requested service was rejected by the external packet data network because the PDN type could not be recognised.

However there is no reference to this ESM cause value in the rest of the specification, and no description of when the network might use it.
The PDN type is indicated by the UE in the PDN type IE of the PDN CONNECTIVITY REQUEST message. Per TS 24.301 subclause 9.9.4.10, the IE is a 3 bit field defined as follows:
Table 9.9.4.10.1: PDN type information element

	PDN type value (octet 1)

	Bits

	3
	2
	1
	
	

	0
	0
	1
	
	IPv4

	0
	1
	0
	
	IPv6

	0
	1
	1
	
	IPv4v6

	1
	0
	0
	
	unused; shall be interpreted as "IPv6" if received by the network

	

	All other values are reserved.

	

	Bit 4 of octet 1 is spare and shall be coded as zero.

	


Per TS 23.401 subclause 5.3.1.1, PDN types IPv4, IPv6 and IPv4v6 are all supported in EPC, so the network is required to recognise values ‘001’, ‘010’, ‘011’ or ‘100’. There are cases in which the network cannot allocate IPV4v6 to the UE but specific ESM cause values are mandated for these cases in TS 24.301 subclause 6.2.2:

· If the UE requests PDN type IPv4v6 but its subscription is limited to IPv4 or IPv6 only for the requested APN, the network shall use ESM causes  #50 "PDN type IPv4 only allowed", or #51 "PDN type IPv6 only allowed", respectively. 

· If the UE requests PDN type IPv4v6 but the PDN GW configuration dictates the use of IPv4 addressing only or IPv6 addressing only for this APN, the network shall use ESM causes  #50 "PDN type IPv4 only allowed", or #51 "PDN type IPv6 only allowed", respectively. 

· If the UE requests PDN type IPv4v6 but the operator uses single addressing per bearer, e.g. due to interworking with nodes of earlier releases, the network shall use #52 "single address bearers only allowed"
Therefore none of these scenarios can trigger the use of ESM cause #28.

All PDN type values other than ‘001’, ‘010, ‘011’ or ‘100’ are reserved. What happens if a misbehaving UE uses one of these reserved values? Per TS 24.007 subclause 11.4.2, the use of reserved values is a syntactical error, not a semantical error:

11.4.2    Other syntactic errors
This clause applies to the analysis of the value part of an information element. It defines the following terminology:
· An IE is defined to be syntactically incorrect in a message if it contains at least one value defined as "reserved", or if its value part violates syntactic rules given in the specification of the value part.

Given that the PDN type in the PDN CONNECTIVITY REQUEST is a mandatory IE, the network should consider the use of reserved value in this IE as a non-semantical error in a mandatory IE and therefore per TS 24.301 Annex A.5 / TS 24.008 clause H.6.1 the network should reject the request with cause #96 “Invalid mandatory information”:
A.5
Causes related to invalid messages

…
Cause value #96 – Invalid mandatory information.


See 3GPP TS 24.008 [13], annex H, subclause H.6.1.

H.6.1
Cause No. 96 "invalid mandatory information"


This cause indicates that the equipment sending this cause has received a message with a non-semantical mandatory IE error (see subclause 8.5).
3.
Conclusion
After examining all possible values for IE ‘PDN type’ sent by the UE in the PDN CONNECTIVITY REQUEST message, it is concluded that none of them should trigger a response from the network saying that the PDN type could not be recognised. As a result, there does not seem to be a use case for ESM cause #28.

Consequently, we would like to request feedback from CT1 on whether TS 24.301 needs to be updated with regards to the definition and the use of that ESM cause value. If CT1 agrees that cause #28 should not be used in E-UTRAN, one possible way forward is to remove the definition of this cause value from TS 24.301.
