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1. Abstract

This document proposes stage-3 solution for stage-2 requirements on tunnelling of IMS services over restrictive non-3GPP access networks agreed by SA3.
2. Reason for Change

SA3 agreed requirements on tunnelling of IMS services over restrictive non-3GPP access networks in 33.203 CR#0198 (S3-130556). 

Stage-2 expects:

-
boundary of restrictive non-3GPP access network is passed by firewall traversal tunnel to IMS (FTT-IMS) - i.e. TLS tunnel opened either (a) directly from the UE to ePDG Firewall Traversal Function (EFTF) or (b) by using HTTP CONNECT between UE and HTTP proxy, where the HTTP proxy opens TCP connection with ePDG Firewall Traversal Function (EFTF).

-
IP packets are exchanged via the firewall traversal tunnel to IMS (FTT-IMS).

-
authentication is not required, encryption is not required, APN handling is not required, mobility is not required, no need to have multiple tunnels over the firewall traversal tunnel to IMS (FTT-IMS).

Thus, the following stage-3 procedures are proposed:

-
UE requested FTT-IMS establishment procedure

-
IP packet transport FTT-IMS procedure

-
UE requested FTT-IMS release procedure. 

-
Network requested FTT-IMS release procedure

The procedures above create a new link layer interface. Local IP address is assigned to this link layer inteface via DHCPv4 or SLAAC. Both DHCPv4 and SLAAC use IP as transport and thus DHCPv4 / SLAAC messages are transported using the IP packet transport FTT-IMS procedure via FTT-IMS.  
NOTE: This P-CR assumes an existing baseline with regular section 2 and section 3.1

3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.322.

****************** change 2 ******************
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3.1
Definitions

....
Firewall traversal tunnel to IMS (FFT-IMS): a TCP connection with TLS session enabling passing of envelopes between UE in restrictive non-3GPP access network and EFTF, established in order to reach IP multimedia subsystem.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.229 [r24229] apply:
IP Multimedia core network Subsystem (IMS)
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.302 [r24302] apply:
Restrictive non-3GPP access network type I

Restrictive non-3GPP access network type II

Restrictive non-3GPP access network

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.203 [r33203] apply:
ePDG Firewall Traversal Function (EFTF)
X
UE – network protocols

X.1
General

In order to access to IMS via restrictive non-3GPP access network, the UE and the EFTF shall establish a firewall traversal tunnel to IMS (FFT-IMS) using the UE requested FTT-IMS establishment procedure according to subclause X.2.2. 
The UE and the EFTF shall send the IP packets using the IP packet transport FTT-IMS procedure according to subclause X.2.3. 
The UE and the EFTF shall use the IP protocol according to subclause X.3.
When FTT-IMS is no longer needed (e.g. if the UE deregistered from IMS), the UE shall perform the UE requested FTT-IMS release procedure according to subclause X.2.4.

When FTT-IMS is no longer needed (e.g. if the network de-registered UE from IMS), the network can perform the network requested FTT-IMS release procedure according to subclause X.2.5.
Editor's note: it is FFS whether keep-alive needs to be negotiated and sent at this layer or whether existing IMS keep-alives as in 24.229 and RFC 6223 are sufficient.
X.2
FTT-IMS protocol

X.2.1
General
The FTT-IMS protocol consists of the UE requested FTT-IMS establishment procedure, the IP packet transport FTT-IMS procedure, the UE requested FTT-IMS release procedure and the network requested FTT-IMS release procedure.
X.2.2
UE requested FTT-IMS establishment procedure

X.2.2.1
General

The purpose of the UE requested FTT-IMS establishment procedure is to establish an FTT-IMS between the UE and the EFTF. 
X.2.2.2
UE requested FTT-IMS establishment procedure initiation

If the UE is not configured with an HTTP proxy address, the UE shall follow the procedures in subclause X.2.2.3. 

If the UE is configured with an HTTP proxy address, the UE shall follow the procedures in subclause X.2.2.4. 

NOTE:
UE configuration of an HTTP proxy address is out of scope of 3GPP.
X.2.2.3
UE requested FTT-IMS establishment procedure initiation via restrictive non-3GPP access network type I

In order to establish an FTT-IMS, the UE shall establish a TCP connection to the EFTF address and destination port 443. If the EFTF address is a FQDN, the UE shall include a TLS extension of type "server_name" in the TLS client hello message according to IETF RFC 6066 [r6066].

If the TCP connection establishment is successful, the UE shall establish a TLS session over the TCP connection according to IETF RFC 5246 [r5246].

The EFTF shall handle the TCP connection setup and shall handle the TLS session establishment according to IETF RFC 5246 [r5246].

X.2.2.4
UE requested FTT-IMS establishment procedure initiation via restrictive non-3GPP access network type II

If the UE is configured with HTTP proxy address, in order to establish an FTT-IMS, the UE shall send HTTP CONNECT request to the HTTP proxy address according to IETF RFC 2817 [r2817]. The UE shall populate Request-URI of the HTTP CONNECT request with the EFTF address and port 443.

Upon receiving HTTP 2xx response to HTTP CONNECT request, the UE shall establish TLS session according to IETF RFC 5246 [r5246] over the TCP connection used for the HTTP CONNECT request transport. If the EFTF address is a FQDN, the UE shall include a TLS extension of type "server_name" in the TLS client hello message according to IETF RFC 6066 [r6066].

The EFTF shall handle the TCP connection setup and the TLS session establishment according to IETF RFC 5246 [r5246].
X.2.2.5
UE requested FTT-IMS establishment procedure accepted by the network
When TLS Finished message is sent over the TCP connection according to IETF RFC 5246 [r5246], the EFTF shall use the connection as the FTT-IMS.
When valid TLS Finished message is received over the TCP connection, the UE shall use the connection as the FTT-IMS.

X.2.3
IP packet transport FTT-IMS procedure

X.2.3.1
General

The purpose of the IP packet transport FTT-IMS procedure is to transport an IPv4 packet or IPv6 packet over an FTT-IMS. 
The UE and the EFTF shall support acting as the IP packet sender. The UE and the EFTF shall support acting as the IP packet receiver.
X.2.3.2
IP packet transport FTT-IMS procedure initiation

In order to send an IPv4 packet or IPv6 packet, the IP packet sender shall create an IP packet envelope according to subclause Y.1.2.2, and shall populate the IP packet field of the IP packet envelope with the IPv4 packet or the IPv6 packet. 
X.2.3.3
IP packet transport procedure accepted

Upon receiving the IP packet envelope as TLS application data over the FTT-IMS, the IP packet receiver shall:

-
if the IP packet receiver supports IPv4 and bits 0, 1, 2 and 3 of the IP packet field of the IP packet envelope according to subclause Y.1.2.2 contain 4, handle the IP packet as an IPv4 packet according to IETF RFC 791 [r791]; and

-
if the IP packet receiver supports IPv6 and bits 0, 1, 2 and 3 of the IP packet field of the IP packet envelope according to subclause Y.1.2.2 contain 6, handle the IP packet as an IPv6 packet according to IETF RFC 2460 [r2460].
NOTE:
bits 0, 1, 2 and 3 of both the IPv4 packet and the IPv6 packet indicate the IP version.
X.2.3.4
IP packet transport procedure rejected

Upon receiving the IP packet envelope as TLS application data over the FTT-IMS, if bits 0, 1, 2 and 3 of the IP packet field of the IP packet envelope according to subclause Y.1.2.2 indicate not supported IP version, the IP packet receiver shall discard the IP packet envelope.
X.2.4
UE requested FTT-IMS release procedure

X.2.4.1
General

The purpose of the UE requested FTT-IMS release procedure is to release an FTT-IMS when FTT-IMS is no longer needed. 
X.2.4.2
UE requested FTT-IMS release procedure initiation

In order to release the FTT-IMS, the UE shall send TLS close_notify alert according to IETF RFC 5246 [r5246].

X.2.4.3
UE requested FTT-IMS release procedure accepted by the network
The EFTF shall handle the TLS close_notify alert according to IETF RFC 5246 [r5246].

X.2.5
Network requested FTT-IMS release procedure

X.2.5.1
General

The purpose of the network requested FTT-IMS release procedure is to release an FTT-IMS when FTT-IMS is no longer needed. 
X.2.5.2
Network requested FTT-IMS release procedure initiation

In order to release the FTT-IMS, the EFTF shall send TLS close_notify alert according to IETF RFC 5246 [r5246].

X.2.5.3
Network requested FTT-IMS release procedure accepted by the UE

The UE shall handle the TLS close_notify alert according to IETF RFC 5246 [r5246].

X.3
IP protocol over FTT-IMS
X.3.1
General

If IPv4 is supported:

-
the UE shall support acting as DHCP client according to IETF RFC 2131 [r2131];

-
the EFTF shall support acting as DHCP server according to IETF RFC 2131 [r2131];

-
the UE shall support acting as host according to IETF RFC 791 [r791]; and

-
the EFTF shall support acting as gateway according to IETF RFC 791 [r791].
If IPv6 is supported:

-
the UE shall support acting as host supporting the IPv6 stateless address autoconfiguration according to IETF RFC 4862 [r4862];

-
the EFTF shall support acting as router supporting the IPv6 stateless address autoconfiguration according to IETF RFC 4862 [r4862];
-
the UE shall support acting as host according to IETF RFC 2460 [r2460]; and

-
the EFTF shall support acting as router according to IETF RFC 2460 [r2460].

Once the FTT-IMS is established, the UE shall:

1)
if the UE needs IPv4 connectivity, request IPv4 address using DHCPv4 according to IETF RFC 2131 [r2131]. The UE shall use the htype, hlen, chaddr according to IETF RFC 3456 [r3456]; and
2)
if the UE needs IPv6 connectivity, generate IPv6 address using IPv6 stateless address autoconfiguration according to IETF RFC 4862 [r4862]. The UE shall use the link-local address selected according to IETF RFC 4291 [r4291].
NOTE 1:
Futher IPv6 configuration can be done using staless DHCPv6 according to IETF RFC 3736 [r3736].
NOTE 2:
DHCPv4 uses IPv4 as transport; IPv6 stateless address autoconfiguration uses IPv6 as transport and DHCPv6 uses IPv6 as transport. Thus, the DHCPv4 messages, IPv6 stateless address autoconfiguration messages and DHCPv6 messages are transported via the FTT-IMS using the IP packet transport FTT-IMS procedure according to subclause X.2.

Y
PDUs and parameters
Y.1
PDUs and parameters specific to FTT-IMS protocol

Y.1.1
General

When a field is a multi-octet field, the first octet of the field contains the most significant octet.

Y.1.2
Message types of FTT-IMS messages

Y.1.2.1
Generic FTT-IMS envelope
Generic FTT-IMS envelope defines structure of messages passed via FTT-IMS.

Generic FTT-IMS envelope is coded according to figure Y.1.2.1-1 and table Y.1.2.1-1.
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Figure Y.1.2.1-1: Generic FTT-IMS envelope
Table Y.1.2.1-1: Generic FTT-IMS envelope
	Length field indicates the length of the generic FTT-IMS envelope in octets.



	Payload field is an optional field and its value depends on the message type.


Y.1.2.2
IP packet envelope
IP packet envelope is coded according to figure Y.1.2.2-1 and table Y.1.2.2-1.
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Figure Y.1.2.2-1: IP packet envelope
Table Y.1.2.2-1: IP packet envelope
	Length field is according to subclause Y.1.2.1. The Length field value is bigger than 3.



	IP packet field contains an IPv4 packet according to IETF RFC 791 [r791] or IPv6 packet according to IETF RFC 2460 [r2460]. 
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