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Abstract: This document discusses the requirement of routing area update when the network performs SRVCC handover from E-UTRAN to UTRAN, specifically where no PS handover or GERAN without DTM handover occurs (see TS 23.216 subclause 6.2.2.1A).
1 DISCUSSION
The following behaviour is expected by the UE and the network following SRVCC from E-UTRAN to UTRAN or without PS handover or to GERAN without DTM handover (i.e. CS Handover to UTRAN/GERAN only):

a. The UE receives the HANDOVER TO UTRAN COMMAND message from the eNB. 
b. UE AS will inform the UE NAS about the radio bearers configured. Only CS RABs will be indicated, not PS RABs.
c. UE performs the CS Handover and derives security keys for the CS domain. UE NAS locally establishes an MM connection and enters the MM CONNECTION ACTIVE state.
d. The remaining PS resources are re-established by the UE performing a Routing Area Update Procedure (in accordance with TS 23.060).
e. UE includes a NAS token derived from the UPLINK NAS COUNT, in the P-TMSI signature in the RAU request 
f. As no inter-RAT handover occurred for the PS bearers, the SGSN in PMM-IDLE state and forwards the P-TMSI signature to the old MME for verification of the MS (e.g. subclause 5.3.3.3 of TS 23.401). 
g. The MME derives the NAS token using the UPLINK NAS COUNT. See TS 33.401 subclauses 9.1.1 and A.9.
h. MME performs verification of the "NAS token" which is contained in P-TMSI signature against the derived NAS token.
However in TS 24.008, the requirements for routing area update following SRVCC handover are not clear. This could result in the MS performing routing area update in accordance with the Stage 2 requirements, but not taking into the requirements to include the NAS token in the P-TMSI signature resulting in a failure of the verification procedure at the MME.
This has resulted in confusion with some vendors when performing field testing.

2 SPECIFICATION OBSERVATIONS

TS 24.008 subclause 4.7.5.1.1 documents when the UE includes the "P-TMSI signature" into the Routing Area Update Request. The top of subclause 4.7.5.1.1 indicates (for the case that the MS supports S1 mode):
If the MS supports S1 mode, the MS shall handle the P-TMSI IE as follows:


-
If the TIN indicates "GUTI" and the MS holds a valid GUTI, the MS shall map the GUTI into a P-TMSI, P‑TMSI 
signature and RAI as specified in 3GPP TS 23.003 [4].
TS 23.003 subclause 2.8.2.1.2 indicates that as part of the mapping of the GUTI into a P-TMSI, P-TMSI signature and RAU, the P-TMSI signature is filled as specified below:
-
and the remaining 8 bits of the E‑UTRAN <M-TMSI> are mapped into the 8 Most Significant Bits of the <P-TMSI signature> field. 


The UE shall fill the remaining 2 octets of the <P-TMSI signature> according to subclauses 9.1.1, 9.4.1, 10.2.1, or 10.5.1 of 3GPP TS.33.401 [89], as appropriate, for RAU/Attach procedures.
Furthermore, TS 24.008 subclause 4.7.5.1.1 makes clarifications for intersystem change from S1 mode to Iu mode for UE in idle mode:
If the routing area updating procedure is initiated by the MS due to an S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in idle mode and the TIN indicates "GUTI", the MS shall derive a UMTS security context for the PS domain from the current EPS security context as described in the subclause 4.7.7.10. The ROUTING AREA UPDATE REQUEST message shall include a P-TMSI signature filled with a NAS token as specified in 3GPP TS 33.401 [123]. Furthermore, the MS shall indicate the eKSI value, which is associated with the derived UMTS security keys, in the CKSN field of the GPRS GSM ciphering key sequence number IE in the ROUTING AREA UPDATE REQUEST message.
NOTE:
When the MS includes a P-TMSI signature filled with a NAS token, 8 bits of the NAS token will be filled with bits from the M‑TMSI (see 3GPP TS 23.003 [4]).
Additionally, TS 24.008 makes clarifications for intersystem change from S1 mode to Iu mode for UE in connected mode:
If the routing area updating procedure is initiated by the MS due to the S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in connected mode, the MS shall derive a UMTS security context for the PS domain from the current EPS security context station as described in the subclause 4.7.7.10. Furthermore, the MS shall indicate the eKSI value, which is associated with the derived UMTS security keys, in the CKSN field of the GPRS GSM ciphering key sequence number IE in the ROUTING AREA UPDATE REQUEST message.
For connected-mode mobility, the SGSN normally runs a subset of the RAU procedure; specifically it excludes the context transfer procedure between source MME and target SGSN (thus no verification of the P-TMSI is performed at the MME). However in cases where the SGSN does send the context request to the MME, TS 24.301 indicates that the NAS token is not checked if it is received during connected mode mobility:
NOTE 1:
The MME does not check the NAS token if it is received via SGSN during a connected mode inter-system change from S1 mode to A/Gb mode or Iu mode.
3 ANALYSIS OF OBSERVATIONS

From the excerpts above:
a. It is clear that if the MS supports S1 mode and the TIN indicates "GUTI" then as part of the mapping of the GUTI into P-TMSI, RAI and P-TMSI signature, the 8 most significant bits (MSB) of the P-TMSI signature are filled according to TS 23.003.

b. It is not clear if the requirements in TS 24.008 subclause 4.7.5.1.1 for routing area update initiated due to intersystem change between S1 mode and Iu mode or A/Gb mode, include SRVCC handover with and without PS handover. Normally, in TS 24.008, when we talk about SRVCC handover, we state e.g. "PS  to CS domain change from S1 mode or Iu mode due to SRVCC handover"
i. It is expected that the behaviour of the UE when performing RAU after of "PS  to CS domain change from S1 mode or Iu mode due to SRVCC handover with PS handover" aligns with the behaviour of "RAU initiated by the MS due to an S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in idle mode"
ii. It is expected that the behaviour of the UE when performing RAU after of "PS  to CS domain change from S1 mode or Iu mode due to SRVCC handover without PS handover" aligns with the behaviour of "RAU initiated by the MS due to an S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in connected mode"
c. Due to the unclarity of the case of SRVCC handover, some UE implementations may not be including the NAS token into the P-TMSI signature when SRVCC handover occurs without PS handover. The SGSN will perform the context request/response with the MME and the verification of the P-TMSI will fail at the MME.
4 WAY FORWARD
a. Agree on the analyses above in section 3.
b. Make appropriate clarifications to RAU procedure to cover the case of RAU following SRVCC handover (see associated CR).
ANNEX A: 23.216 excerpts
6.2.2.1A
SRVCC from E-UTRAN to GERAN with DTM but without DTM HO support and from E-UTRAN to UTRAN without PS HO

The call flow for this scenario is similar to the call flow depicted in figure 6.2.2.1‑1, with the exceptions that the Suspend procedure (step 18 and step 22a in figure 6.2.2.1-1) is not performed and that the MME only deactivates bearers used for voice (step 22a in figure 6.2.2.1-1) and sets the PS-to-CS handover indicator. The scenario requires that eNB can determine that the target is either GERAN with DTM but without DTM HO support and that the UE is supporting DTM or that the target is UTRAN (HSPA) without PS HO support. The message in step 3 in figure 6.2.2.1-1 includes an indication to the MME that the UE is available for PS service in the target cell. Furthermore, if the target is GERAN, the E‑UTRAN places in the generic Source to Target Transparent Container the "old BSS to new BSS information IE", while if the target is UTRAN, the generic Source to Target Transparent container is encoded according to the Source RNC to Target RNC Transparent Container IE definition. At the end of the procedure described in figure 6.2.2.1‑1, the remaining PS resources are re-established when the UE performs the Routeing Area update procedure. Triggers for performing Routeing Area update procedure are described in TS 23.060 [10]. The target SGSN may deactivate the PDP contexts that cannot be established as described in TS 23.060 [10].

ANNEX B: 33.401 excerpts

9.1.1
RAU procedures in UTRAN

This subclause covers both the cases of idle mode mobility from E-UTRAN to UTRAN and of Idle Mode Signaling Reduction (ISR), as defined in TS 23.401 [2]. 

.......
.......

Mapping of EPS security context to UMTS security context

If the UE sends the RAU Request with the "old P-TMSI" Information Element including mapped GUTI it shall also include the KSI equal to the value of the eKSI associated with the current EPS security context (cf. clause 3). The UE shall include a truncated NAS-token, as defined in this clause further below, into the P-TMSI signature IE.
......

......

The NAS-token is derived as specified in Annex A.9. The UE shall use the uplink NAS COUNT value that it would use in the next NAS message to calculate the NAS-token and increase the stored uplink NAS COUNT value by 1.
SGSN shall forward the P-TMSI signature including the truncated NAS token to the old MME, which compares the received bits of the truncated NAS-token with the corresponding bits of a NAS-token generated in the MME, for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME shall provide the needed information for the SGSN. Old MME shall respond with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.
To avoid possible race condition problems, the MME shall compare the received truncated NAS-token with the x least significant bits of NAS-tokens generated from the current NAS uplink COUNT value up to current NAS uplink COUNT value +L, i.e. the interval [current NAS uplink COUNT, current NAS uplink COUNT+L]. A suitable value for the parameter L can be configured by the network operator. MME shall not accept the same NAS-token for the same UE twice except in retransmission cases happening for the same mobility event. If the MME finds a match, it shall set the stored uplink NAS COUNT value as though it had successfully received an integrity protected NAS message with the uplink NAS COUNT value that created the match.
A.9
NAS token derivation for inter-RAT mobility

The NAS-token used to ensure that a RAU is originating from the correct UE during IDLE mode mobility from E-UTRAN to UTRAN and GERAN, shall use the following input parameters.

-
FC = 0x17

-
P0 = Uplink NAS COUNT
-
L0 = length of uplink NAS COUNT (i.e. 0x00 0x04)

The input key shall be the 256-bit KASME.

Annex C: 24.008 excerpts

4.7.1.3
P-TMSI signature

The network may assign a P-TMSI signature to an MS in an attach, routing area update, or P-TMSI reallocation procedure. Only in combination with a valid P-TMSI, this P-TMSI signature is used by the MS for authentication and identification purposes in the subsequent attach, routing area update or detach procedure. If the MS has no valid P-TMSI it shall not use the P-TMSI signature in the subsequent attach, routing area update or detach procedure. Upon successful completion of the subsequent attach or routing area update procedure, the used P-TMSI signature shall be deleted. Upon completion of an MS initiated detach procedure, the used P-TMSI signature shall be deleted. Upon completion of a network initiated detach procedure the P-TMSI signature shall be kept, unless explicitly specified otherwise in subclause 4.7.4.2.2.
4.7.5.1.1
Normal and periodic routing area updating procedure initiation

If the MS supports S1 mode, the MS shall handle the P-TMSI IE as follows:
-
If the TIN indicates "GUTI" and the MS holds a valid GUTI, the MS shall map the GUTI into a P-TMSI, P‑TMSI signature and RAI as specified in 3GPP TS 23.003 [4]. The MS shall include the mapped RAI in the Old routing area identification IE and the mapped P-TMSI signature in the P-TMSI signature IE. In addition, the MS shall include the P-TMSI type IE with P-TMSI type set to "mapped P-TMSI". When the routing area updating procedure is initiated in Iu mode, the MS shall also include the mapped P-TMSI in the P‑TMSI IE. Additionally, in Iu mode and A/Gb mode, if the MS holds a valid P-TMSI and RAI, the MS shall indicate the P-TMSI in the Additional mobile identity IE and the RAI in the Additional old routing area identification IE.
......
......

......
If the routing area updating procedure is initiated by the MS due to an S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in idle mode and the TIN indicates "GUTI", the MS shall derive a UMTS security context for the PS domain from the current EPS security context as described in the subclause 4.7.7.10. The ROUTING AREA UPDATE REQUEST message shall include a P-TMSI signature filled with a NAS token as specified in 3GPP TS 33.401 [123]. Furthermore, the MS shall indicate the eKSI value, which is associated with the derived UMTS security keys, in the CKSN field of the GPRS GSM ciphering key sequence number IE in the ROUTING AREA UPDATE REQUEST message.
NOTE:
When the MS includes a P-TMSI signature filled with a NAS token, 8 bits of the NAS token will be filled with bits from the M‑TMSI (see 3GPP TS 23.003 [4]).
If the routing area updating procedure is initiated by the MS due to the S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in connected mode, the MS shall derive a UMTS security context for the PS domain from the current EPS security context station as described in the subclause 4.7.7.10. Furthermore, the MS shall indicate the eKSI value, which is associated with the derived UMTS security keys, in the CKSN field of the GPRS GSM ciphering key sequence number IE in the ROUTING AREA UPDATE REQUEST message.
Annex D: 24.301 excerpts

4.4.3

Handling of NAS COUNT and NAS sequence number

4.4.3.1
General

……….

……….
After the derivation of a NAS token due to an inter-system change from S1mode to A/Gb mode or Iu mode in idle mode as specified in 3GPP TS 24.008 [13], the UE shall increase the uplink NAS COUNT by one.

When the MME receives a NAS token via SGSN during an idle mode inter-system change from S1 mode to A/Gb mode or Iu mode, the MME shall check the NAS token as specified in 3GPP TS 33.401 [19], subclause 9.1.1, and update its uplink NAS COUNT with the uplink NAS COUNT value used for the successful check of the NAS token.
NOTE 1:
The MME does not check the NAS token if it is received via SGSN during a connected mode inter-system change from S1 mode to A/Gb mode or Iu mode.

During the handover from UTRAN/GERAN to E-UTRAN, when a mapped EPS security context is derived and taken into use, the MME shall set both the uplink and downlink NAS COUNT counters of this EPS security context to zero. The UE shall set both the uplink and downlink NAS COUNT counters to zero.
.........

..........
Annex E: 23.401 excerpts
5.5.2.1           E-UTRAN to UTRAN Iu mode Inter RAT handover

5.5.2.1.3         Execution phase

10.
When the UE recognises that its current Routing Area is not registered with the network, or when the UE's TIN indicates "GUTI", the UE initiates a Routing Area Update procedure with the target SGSN informing it that the UE is located in a new routing area. It is RAN functionality to provide the PMM-CONNECTED UE with Routing Area information.

The target SGSN knows that an IRAT Handover has been performed for this UE as it received the bearer context(s) by handover messages and therefore the target SGSN performs only a subset of the RAU procedure, specifically it excludes the context transfer procedures between source MME and target SGSN.
Annex E: 23.060 excerpts
6.8.2.3
P‑TMSI Signature

P‑TMSI Signature is optionally sent by the SGSN to the MS in Attach Accept and Routeing Area Update Accept messages. If the P‑TMSI Signature has been sent by the SGSN to the MS since the current P‑TMSI was allocated, then the MS shall include the P‑TMSI Signature in the next Routeing Area Update Request, Detach Request, and Attach Request for identification checking purposes. If the P‑TMSI Signature was sent, then the SGSN shall compare the P‑TMSI Signature sent by the MS with the signature stored in the SGSN. If the values do not match, the SGSN should use the security functions to authenticate the MS. If the values match or if the P‑TMSI Signature is missing, the SGSN may use the security functions to authenticate the MS. The P‑TMSI Signature parameter has only local significance in the SGSN that allocated the signature.

NOTE:
Following inter‑RAT mobility from E‑UTRAN, the P‑TMSI signature is also used for a different function and may carry other information from the MS to the old MME (see TS 23.401 [89]) without modification by the new SGSN.
If the network supports ciphering, the SGSN shall send the P‑TMSI Signature ciphered to the MS. Routeing Area Update Request and Attach Request, into which the MS includes the P‑TMSI Signature, are not ciphered.

