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1. Overall Description:

1) CT1 thanks GERAN3 for their LS C1-130964/GP-130327 asking CT1 to clarify "the expected behaviour from the MS when a request for a non-supported algorithm is received". 
CT1 would like to point out that according to TS 24.008 the Ciphering Algorithm IE is a mandatory IE in the AUTHENTICATION AND CIPHERING REQUEST message. Furthermore, by the rules laid out in TS 24.007, subclause 11.4.2, the mobile station will consider the request for a non-supported algorithm as an error. When that happens the mobile station will follow TS 24.008, subclause 8.8, and since no specific reaction has been specified for this case in the procedural part of TS 24.008 (clause 4), a GMM STATUS message will be returned to the network. 
In view of this, CT1 think that the two options A and B indicated in GERAN3's LS C1-130964/GP-130327 will not happen.
As for the further course of the test case, since ciphering has not been started in the MS, CT1 expect that the MS will discard any ciphered LLC frame received from the network.
2) CT1 took note that the LS from GERAN was following up an LS sent by SA3 to GERAN3 (and RAN5) in S3-130237 which CT1 did not receive. CT1 would like to indicate that SA3's requirement to prohibit the implementation of GEA1 in mobile stations from Rel-12 onwards and the recommendation not to implement GEA1 in Rel-11 requires changes in CT1's TS 24.008 (similar to the changes that were made when A5/2 was withdrawn). Attached are the CRs agreed by CT1.
3) With regard to SA3's LS S3-130237 and the Rel-11 test case drafted by GERAN3 (GP130071) which indicates on the cover sheet: "Other comments: This CR applies to R97 and later MS.", CT1 would like to indicate that according to CT1 specification TS 24.008, CT1 expects that the MS indicates all the ciphering algorithms that it supports. The network in order to support backwards compatibility, accepts the indications from the MSs and is allowed to choose any one of the ciphering algorithms that the MS indicated as supported. Thus if an MS is actually still supporting GEA1 and indicates this to the network, and the network picks GEA1, it cannot be required "that the MS does not activate GEA1 even if the network requests the MS to do so". This is especially so for MSs of older releases that are already in the market and in circulation, but also for Rel-11 implementations not following SA3's recommendation. 
CT1 would therefore ask GERAN3 to limit the scope of the new test case to pre-Rel-12 MSs which do not implement GEA1 and Rel-12 MSs.
2. Actions:

To GERAN3
ACTION: 
CT1 kindly requests GERAN3 to take into account CT1's answer when completing GERAN3's work on their test cases.
To SA3
ACTION: 
CT1 kindly requests SA3 to take into account the information CT1 provided about network's choice of ciphering algorithm when MS indicates the ciphering algorithms it supports and the MS reaction to network requesting MS to use a ciphering algorithm that it does support.
3. Date of Next TSG-CT WG1 Meetings:

TSG CT WG1 Meeting #83
20-24 May 2013
Chengdu, China
TSG CT WG1 Meeting #84
5-9 August 2013
Vienna, Austria
