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1. Overall Description:

3GPP TSG-CT WG1 thanks SA3LI for their liaison on enhancing IMEI based Lawful Interception in IMS:

With regards to the 1st observation:
· The IMEI needs to be made consistently available in IMS to allow identification of targeted communication.  The IMEI is not currently made available in IMS to support this communication selection.
CT1 would like to point out that in IMS from 3GPP release 10 the UE always includes the IMEI in the SIP REGISTER request sent to the S-CSCF during IMS registrations and re-registrations and that this functionality is required by GSMA IR.92.
With regards to the 2nd observation:
· The association of IMEI to IMS sessions needs to be maintained for the duration of the IMS sessions. SA3LI consider that the IMS client(s) on the UE are not trusted from an LI perspective. Any solution should take this into account.

CT1 would like to point out that the IMEI after registration is stored by the S-CSCF and from then on can be associated with all sessions involving that UE. Furthermore, whether the inclusion of the IMEI using IMS procedures can be trusted is dependent on the ME architecture and is not more or  less secure than the delivery of IMEI using NAS signalling per 3GPP TS 24.008 and 3GPP TS 24.301.
It should be noted that non-3GPP accesses (such as WLAN) do not provide an access specific mechanism to obtain the IMEI unless EPC is used, which is one of the reasons the IMEI is included in the SIP REGISTER request.

While the UICC may be considered trusted, the UICC has no direct access to IMS or NAS but has to rely on the underlying IMS or NAS functionality of the ME for communication with the network, both of which should be considered equally as secure/insecure. 

If the IMS registration procedure was performed by a user installable application then the potential may exist for an incorrect IMEI value to be included. However since multiple IMS applications will require a common IMS registration procedure in order to ensure that there is not a registration conflict between the different applications it can be expected that a practical UE implementation for basic communications capabilities such as MMTel will need to have common IMS registration functionality as part of the underlying ME functionality.
It is understood that the “IMS Clients” mentioned as a concern in the liaison are user installable applications that may have their own IMS registration procedure. Such applications will not have access to IMS AKA based authentication unless the ME provides an API to provide access to the IMS AKA authentication functions on the UICC and will likely need to rely on other Authentication mechanisms such as HTTP Digest. It is a matter of operator policy as to whether these other authentication mechanisms are supported by the network. Such applications should be considered to be equally insecure as other commercial over-the-top applications which will not include the IMEI.
2. Actions: 
SA3LI is requested to take this response into account when considering enhancements to the Lawful Interception feature for IMS.
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