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1. Introduction
Firewall traversal stage 3. 
2. Reason for Change
A keep alive mechanism is needed for tunnel management. 
3. Conclusions

Keep alive mechanism is defined. 
4. Proposal

It is proposed to agree the following changes to 3GPP TS <TS number and version>.
* * * First Change * * * *

<Proposed change in revision marks>

6.1
Keep alive mechanism 
6.1.1
Keep alive message 
In order to maintain pin-holes in a Firewall the Tunneling Client and the TSCF may exchange Keep Alive Messages (Request/Response pairs) on preconfigured time interval.  TLS tunnel Keep Alive Message (KAM) must always be sent within each maintained TLS tunnel if keep alive mechanism is negotiated through the configuration messages.

Please note that Keep Alive messages could be sent in absence of "real" traffic.  In other words, Keep Alive messages could be sent/exchanged only during silence/no activity periods.
Table 1 Table 6.1.1.1: KAM Request CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	 Reserved 
	0
	Must be set as 0

	E
	0
	Current = 0, no extension defined

	CM_Type  
	7
	=Keep_Alive

	TLV_Count  
	0
	No Additional TLVs in KAM

	Session ID
	variable
	Session ID must be same as initial Configuration_Request 

	Sequence 
	variable 
	Request Sequence number 

	
	
	


There will be no additional TLVs associated with KAM message.
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Figure 1 Figure 6.1.1.1: Keep_Alive Request Message Structure

The table below lists CM_Header values as well as required and optional TLVs that may be contained in a RESPONSE to Keep_Alive message: Keep_Alive_Response
Table 2 Figure 6.1.1.2: Keep_Alive_Response CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	8
	=Keep_Alive_Response

	TLV_Count  
	0
	No additional TLVs in KAM response

	Session ID
	variable
	Session ID must be same as initial Configuration_Request 

	Sequence 
	variable 
	Same as Request Sequence number 


After TLS tunnel establishment, TSCF function will expect (if explicitly configured) to receive a Keep Alive Message (KAM) from TSE periodically on pre-determined time interval. If KAM is not received as expected, TSCF function will terminate the tunnel. If TSCF function receives KAM, it will respond with Keep Alive Response of it is own toward TSE. The response will contain the same sequence as a Client’s REQUEST.  If TSE does not receive KAM as expected, TSE should terminate the tunnel. The KAM time interval could be explicitly configured on TSCF and TSE in which case TSCF and TSE does not have to use the configuration messages to communicate the KAM interval. 
6.1.2
Keep alive time interval assignment by TSCF

The TSCF may optionally assign a Keep Alive message interval from its configuration.

The message flow below will enable TSCF to configure TSE with Keep Alive Interval:
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* * * Next Change * * * *

<Proposed change in revision marks>

_1387217274.vsd
Balloon callout. Select shape and start typing. Resize box to desired dimensions. Move control handle to aim pointer at speaker.


TLS Tunnel Information


Tunnel Session ID


Sequence


Outer L2


Outer L3


Outer L4


TLS Tunnel Layer


Control Message Header


Encrypted within TLS/DTLS tunnel


“Outer” Tunneling Client / TSCF headers


Packet on the wire


Inner Control Message 


Version 0.2   10/05/10   Henry Katz 


CM_Version


CM_Indicator


R


E


CM_Type=7


TLV_Count=0



_1387800872.vsd
Balloon callout. Select shape and start typing. Resize box to desired dimensions. Move control handle to aim pointer at speaker.


Tunneling Client (TC)
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Configuration_Request Message
Keep_Alive_Interval = 0
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TSCF assigns Keep Alive interval value from its configuration.



