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1. Introduction

In normal conditions, an LTE UE is mandated to require secure connections. In the early days of LTE, an exception was designed to allow early testing without security algorithms. LTE/SAE Trial Initiative (LSTI) documented a test method for the network to indicate that no security is used in the test session, even though SECURITY MODE COMMAND was received by the UE. 

Later on, the same encoding was also formally specified by 3GPP from Rel-9 onwards, and currently the UE can indicate its support of null algorithm in UE network capability IE during attach and the network can assign null integrity protection algorithm in NAS security algorithms IE in SECURITY MODE COMMAND. The same IE can also indicate null algorithm for ciphering.

The capability to negotiate and activate such null security context is needed for emergency calls that in some countries need to be supported also in limited service state where authentication and setting up of normal security context is not possible.

Semantic rules for the UE have been specified to limit the use of null security to only emergency call cases. This is done by mandating that the UE shall only accept enumerated EMM and ESM messages without security protection.




2. Null security indication in NAS messages 

For SAE Rel-8 test purposes, the NAS layer indication of testing without security was done by exceptional encoding of the UE network capability IE and NAS security algorithms IE as shown below.
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In Rel-9 and later releases the former spare bit and reserved value have been taken in use to indicate null algorithm also in 3GPP TS 24.301:
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Figure 9.9.3.34.1: UE network capability information element

Table 9.9.3.23.1: NAS security algorithms information element
	Type of integrity protection algorithm (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	EPS integrity algorithm EIA0 (null integrity protection algorithm)

	0
	0
	1
	
	EPS integrity algorithm 128-EIA1

	0
	1
	0
	
	EPS integrity algorithm 128-EIA2

	0
	1
	1
	
	EPS integrity algorithm EIA3

	1
	0
	0
	
	EPS integrity algorithm EIA4

	1
	0
	1
	
	EPS integrity algorithm EIA5

	1
	1
	0
	
	EPS integrity algorithm EIA6

	1
	1
	1
	
	EPS integrity algorithm EIA7

	

	Type of ciphering algorithm (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	EPS encryption algorithm EEA0 (null ciphering algorithm)

	0
	0
	1
	
	EPS encryption algorithm 128-EEA1

	0
	1
	0
	
	EPS encryption algorithm 128-EEA2

	0
	1
	1
	
	EPS encryption algorithm EEA3

	1
	0
	0
	
	EPS encryption algorithm EEA4

	1
	0
	1
	
	EPS encryption algorithm EEA5

	1
	1
	0
	
	EPS encryption algorithm EEA6

	1
	1
	1
	
	EPS encryption algorithm EEA7

	

	Bit 4 and 8 of octet 2 are spare and shall be coded as zero.

	






3. UE processing of SECURITY MODE COMMAND
3.1 Rel-8 UE 

Rel-8 UE that has not been enabled for LSTI testing (without security algorithms) will consider SECURITY MODE COMMAND with NAS security algorithms indication set to ‘000’ as protocol syntax error due to code point that has been defined ‘reserved’ (ref. 3GPP TS 24.007, clause 11.4.2). 

3GPP TS 24.301 clause 7.7.1 requires that both UE and network shall ignore syntactically incorrect IEs. Since NAS security algorithms IE is mandatory in the SECURITY MODE COMMAND message, this leads to Rel-8 UE rejecting the whole message due to missing critical information.

Consequences in Rel-8: 
· UE that is not enabled for LSTI test capability will reject SMC with null integrity protection. 
· UE that is enabled for LSTI test capability is vulnerable to MiM attacks due to security back door that was only intended for initial testing phase is supported when roaming in live networks.
3.1 Rel-9 and later UE 

Reference specification for Rel-9 and later UE defines NAS security algorithms IE code point ‘000’ for EIA0 null algorithm, so receiving that code point in SECURITY MODE COMMAND does not raise any protocol decoding error. 

Procedural rules for the use of this code point have been specified in 3GPP TS 24.301 clause 4.4.4 as follows:
For the UE, integrity protected signalling is mandatory for the NAS messages once a valid EPS security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the NAS messages once a secure exchange of NAS messages has been established for the NAS signalling connection. Integrity protection of all NAS signalling messages is the responsibility of the NAS. It is the network which activates integrity protection.

The use of "null integrity protection algorithm" EIA0 (see subclause 9.9.3.23) in the current security context is only allowed for an unauthenticated UE.

3GPP TS 24.301 clause 5.4.3.3 mandatorily requires that UE must restrict the use of null integrity protection algorithm EIA0 only for emergency use:
The UE shall accept a SECURITY MODE COMMAND message indicating the "null integrity protection algorithm" EIA0 as the selected NAS integrity algorithm only if the message is received for a UE that has a PDN connection for emergency bearer services established or a UE that is establishing a PDN connection for emergency bearer services.

That requirement is based on security requirement on the use of null algorithms in Annex B of 3GPP TS 33.401:
EIA0 shall be used only for emergency calling for unauthenticated UEs in LSM.

When the UE cannot accept SECURITY MODE COMMAND, then it must respond with SECURITY MODE REJECT, and in this case #24 ‘security mode rejected, unspecified’ seems reasonable cause value (3GPP TS 24.301 clause 5.4.3.5).

Consequences in Rel-9 and later releases: 
· UE that follows Rel-9 and newer specification will reject security mode procedure with null algorithm, unless the UE has requested emergency attach or emergency PDN connection.
· UE that accepts null algorithm for non-emergency service opens up an old security back door for MiM attack.
· Network that assigns null algorithm for any other than emergency use forces the UEs to either reject SECURITY MODE COMMAND or accept weakened security.

4. Proposal

The whole problem goes away, if the networks restrict the use of null security algorithm to unauthenticated emergency access cases only.

The originators invite CT1 to analyse the identified compatibility issue and to answer the following questions:

1. Can the network use null algorithm also when the UE is not attached for emergency?
2. Should the UE accept null algorithm when it is not attached for emergency?
3. Do the answers to Q1 and Q2 trigger any CT1 CRs?

The originators would appreciate CT1 answers to the above questions. We also volunteer to provide CRs, if any change of specification is seen necessary by CT1.
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1) The spare bit (bit #8) in Octet 4 of the UE network capability IE (TS 24.301 section 9.9.3.34) sent from the
UE to the MME in the ATTACH REQUEST message will be used to indicate support for “EIAC”, the null
integrity algorithm.

- In Integrity “by-pass” mode this spare bit is coded as “1” to indicate NULL Integrity

[ S S a—

UE ok apabif L Jacet

TETET oI UE ot copta otz
R RES

ol o el R N B o 3

soae Dhit | ewo | ews | ewe [ews [eos |ews focets

wemn [ e | ueke | vens [uens |uess |vess |uens s

vesz [usn | wee s [t v [use | o fester
soars [spae | soars | spume [spar [spare | o | igr_foiatre
(O O

e s

2) Security Mode Command message from the MME to the UE, the NAS Security Algorithms IE (TS 24.301
section 9.9.3.23) will use the “reserved” value of all zeros to indicate support for “EIAQ”, the null integrity
algorithm

- In Integrity “by-pass” mode value is coded as “000” indicates NULL Integrity
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