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4A.2
Bootstrapping procedure

The Push-NAF may initiate the bootstrapping procedure when:

a)
the UE is registered for the intended service; and

b)
the UE does not or can not perform a bootstrapping procedure directly with the BSF.
According to local policy, the Push-NAF may refresh the NAF SA before the expiry time of the NAF SA.

A Push-NAF and UE shall establish the NAF SA between them by running the bootstrapping procedure. The NAF SA consists of a NAF SA identifier, NAF-key material and. additional information as defined in 3GPP TS 33.223 [23]. The NAF SA is only valid for a certain time period, as determined by the NAF-key lifetime, and shall be deleted in the Push-NAF when the session expires.

The bootstrapping procedure shall be based on disposable Ks model and GBA-Push-Info (GPI) as defined in 3GPP TS 33.223 [23]. The Push-NAF pushes the GPI to the UE. The processing of GPI is defined in 3GPP TS 33.223 [23].

No specific transport method is mandated for transport of the GPI from the Push-NAF to the UE. However, when using specific transport methods, the transport address shall be determined as described in table 4A.2.1.

Table 4A.2.1: Transport addresses for Push message from Push-NAF to UE
	Transport Method
	Transport Address

	SMS
	MSISDN

	MMS
	MSISDN

	SIP MESSAGE
	IMPU

	UDP
	IP-Address


Annex X specifies the protocol details when using WAP Push via SMS for the transport of the GPI from the Push-NAF to the UE.

After a successful bootstrapping procedure and processing of the GPI, the UE and the Push-NAF have established NAF SAs as described in 3GPP TS 33.223 [23].
An example flow of a successful bootstrapping procedure can be found in subclause A1.3.
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Annex X (Normative):
Realization of GBA Push delivery  

X.1
Introduction

The GBA Push procedure is executed in order to establish a bootstrapped security association, i.e. bootstrapping session between a Push-NAF and a UE. The GBA Push service is initiated by delivering GBA Push Information (GPI) to the UE as described in 3GPP TS 33.223 [24]. However, 3GPP TS 33.223 [24] only specifies the GBA Push architecture; this Annex specifies how GPI is delivered to the UE using WAP Push without the OMA DM Notification structure. 
X.2
GPI delivery using WAP Push 
X.2.1
General
When the GPI data object is delivered using SMS, the Push-NAF and the UE shall use the Push OTA protocol over WSP as defined in OMA's "Push Over the Air" specification [xb] for connectionless non-secure push. 
X.2.2
Push-NAF procedures

In order to send the GPI via WSP, the Push-NAF shall construct a push message according to OMA's "Push Message Specification" [xc] and shall populate the push message as follows:
-
the Content-Type header shall include the MIME media type ‘application/vnd.3gpp.gba.gpi’ or the corresponding short code as defined in subclause X.3.1.3. 

-
the X-WAP-Application-ID header shall include the application-id associated with the specific GBA User Agent or the corresponding short code, if available for the application in question. The short code for the identifier of a specific application is defined in the corresponding specification for the application.
-
the Session Identifier shall be different between different GBA Push initiated sessions for the same recipient. All messages in the associated OMA DM session shall include the Session identifier as Session ID.
- 
the  message body shall contain the GPI envelope as described in subclause X.3.1.2 with the version field set to 1, the session identifier set by the server, as specified in sublause X.3.1.2, and GPI field set to the GPI.
NOTE 1:
One SMS can carry 140 bytes of information and the GPI message fits into a single SMS when short codes are used for the Content-Type and X-WAP-Application-ID attributes, as described in subclause X.3. When short codes are not defined, or not used, the WAP Push message does not fit into a single SMS message and then concatenated SMS messages are used. 
The general format of the GPI push message within one SMS message is shown as an example in Table X.2-1.

Table X.2-1: Example of a GPI Push message with header and content in one SMS

	Binary Value
	Bytes
	Meaning Description

	WDP headers starts

	06 
	1
	User-Data-Header (UDHL) Length = 6 bytes WDP layer

	05 
	1
	UDH IE identifier: Port numbers

	04 
	1
	UDH port number IE length

	0B 
	1
	Destination port (high, Port number 2948

	84
	1
	Destination port (low), Port number 2948

	Orig.port 
	1
	Originating port (high), Port number freely chosen by sender

	Orig.port 
	1
	Originating port (low), Port number freely chosen by sender

	End of WDP headers, 
WSP header starts

	Trans.id
	1
	Transaction ID / Push ID WSP layer 

	06 
	1
	PDU type (push)

	03 
	1
	Headerslength (content type+headers)

	Cont.Type 
	e.g. 1, Note 1
	Content type code MIME-Type AF X-WAP-Application-ID, see Clause X.3.1.3. 

	Appl.Id
	e.g. 2, Note 2
	Application Id

	End of WSP header, 

start of GBA specific information

	01
	1
	Version, see subclause X.3.1.2. 

	Sess.Id
	2
	16 bit integer for Session-ID, see subclause X.3.1.2

	
	Varying
	GPI

	Note 1: The length depends on the allocated short code; 1-4 bytes. This is 1 byte for OMA DM Notifications.

	Note 2: The length depends on the allocated short code; 2-4 bytes. This is 2 bytes for OMA DM Notifications.


NOTE 2: 
If the GPI Push message needs to be sent in more than one SMS, the segmentation information is added in 5 bytes to the WDP headers in each SMS (in total 7+5=12 bytes). The 5 added bytes are Type 0x00, len 0x03, Message Reference Number (byte) for concatenation, Current Segment Number (byte) and Total Segment Count (byte).
X.2.3
UE procedures

X.2.3.1
Reception of GPI in push message
Upon receiving a push message on the IANA registered WDP port 2948 according to OMA's "Push Message Specification" [xc] where:

-
the Content-Type header indicates the application/vnd.3gpp.gba.gpi MIME type as defined in subclause X.3.1.4 or the the corresponding short code as defined in sublause X.3.1.3; and 
- 
the X-WAP-Application-ID header indicates an application supported by the UE;
the UE shall extract GPI from the GPI envelope according to subclause X.3.1, check the integrity of the GPI and use the Application-ID to locate the corresponding application in the UE. The UE uses the content of the push message to establish a connection with the indicated server. All messages in the associated OMA DM session shall include the Session identifier (Session ID) as received from Push-NAF.
NOTE: 
As indicated in OMA DM Enabler Release v1.2 [xd] it is also possible to send WAP Push messages using some other transport than SMS, if the UE for example does not support SMS. OMA's "Push Message Specification" [xc] also specifies OTA-HTTP and OTA-SIP, which can be supported by the UE.

X.3
PDUs and parameters specific to the present document

X.3.1
GPI envelope 
X.3.1.1
General
This subclause defines the GPI envelope carrying GPI as specified for the GAA bootstrap framework in 3GPP TS 33.223 [24].
X.3.1.2
Structure

The GPI envelope is coded according to figure X.3.1.2-1 and table X.3.1.2-1.
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Figure X.3.1.2-1: GPI envelope
Table X.3.1.2-1: GPI envelope

	The version field is in the octet 1. Version field value equal to 1 indicates that the structure is according to this document. Sending entity does not set the version field to a value not defined by this document. Receiving entity ignores any GPI envelope with version field set to unknown value. 


	The session identifier field is in the octet 2 and the octet 3. The Session identifier field defines the identifier of the corresponding OMA DM session to be established due to the GBA Push message. The format and content definitions of the Session identifier field shall be the same as for the Session ID component in the OMA DM SYNCML header as specified in OMA Device Management Enabler Release v1.2, see [xd]. 


	The GPI field is in octets starting from octet 4 til the end of the GPI envelope.


X.3.1.3
GPI envelope short code values 
The GPI envelope defined in table X.3.2-1 indicates the Content-Type in the WSP header.

Table X.3.2-1: GPI Envelope short code values 
	WSP header attribute
	Value
	Short code
	Descriptions

	Content-Type
	application/vnd.3gpp.gba.gpi
	To be added

	The Content-Type indicates GPI envelope


Editor's note: The WSP short code for ‘application/vnd.3gpp.gba.gpi’ should be requested from Open Mobile Alliance.

X.3.1.4
IANA registration template

Editor’s note: The MIME type "application/vnd.3gpp.gba.gpi" needs to be registered in the IANA registry.
MIME media type name: 

application

MIME subtype name: 

Vendor Tree – vnd.3gpp.gba.gpi
Required parameters: 

None

Optional parameters: 

None
Encoding considerations: 

binary

Security considerations: 

None

Interoperability considerations: 

This content type provides a format for exchanging information in WAP push message.

Published specification: 

3GPP TS 24.109

(http://www.3gpp.org/ftp/Specs/html-info/24109.htm)

Applications which use this media: 

GBA Push
Intended usage: 

Delivery of GBA Push information
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