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Annex Ax (Informative):
Realization of GBA Push delivery  
Ax.1
Introduction

The GBA Push procedure is executed in order to establish a bootstrapped security association, i.e. bootstrapping session between a Push-NAF and a UE. GBA Push service can be initiated by delivering GBA Push Information data object (GPI) to the UE as described in 3GPP TS 33.223[24]. However, it only specifies the GBA Push architecture; this Annex specifies how GPI can be delivered to the UE using WAP Push without the OMA DM Notification structure. 
Ax.2
GPI delivery using WAP Push 
GPI may be sent to the ANDSF client using the Push OTA Protocol, see OMA "WAP Push OTA Specification" [xb]. When the WAP Push framework is used to deliver GPI data object over SMS, the non-secure connectionless WSP (see OMA "Wireless Session Protocol Specification" [xa]) session service is utilized as defined in [xb]. The following rules shall be adhered to as well as the order of the WSP headers:
· GPI must be send using non-secure connectionless push to port 2948.
· Content-Type header (see OMA "Push Messag" [xc]) shall include the MIME media type ‘application/vnd.3gpp.gba.gpi’. This indicates the content is GPI data object. When available the Content-Type code shall be used instead of the textual representation of the MIME code.
· The X-WAP-Application-ID header (see OMA "Push Messag" [xc]) shall include the application-id associated with the specific GBA User Agent. When available the registered application-id code shall be used instead of the textual representation of the Application-id.
· The GPI data object itself is a placed into WSP payload. 8 bit version number is added as a first byte of the payload and 16 bit session identifier is added after version number. Version number ‘1’ is defined to indicate that GPI follows immediately the version number and session identifier. Version number ‘255’ is reserved for future version extensions.
For example, the ANDSF application-id is ‘x-wap-3gpp:gba.andsf’. The message payload is designed to fit into a single short message when SMS is used to deliver WAP Push. If the WAP Push message does not fit into a single SMS message, concatenated messages shall be used.
Editor's Note: A new Content-Type code shall be requested from OMA and new codes for the NAF specific application-id shall be requested from the WAP Forum.
As indicated in OMA-ERELD-DM-V1_2 [xd] it is also possible to send WAP Push messages over other transport than SMS, like OBEX, SIP and HTTP. It is very unlikely that any other application would be active on the same port 2948, which is registered with IANA. In this case the Content-Type and X-WAP-Application-ID headers should  be sent using textual representation. The decoding of the message headers is straightforward even if the device lacks a full WAP stack and therefore the UE shall examine if the message has been sent to the WAP push port (2948) and if the Application-ID and the MIME type are the ones assigned to the GPI data object and NAF applications present in the UE. If this information is correct then the message shall be routed to the GPI handler indicated by the MIME type. 
UE shall accept the notification message if:
· Content-Type indicates GPI as defined in this chapter
· UE has application indicated by X-WAP-Application-ID
· The payload part can be decoded as presented in this chapter 
· UE can process the GPI

· GPI integrity check is passed.
· GPI is not re-used
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