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Introduction

This paper pertains to the type of Detach (“power off” or “non power off”) initiated by the UE when the Detach procedure is triggered as a result of UICC removal without switching off the device. 
Problem Statement

Section 4.7.4 of TS 24.008 and section 5.5.2 of TS 24.301 mandate that the UE perform the detach procedure upon UICC removal. However, neither specification indicates the value that should be set in the Detach type IE for this detach trigger. It is unclear whether the UE should indicate this type of detach to be “power off detach” or “non power off detach”.

RAN5 has developed the following test cases that verify UE behaviour upon USIM removal.

· TC 9.2.2.1.2 in 36.523

· TC 9.4.5.3 in 34.123

· TC 12.4.1.4a in 34.123

In all these TCs, RAN5 has assumed that the UE shall not indicate “power off detach” in Detach Request. These TCs further assume that the device will process Detach Accept.

The current language in CT1 specifications could be interpreted to imply that the UE could perform either “power off” or “non power off” Detach, but RAN5’s interpretation only allows “non power off detach”.

Proposal 1 – CT1 should clarify what type of Detach is allowed upon UICC removal.

What Type of Detach Should the UE Perform?

Given that it is required to perform Detach upon UICC removal, it is important to clearly specify what type of Detach is expected. This section discusses the various options with regard to setting Detach Type IE in the Detach Request. The various options for UICC removal Detach are,

1. The UE shall indicate “power off detach”

2. The UE shall indicate “non power off detach”

3. The UE shall indicate “power of detach” or “non power of detach”. Meaning either is allowed.
Security Considerations
From a security perspective, the UE is required to delete local security context upon the removal of the UICC. 
· TS 33.102 states the following in section 6.5.4.2,
“The ME shall delete IK from memory after power-off as well as after removal of the USIM.”

TS 33.102 states the following in section 6.6.4.2

“The ME shall delete CK from memory after power-off as well as after removal of the USIM.”

· TS 33.401 states the following in section 6.4.

“Any EPS security context shall be deleted from the ME if:

a) the UICC is removed from the ME when the ME is in power on state;”

Network Behaviour in Response to the Indicated Detach Type  

From a NW perspective, Detach Request handling defers depending on the Detach Type indicated.

If the UE does not indicate Detach Type to be “power off”, the NW is required to send Detach Accept.

· TS 24.008 states the following in section 4.7.4.1.2,
“When the DETACH REQUEST message is received by the network, the network shall send a DETACH ACCEPT message to the MS, if the detach type IE value indicates that the detach request has not been sent due to switching off.”

· TS 24.301 states the following in section 5.5.2.2.2.

“When the DETACH REQUEST message is received by the network, the network shall send a DETACH ACCEPT message to the UE and store the current EPS security context, if the Detach type IE does not indicate "switch off".”

Further, if the UE does not indicate Detach Type to be “power off”, the NW might initiate common procedures.

· TS 24.008 states the following in a note in section 4.7.4.1.2,
“When the DETACH REQUEST message is received by the network, and if the detach type IE value indicates that the detach is not due to power off, the authentication and ciphering procedure as well as the identification procedure may be performed.”

UE Implications
If, upon UICC removal, the UE performs “non power off” Detach, it creates the condition where,

· The NW will send Detach Accept

· The NW may initiate common procedures

· The UE may have to keep the security context until the reception and processing of Detach Accept, which could take up to 75 seconds (due to four retransmissions) if the UE encounters T3321 or T3421 timeouts.

On the other hand, if, upon UICC removal, the UE performs “power off” Detach, it creates the condition where,

· The NW will not send Detach Accept

· The NW will not initiate common procedures

· The UE may have to keep the security context until the transmission of Detach Request or until 5 seconds have elapsed.

Clearly, once the UICC has been removed, the UE will not be able to handle common procedures such as Authentication and Identification. Therefore, the use of “non power off” Detach is not useful.

Further, use of “non power off” Detach requires the UE to potentially keep local security context in use much longer.

Conclusion

The idea behind performing Detach upon UICC removal is to inform the NW that the UE is going “offline” so that necessary context clean-up can be performed on the NW side. This objective can be met by indicating “power off” in the Detach procedure.

Indicating “non power off” in the Detach procedure is not useful and may lead to additional procedures getting triggered. 

Proposal 2 – CT1 should clarify that upon UICC removal, the UE shall perform “power off” Detach.

Proposal 3 – Agree CRs C1-122702 and C1-122703.

