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Note that reversed SRVCC handover for emergency call from CS GERAN/UTRAN to PS is not allowed according to TS 23.216.
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*** BEGIN CHANGES ***
4.3.2.x
Derivation of keys at rSRVCC handover at CS to PS domain change from A/Gb mode to Iu mode

At CS to PS domain change from A/Gb mode to Iu mode due to rSRVCC handover (see 3GPP TS 23.216 [126]), the MS shall derive a UMTS security context for the PS domain from the current CS UMTS security context.

At CS to PS domain change from A/Gb mode to Iu mode due to reverse SRVCC handover, ciphering may be started and integrity shall be started (see 3GPP TS 25.331 [23c]) without any new authentication procedure. Deduction of the appropriate security keys for ciphering and integrity check in Iu mode depends on the current GSM or UMTS security context for the CS domain stored in the MS and the network.
The ME shall handle the PS UMTS ciphering key and the PS UMTS integrity key according to table 4.3.2.x.1.
Table 4.3.2.x.1/3GPP TS 24.008: rSRVCC handover from A/Gb mode to Iu mode
	Security context for the PS domain established in MS and network in A/Gb mode


	At inter-system change to Iu mode:

	GSM security context


	An ME shall derive the GPRS ciphering key (Kc’) from the stored GSM ciphering key, which was provided by the SIM/USIM during the latest successful authentication, and the NONCE received in the command to perform handover (see 3GPP TS 25.331 [23c]) using the key derivation function specified in 3GPP TS 33.102 [5a]. The MS shall set the GPRS CKSN of the derived GPRS security context for the PS domain to the value of the GSM CKSN of the GSM security context for CS domain. The ME shall use the derived GPRS ciphering key (Kc’) to derive the UMTS security keys UMTS ciphering key (CK’) and UMTS integrity key (IK’) for the PS domain. The conversion functions named "c4" and "c5" in 3GPP TS 33.102 [5a] are used for this purpose. The MS shall associate the derived keys UMTS ciphering key (CK’) and UMTS integrity key (IK’) for the PS domain with a KSI which shall be set to the value of the GPRS CKSN of the derived GPRS security context for the PS domain. Furthermore, the ME shall apply the new derived UMTS security keys and replace an already established GSM security context for the PS domain, if any, in both the ME and the SIM/USIM, when the rSRVCC handover from A/Gb mode has been completed successfully. Furthermore, the MS shall handle the STARTPS value as specified in 3GPP TS 25.331 [23c].


	UMTS security context


	An ME shall derive the PS UMTS security keys PS UMTS ciphering key (CK’) and PS UMTS integrity key (IK’) from the CS UMTS ciphering key and the CS UMTS integrity key, which were received from the UMTS security context for the CS domain residing in the USIM, and the NONCE received in the command to perform handover (see 3GPP TS 25.331 [23c]) as specified in 3GPP TS 33.102 [5a]. The ME shall set the KSI of the derived PS UMTS security context for the PS domain to the value of the KSI of the UMTS security context for CS domain. The ME shall use the derived PS UMTS security keys (CK’ and IK’) to derive the GPRS ciphering key (Kc’) using the "c3" conversion function as specified in 3GPP TS 33.102 [5a]. The MS shall set the CKSN associated with the derived GPRS ciphering key (Kc') to the value of the KSI of the derived PS UMTS security context for the PS domain. Furthermore, the ME shall apply the derived PS UMTS security keys (CK’ and IK’) and replace an already established UMTS security context for the PS domain, if any, in both the ME and the USIM, when the rSRVCC handover from A/Gb mode has been completed successfully. Furthermore, the MS shall handle the STARTPS value as specified in 3GPP TS 25.331 [23c].


For the case of an established UMTS security context for the CS domain, because of deriving a new UMTS security context for the PS domain, a new GPRS ciphering key needs to be derived from the new derived UMTS security keys (i.e. CK' and IK'). Since the new GPRS ciphering key is also part of the new UMTS security context for the PS domain, any old GPRS ciphering key stored in the USIM and in the ME belongs to an old UMTS security context for the PS domain, and can therefore no longer be taken into use.
The network shall replace an already established GSM or UMTS security context for the PS domain, if any, when the rSRVCC handover from A/Gb mode to Iu mode has been completed successfully.

If the SRVCC handover from A/Gb mode to Iu mode has not been completed successfully, the MS and the network shall delete the new derived GSM or UMTS security context for the PS domain. Additionally, the network shall delete the already established GSM or UMTS security context for the PS domain, if the CKSN of the already established GSM or UMTS security context is equal to the CKSN of the new derived GSM or UMTS security context for the PS domain.
4.3.2.y
Derivation of keys at rSRVCC handover at CS to PS domain change from Iu mode to Iu mode

At CS to PS domain change from Iu mode to Iu mode due to rSRVCC handover (see 3GPP TS 23.216 [126]), the MS shall derive a UMTS security context for the PS domain from the current CS UMTS security context.

At CS to PS domain change from CS Iu mode to PS Iu mode due to reverse SRVCC handover, ciphering may be started and integrity shall be started (see 3GPP TS 25.331 [23c]) without any new authentication procedure. Deduction of the appropriate security keys for ciphering and integrity check in PS Iu mode depends on the current GSM or UMTS security context for the CS domain stored in the MS and the network.
The ME shall handle the PS UMTS ciphering key and the PS UMTS integrity key according to table 4.3.2.y.1.

Table 4.3.2.y.1/3GPP TS 24.008: rSRVCC handover from CS Iu mode to PS Iu mode
	Security context for the PS domain established in MS and network in Iu mode


	At inter-system change to Iu mode:

	GSM security context


	An ME shall derive the GPRS ciphering key (Kc’) from the stored GSM ciphering key, which was provided by the SIM/USIM during the latest successful authentication, and the NONCE received in the command to perform handover (see 3GPP TS 25.331 [23c]) using the key derivation function specified in 3GPP TS 33.102 [5a]. The ME shall set the GPRS CKSN of the derived GPRS security context (Kc’) for the PS domain to the value of the GSM CKSN of the GSM security context for CS domain. The ME shall use the derived GPRS ciphering key (Kc’) to derive the PS UMTS security keys PS UMTS ciphering key (CK’) and PS UMTS integrity key (IK’) for the PS domain. The conversion functions named "c4" and "c5" in 3GPP TS 33.102 [5a] are used for this purpose. The ME shall associate the derived keys PS UMTS ciphering key (CK’) and PS UMTS integrity key (IK’) for the PS domain with a KSI which shall be set to the value of the GPRS CKSN of the derived GPRS security context (Kc') for the PS domain. Furthermore, the ME shall apply the new derived UMTS security keys and replace an already established GSM security context for the PS domain, if any, in both the ME and the SIM/USIM, when the rSRVCC handover from A/Gb mode has been completed successfully. Furthermore, the MS shall handle the STARTCS and STARTPS value as specified in 3GPP TS 33.102 [5a] and 3GPP TS 25.331 [23c].


	UMTS security context


	An ME shall derive the PS UMTS security keys PS UMTS ciphering key (CK’) and PS UMTS integrity key (IK’) from the CS UMTS ciphering key and the CS UMTS integrity key, which were received from the UMTS security context for the CS domain residing in the USIM, and the NONCE received in the command to perform handover (see 3GPP TS 25.331 [23c]) as specified in 3GPP TS 33.102 [5a]. The ME shall set the KSI of the derived PS UMTS security context (CK’ and IK’) for the PS domain to the value of the KSI of the CS UMTS security context for the CS domain. The ME shall use the derived PS UMTS security keys (CK’ and IK’) to derive the GPRS ciphering key (Kc’) using the "c3" conversion function as specified in 3GPP TS 33.102 [5a]. The MS shall set the CKSN associated with the derived GPRS ciphering key (Kc’) to the value of the KSI of the derived PS UMTS security context (CK’ and IK’) for the PS domain. Furthermore, the ME shall apply the derived PS UMTS security keys (CK’ and IK’) and replace an already established UMTS security context for the PS domain, if any, in both the ME and the USIM, when the rSRVCC handover from A/Gb mode has been completed successfully. Furthermore, the MS shall handle the STARTCS and STARTPS value as specified in 3GPP TS 33.102 [5a] and 3GPP TS 25.331 [23c].


For the case of an established UMTS security context for the CS domain, because of deriving a new UMTS security context for the PS domain, a new GPRS ciphering key needs to be derived from the new derived UMTS security keys (i.e. CK' and IK'). Since the new GPRS ciphering key is also part of the new UMTS security context for the PS domain, any old GPRS ciphering key stored in the USIM and in the ME belongs to an old UMTS security context for the PS domain, and can therefore no longer be taken into use.
The network shall replace an already established GSM or UMTS security context for the PS domain, if any, when the rSRVCC handover from CS Iu mode to PS Iu mode has been completed successfully.

If the SRVCC handover from CS Iu mode to PS Iu mode has not been completed successfully, the MS and the network shall delete the new derived GSM or UMTS security context for the PS domain. Additionally, the network shall delete the already established GSM or UMTS security context for the PS domain, if the CKSN of the already established GSM or UMTS security context is equal to the CKSN of the new derived GSM or UMTS security context for the PS domain.
*** END OF CHANGES ***
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