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**************** Next change *****************
9.1.3.2
Warning Message Delivery Procedure in GSM and UMTS

When emergency messages are to be sent, the following message flow applies. In this case, the paging message with a new emergency indication can invoke mobile terminals to start receiving CBS messages without MMI. Mobile stations invoked to start receiving CBS messages this way may stop receiving CBS messages (without MMI) after a period of time, which should not be less than 30 minutes in case DRX-Level-2 is used, and 2 minutes in case DRX-Level-1 is used.
3GPP TS 31.102 [18] defines USIM data files for configuration of warning messages reception. In case of non‑existing or empty USIM data files, the UE accepts all warning messages without security on all PLMNs as described in 3GPP TS 22.268 [28]. As specified in 3GPP TS 31.102 [18], the UE can be configured to not accept warnings in its HPLMN or in a PLMN equivalent to it. According to 3GPP TS 31.102 [18], UE can be configured to ignore all warnings messages that are received without security protection. 
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Figure 4b
1.
Network registration and security (e.g. mutual authentication) procedures are performed. The UE stores a flag that indicates whether or not it has authenticated the network.
NOTE 1:
This step is performed each time a UE is attached to a network (e.g. after each power-on).

2.
CBE (e.g. Information Source such as PSAP or Regulator) sends emergency information ("warning type", "warning message", "impacted area", and "time period") to the CBC. The CBC shall authenticate this request. The "warning type" takes one of the following values: earthquake, tsunami, earthquake and tsunami, test, or other. 
3.
Using the "impacted area information", the CBC identifies which RNCs need to be contacted and constructs the "Service Area ID list" for the cells in which the information is to be broadcast. 


The CBC shall send a WRITE-REPLACE message to all the identified RNCs. The message shall include an "emergency indication" to differentiate it from normal Cell Broadcast information, as well as the "Service Area ID list", "warning type", "warning message".
NOTE 2:
Due to requirements in earlier versions of this document, it is possible for "digital signature" and "timestamp" information to be transmitted within "warning message".
4.
The RNCs use the "Service Area ID list" information to identify which Node Bs they need to reach, and then, they relay information to them using the appropriate Iub interface message.

5.
The Node B receives the Iub message containing the emergency indication. As parallel actions, the RNC/Node B:

a)
shall start to broadcast the "warning message". This is broadcast by using a Cell Broadcast channel and modified System Information messages. This broadcast information is repeated continuously by the Node B for the "time period" requested by the CBE. 

b)
shall use paging messages in every paging group to alert idle mode mobiles to receive the broadcast warning message. Typically these paging messages are repeated in all paging groups for several DRX periods. The paging message contains the "ETWS indication" based on the "warning type" information. When the "warning type" is set to 'other', all of the warning information is included in the broadcast "warning message".
c)
may send the "ETWS indication" in other messages (System Information Change Indication or ETWS Primary Notification With Security) in order to reach mobiles in connected mode. Inclusion of "ETWS indication" is the same as that of the paging message mentioned above.

6.
The UE alerts the user immediately, using "warning type" value upon the reception of the "ETWS Indication", if the UE is configured to receive warnings on that PLMN (see 3GPP TS 31.102 [18]), and: 
-
the UE is configured to receive warnings "without security"(see 3GPP TS 31.102 [18]), and the UE has authenticated the core network of the NodeB it is camped on; or 
-
the UE is configured to receive warnings with security protection (see 3GPP TS 31.102 [18]), and security checks for this notification passed.
NOTE 3:
If the UE received the "ETWS Indication" more than once it will silently discard the optional primary notification.
NOTE 4:
When the "warning type" is 'test', the UE silently discards the "ETWS Indication" and does not perform the reception of the broadcast message described below. However, the UE specially designed for testing purposes may perform user alerting described above and proceed to the reception of the broadcast message described below

NOTE 5:
If the UE configured to receive warnings "without security" has not authenticated the core network of the Node B it is camped on, or if the UE is configured to not receive warnings on that PLMN, or upon failure of the security checks for the "ETWS Indication" if the UE has been configured to receive warnings with security protection, the UE does not perform the reception of the broadcast message described below.

Upon the reception of the"ETWS Indication", the UE activates the reception of the broadcast messages containing the "warning message" as the secondary notification. The UE indicates the contents of the "warning message" to the user.

The UE shall perform duplication detection of the received message as specified in subclause 8.2.

The UE shall ignore the values of "digital signature" and "timestamp" if received.
NOTE 6:
The "digital signature" and "timestamp" can be received due to requirements in earlier versions of this document.
7.
The RNC node sends a BMC REPORT-SUCCESS to the CBC in response to Write-Replace.
8.
CBC sends acknowledgement message to CBE.
**************** Next change *****************
9.1.3.3.2
Warning Message Delivery Procedure

The warning message to be broadcast is delivered via MMEs to multiple eNodeBs. The eNodeB(s) are responsible for scheduling the broadcast of the new message and the repetitions in each cell. 
3GPP TS 31.102 [18] defines USIM data files for configuration of warning messages reception. In case of non‑existing or empty USIM data files, the UE accepts all warning messages without security on all PLMNs as described in 3GPP TS 22.268 [28]. As specified in 3GPP TS 31.102 [18], the UE can be configured to not accept warnings in its HPLMN or in a PLMN equivalent to it. According to 3GPP TS 31.102 [18], UE can be configured to ignore all warnings messages that are received without security protection. 
The overall warning message delivery procedure is presented in figure 9.1.3.3.2-1:

[image: image2.emf] 

2.  Write - Replace Warning Request  

1. Emergency Broadcast Request  

4 .  Emergency Broadcast Response  

3 .  Write - Replace Warning Confirm  

CBC  

     0. Registration and s ecurity procedures;               Current time  

8. Record success/failure of  message delivery in trace  record  

7. User  Alerting   

6. Cell Broadcast delivery   

5 .  Write - Replace Warning Request  

6 .  Write - Replace Warning Response  

UE  

CBE  

eNodeB   MME  

Figure 9.1.3.3.2-1: Warning message delivery procedure

0.
Network registration and security (e.g. mutual authentication) procedures are performed. The UE stores a flag that indicates whether or not it has authenticated the network. If security is applied to warning message delivery then to guard against replay attacks, at least one of the core network nodes (MME, SGSN, MSC) shall use the Network Information and Time Zone (NITZ) feature as specified in 3GPP TS 22.042 [22], 3GPP TS 24.008 [23] and 3GPP TS 24.301 [37] to send the current Time of Day to the UE. The UE shall synchronise an internal Emergency Warning System clock to the UTC time supplied in this procedure. The UE's internal Emergency Warning System clock shall be accurate to within 5 minutes over a period of 1 month. The network shall ensure that the accuracy of the NITZ time information when it arrives at the UE is within 5 minutes. The NITZ procedure shall be used to synchronise the UE's internal Emergency Warning System clock each time a UE is attached to a network, and it is the responsibility of the network to ensure that it is refreshed at least once a month if a UE is continually attached.

NOTE 1:
This step is performed each time a UE is attached to a network (e.g. after each power on).

1.
CBE (e.g. Information Source such as PSAP or Regulator) sends emergency information (e.g. "warning type", "warning message", "impacted area", "time period") to the CBC. The CBC shall authenticate this request.

2.
Using the "impacted area" information, the CBC identifies which MMEs need to be contacted and determines the information to be place into the Warning Area Information Element. The CBC sends a Write-Replace Warning Request message containing the warning message to be broadcast and the delivery attributes (Message identifier, Serial Number, Tracking Area ID list, Warning Area, OMC ID, CWM Indicator) to MMEs.


The warning messages use the coding scheme for CBS data specified in 3GPP TS 23.038 [3].

The Tracking Area ID list is only used by the MME. The MME uses it for selecting which eNodeBs to forward the Write-Replace Warning Request message to.


The Warning Area shall be a list of Cell IDs and/or a list of TAIs and/or one or more Emergency Area IDs. The Warning Area is only used by the eNodeB. The eNodeB is configured with the TAI(s) and Cell ID(s) it serves and the Emergency Area ID(s) that it belongs to. The eNodeB checks for any match of the contents of the Warning Area with these IDs to identify the cells where to distribute the warning message. The Warning Area is an optional information element. If the Warning Area is absent, it shall be interpreted as "all cells on the eNodeB". The number of cell IDs will be limited by the message size on SBc and S1-MME. An Emergency Area ID is unique within the PLMN.


The message may include an OMC ID. If present, it indicates the OMC to which the Trace record generated in step 8 is destined. Co-location of that OMC with the CBC is an operator option.


CBC shall set the Concurrent Warning Message (CWM) indicator in all Write-Replace Warning Request messages, if the PLMN supports concurrent warning message broadcasts.


Unless they are not used by that PLMN, the "digital signature" and "timestamp" information are transmitted within the "warning message".

3.
The MME sends a Write-Replace Warning Confirm message that indicates to the CBC that the MME has started to distribute the warning message to eNodeBs.


If this message is not received by the CBC within an appropriate time period, the CBC can attempt to deliver the warning message via another MME in the same pool area.

4.
Upon reception of the Write-Replace Confirm messages from the MMEs, the CBC may confirm to the CBE that it has started to distribute the warning message.

5.
The MME forwards Write-Replace Warning Message Request to eNodeBs. The MME shall use the Tracking Area ID list to determine the eNodeBs in the delivery area. If the Tracking Area ID list is empty the message is forwarded to all eNodeBs that are connected to the MME.

6.
When S1-flex is used the eNodeB may receive same message from multiple MMEs. The eNodeB detects duplicate messages by checking the message identifier and serial number fields within the warning message. If any redundant messages are detected only the first one received will be broadcasted by the cells. The eNodeB shall use the Warning Area information to determine the cell(s) in which the message is to be broadcast. The eNodeBs return a Distribute Warning Message Response to the MME, even if it was a duplicate.


If there is a warning broadcast message already ongoing and the CWM Indicator is included in the Write-Replace Warning Message Request, the eNodeB does not stop existing broadcast message but start broadcasting the new message concurrently. Otherwise the eNodeB shall immediately replace the existing broadcast message with the newer one.

NOTE 2:
If concurrent warning messages are not supported, this requires the CBE/CBC to take care that 'lower' priority warnings are not sent while a higher priority warning is still being sent.


The eNodeB broadcasts the message frequently according to the attributes set by the CBC that originated the warning message distribution.

7a.
If the UE is configured to receive primary notification "without security", the UE has authenticated the core network of the eNodeB it is camped on, and the UE is configured to receive warnings on that PLMN (see 3GPP TS 31.102 [18]), then the UE can use "warning type" values, 'earthquake', 'tsunami' or 'earthquake and tsunami', immediately to alert the user. When "warning type" is 'test', the UE silently discards the primary notification, but the UE specially designed for testing purposes may proceed with the following procedures.


The UE activates reception of the broadcast messages containing the "warning message".


If the "digital signature" and "timestamp" are present and security checks fail, then the UE notifies the user of this fact and stops the user alerting.


If both the "digital signature" and "timestamp" are present and security checks pass, then the UE indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.


In other cases the UE indicates the contents of the "warning message" to the user along with an indication that the message has not been authenticated.


UE shall perform duplication detection of the received message as specified in subclase 8.2.
7b.
If the UE is configured to not receive primary notification "without security", or the UE has not authenticated the network, the UE activates reception of the broadcast messages containing the "warning message" if  the UE is configured to receive warnings on that PLMN (see 3GPP TS 31.102 [18]). When "warning type" is 'test', the UE silently discards the primary notification, but the UE specially designed for testing purposes may proceed with the following procedures.


Unless both the "digital signature" and "timestamp" are present and the security checks pass, the UE shall ignore the message, return to normal idle mode, and ignore primary notifications for the next X seconds.

NOTE 3:
Repetition period X is subject to regulatory requirements, but, in the absence of these requirements being included in the 3GPP specifications, the UE manufacturer may assume a value of 60 seconds.


If both the "digital signature" and "timestamp" are present and security checks pass, then the UE alerts the user; and indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.


The network shall use UTC time when constructing the "timestamp". The "timestamp" security check shall only pass if the "digital signature" check passes and the "timestamp" in the message is within 10 minutes of the UE's internal Emergency Warning System clock. The UE shall save all warning messages received within the previous 10 minutes up to a maximum number of N messages, and reject incoming messages that contain the same "timestamp" as a currently saved message.

NOTE 4:
The value N is subject to regulatory requirements, but, in the absence of these requirements being included in the 3GPP specifications, the UE manufacturer can assume a value of 20. A value of 20 would mean that up to 20 genuine warning messages can be sent to the same UE within a period of 10 minutes. If more than 20 genuine warning messages are sent within a period of 10 minutes, then it cannot be guaranteed that a UE would reject a maliciously replayed warning message.


UE shall perform duplication detection of the received message as specified in subclase 8.2.
8.
From the Write-Replace Warning Response messages returned by eNodeB's the MME determines the success or failure of the delivery and creates a trace record. Any OMC ID received in step 2 is written to the trace record to permit the O&M system to deliver them to the desired destination.

**************** End of changes *****************
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