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4
Generic Bootstrapping Architecture; Ub interface

4.1
Introduction

Generic Authentication Architecture (GAA) is based on shared secrets provided by generic bootstrapping architecture (GBA).  The stage 2 description of GAA framework is described in 3GPP TR 33.919 [2] and the GBA procedures in 3GPP TS 33.220 [1].

The GBA related to the Ub interface is between the UE and bootstrapping server function (BSF). During the bootstrapping procedure BSF also uses the Zh interface to request authentication vectors from HSS. The Zh interface is defined in 3GPP TS 29.109 [3]. The end result of the bootstrapping procedure is that both BSF and an UE have a security association in a form of a bootstrapping transaction identifier (B-TID) and key material (Ks).

According to 3GPP TS 33.220 [1] the bootstrapping procedure shall be based on HTTP Digest AKA as described in RFC 3310 [6]. The protocol stack of the Ub interface in bootstrapping procedure is presented in figure 4.1-1. The details are defined in the following subclauses.
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Figure 4.1-1: Protocol stack of Ub interface

The bootstrapping procedure described in the present document can result to different key materials depending on whether ME-based or UICC-based GBA is used. However, the bootstrapping procedure itself is the same for both ME-based GBA (GBA_ME), and UICC-based GBA (GBA_U). 
The bootstrapping procedure can also be based on SIM, i.e., 2G GBA. The 2G GBA bootstrapping procedure is specified in Annex H.
The bootstrapping procedures can also be based on GBA_Digest. The GBA_Digest bootstrapping procedures is specified in Annex I.
**** next change ****

Annex I (normative):
GBA_Digest

I.1
Introduction

This annex specifies the implementation option to use SIP Digest credentials for GBA. The procedure specified in this annex is called GBA_Digest. GBA_Digest allows access to applications in a more secure way that would be possible with the use of password based HTTP Digest. Stage 2 level description for GBA_Digest has been specified in 3GPP TS 33.220 [1], Annex M.

I.2
GBA_Digest bootstrapping procedure

A UE and the BSF shall establish a bootstrapped security association between them by running the GBA_Digest bootstrapping procedure. The bootstrapping security association consists of a bootstrapping transaction identifier (B-TID) and key material Ks. A Bootstrapping session on the BSF also includes security related information about the subscriber (in particular the user's private identity). A Bootstrapping session is valid for a certain time period, and shall be deleted in the BSF when the session becomes invalid.
The UE shall establish a TLS connection with the BSF prior to sending any HTTP request to the BSF.

A UE shall indicate to the BSF that it intends to run GBA_Digest as defined in 3GPP 33.220 [1] by including a "product" token in the "User-Agent" header field (cf. RFC 2616 [14]) that is set to a static string "GBA_Digest" in HTTP requests sent to the BSF. The BSF is configured to either allow or disallow the use of GBA_Digest bootstrapping. If GBA_Digest is disallowed, the BSF shall reject the HTTP request by the UE.
The GBA_Digest Bootstrapping procedure as specified in 3GPP TS 33.220 [1] is further detailed as described below.

-
Authorization, WWW-Authenticate, and Authentication-Info HTTP header fields shall be used as described in RFC 2617 [9] with following exceptions:

a)
the "realm" parameter shall be as defined for SIP Digest in TS 24.229 [25];
b)
the quality of protection ("qop") parameter shall be "auth";
Editor's note : [GBA-ext-St3, CRxyz] the current version of TS 33.220 has "qop"="auth" for GBA_Digest, however both 3G GBA and 2G GBA use "qop"="auth-int". Correct qop for GBA_Digest is ffs, ask SA3.
c)
the "username" parameter shall contain user's private identity (IMPI);
d)
the "nonce" field shall be populated as specified in 3GPP TS 33.220 [1], Annex M with a random number generated by the BSF according to RFC 2617 [9]; and
-
a password, which is called "passwd" and is derived as specified in 3GPP TS 33.220 [1], Annex M..

In addition to RFC 2617 [9], the following apply:

a)
in the initial request from the UE to the BSF, the UE shall include an Authorization header field with following parameters:


the uri directive, set to either absoluteURL "https://<BSF address>/" or abs_path "/", and which one is used is specified in RFC 2617 [9];

-
the nonce directive, set to an empty value;

-
the response directive, set to an empty value;
b)
in the HTTP response containing the Digest challenge from the BSF to the UE, the BSF shall include parameters to WWW-Authenticate header field as specified in RFC 2617 [9];
c)
in the HTTP request sent as an answer to the HTTP response in bullet b) the UE shall include an Authorization header field that contains a digest-response, "cnonce", and "nonce-count" header field parameters as specified in RFC 2617 [9], and
-
the uri directive, set to either absoluteURL "https://<BSF address>/" or abs_path "/", and which one is used is specified in RFC 2617 [9];

-
the nonce directive, set to an empty value; and
d)
n the message from the BSF to the UE, which the BSF shall only send after the BSF concluded that the UE has been authenticated, the BSF shall include an Authentication-Info header with the "rspauth" parameter. Furthermore, the BSF shall include the bootstrapping transaction identifier (B-TID) and the key lifetime to an XML document in the HTTP response payload. The BSF may also include additional server specific data to the XML document. The XML schema definition of this XML document is given in Annex C.
After a successful bootstrapping procedure the UE and the BSF shall contain the key material (Ks) and the B-TID. The key material shall be derived from SIP Digest  parameters as specified for GBA_Digest in 3GPP TS 33.220 [1]. In addition, the BSF may also contain a set of security specific attributes (GUSS) related to the UE, depending on the conditions in clause 4.5.2 of 3GPP TS 33.220 [1].

I.3
User authentication failure

If the response returned by the UE is different than expected, the BSF may challenge the UE again with a new Digest challenge using the same SIP Digest authentication vector. After N consecutive incorrect responses from the UE, the BSF shall indicate a failure to the UE. The exact value of N is defined by local policy.
I.4
Network authentication failure

In case the UE fails at authenticating the network, the UE shall abort the bootstrapping procedure.
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