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1. Introduction
For the case of a UE with a establish PDN connection for emergency bearer service call back is potentially possible, and CT1 has worked in enhancements which attempt to provide possibility for call back in a number of situations.
However, it is observed that in some scenarios the network rejects the service request from the UE regardless of whether the UE is attached for emergency bearer services or it has a PDN connection established for emergency bearer services which results in the user not being able to receive call back or perform a new emergency call.
This paper analyzes the standardized CT1 behaviour for emergency bearer services, the scenario where the issue arises, and provides a way forward to solve the issue so that call back or new emergency call becomes possible for the user.
2. Discussion
2.1 Current situation in 3GPP

For emergency bearer services, it is quite normal that the operator requires authentication for emergency bearer services, though depending on local requirements or operator preference the network can allow the service to unauthenticated UE (e.g., no valid USIM). The use of the NAS security control procedure with the “null integrity protection algorithm" (EIA0), and “null ciphering algorithm” (EEA0) allows setting up unauthenticated emergency bearer services (see 3GPP TS 24.301 [1], 3GPP TS 33.401 [2], 3GPP TS 23.401 [3]).
According to present version of 3GPP TS 24.301 [1], for the attach or tracking area updating procedure the MME is alllowed to skip the AKA procedure even if no EPS security context is available and proceed directly to the execution of the security mode control procedure with EIA0 and  EEA0 (see sub-clauses 5.5.1.2.3, and 5.5.3.2.3). Quotation of sub-clause 5.5.1.2.3 of 3GPP TS 24.301 [1]:
During an attach for emergency bearer services, the MME may choose to skip the authentication procedure even if no EPS security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.3.

The above is to only allow service for unauthenticated UE during an attach procedure for emergency bearer services or during a tracking area updating procedure for a UE that has only a PDN connection for emergency bearer services.
However, for the case of a UE using the NAS service request procedure, the MME has not the same option and is mandated to directly reject the service request from the UE if an EPS security context is not available. This occurs regardless of whether the UE is attached for emergency bearer services or it has a PDN connection established for emergency bearer services. Quotation of sub-clause 4.4.4.3 of 3GPP TS 24.301 [1]:
If a SERVICE REQUEST or EXTENDED SERVICE REQUEST message fails the integrity check, the MME shall reject the request with EMM cause #9 "UE identity cannot be derived by the network".
The above mandated MME behaviour can result in undesirable effects for a user using emergency bearer services.

2.2 Scenario

Now, let’s consider the following scenario:
1. The UE is attached for emergency bearer services, and a current EPS security context is stored in the UE and the MME with integrity and ciphering algorithms different than EIA0, EEA0 (AKA and security mode command procedure were successful).
2. At the end of the emergency call, the UE immediately moves to EMM-IDLE mode and the established PDN connection for emergency bearer services is kept.
3. The emergency PDN connection is still available, and the UE triggers the NAS service request procedure in order to initiate a new emergency call by re-using the still existing established emergency PDN connection.
4. The current EPS security context used by the UE is now not available at the MME side, so the MME rejects the NAS service request procedure with EMM cause #9 to force the UE to reattach.
The problem of the scenario above is that in case of ‘call back’ this cannot be delivered to the UE since it has to reattach. Also, the UE is in fact not allowed to re-use the established PDN connection for emergency bearer services though kept.
2.3 Analysis

The situation of a UE using an EPS security context while this context is not available in the MME is actually described by 3GPP TS 24.301 [1], and therefore in “certain situations” the UE can send protected NAS messages to the MME (e.g., SERVICE REQUEST, EXTENDED SERVICE REQUEST) when the EPS security context is no longer available in the network. Quotation of sub-clause 4.4.4.3:
[..]

-
SERVICE REQUEST;

-
EXTENDED SERVICE REQUEST.

NOTE 2:
These messages are processed by the MME even when the MAC that fails the integrity check or cannot be verified, as in certain situations they can be sent by the UE protected with an EPS security context that is no longer available in the network.

Now, the key point is to identify in which cases (“certain situations”) the EPS security context becomes not available in the MME, though the UE still holds a current EPS security context.

It seems that there might be two possible scenarios can take place:

1. Low layer failure occurs during the NAS security mode control procedure during a previous EMM specific procedure (attach, tracking area updating, service request).

2. The MME partially fails so deletes the EPS security context though the EMM context for emergency is maintained.
The case 1. is actually observed, and possible as described by 3GPP TS 24.301 [1]. The sub-clause 5.4.3.7 describes the abnormal case of lower layer failure during the NAS security mode control procedure when it is completed by the UE indeed (new EPS security context is taken into use, and NAS security is started).

The following abnormal cases can be identified:
a)   Lower layer failure before the SECURITY MODE COMPLETE or SECURITY MODE REJECT message is received
      The network shall abort the procedure.
During an NAS security mode control procedure, which is accepted by the UE, the UE takes into use a new EPS security context (the SECURITY MODE COMPLETE message is sent). However, at the MME side, if lower layer failure happens before the SECURITY MODE COMPLETE is received, then the MME aborts the NAS security mode control procedure, and applies the EPS security context, if any, in use before the initiation of the security mode control procedure. Now, the current EPS security context is not the same in the UE and the MME. 
 
The failure of an NAS security mode control procedure does not trigger the current EMM context for emergency (and EPS bearer context) to be deactivated. Hence, EMM context for emergency can still remain. Then, the scenario described in the section 2.2 can occur from step 3, as follows:

3. The emergency PDN connection is still available, and the UE triggers the NAS service request procedure in order to initiate a new emergency call by re-using the still existing established emergency PDN connection.

3a. The MME initiates an NAS security mode control procedure during the service request procedure. A lower layer failure occurs during the NAS security mode control procedure which results in no shared current EPS security context in the UE and the MME (i.e. in the UE is new while in the MME is old). The service request is aborted.
3b. The established PDN connection for emergency bearer services still remains and the UE still would like to re-use this PDN connection for a new emergency service. Then, a new service request procedure is initiated, which is protected by the new EPS security context.

4. The current EPS security context used by the UE is now not available at the MME side, so the MME rejects the NAS service request procedure with EMM cause #9 to force the UE to reattach.
The additional case 2. above (the MME deletes the EPS security context) seems very rare that a partial failure takes place (e.g., processing in the MME).

In short, the case 1. is possible and already described by 3GPP TS 24.301 [1] but it is defined as an abnormal case. We can say that the observed case and more likely scenario to take place is a lower layer failure of an NAS security mode control procedure which results in having different current EPS security context in the UE and the MME whereas an existing PDN connection for emergency bearer services is not deactivated.

2.4 Proposal

As described in the section 2.1, when the no shared EPS security contet is available for the attach or tracking area updating procedure, the MME is alllowed to skip the AKA procedure even if no EPS security context is available and proceed directly to the execution of the NAS security mode control procedure with EIA0 and EEA0 (see sub-clauses 5.5.1.2.3, and 5.5.3.2.3 of 3GPP TS 24.301 [1]).

However, for the service request procedure the MME has to reject the UE, and therefore it is forced to reattach (#9 is provided) when integrity check fails regardless of whether the UE is attached for emergency bearer services or it has a PDN connection established for emergency bearer services.

It could be possible to enhance the Rel-11 version of 3GPP TS 24.301 [1] so that the MME is allowed to proceed with the execution of the NAS security mode control procedure with EIA0 and EEA0 when no shared EPS security context is available for the service request procedure (re-using the existing already defined behaviour for attach or tracking area updating procedure).
3. Conclusion

It has been observed that the network rejects the service request from the UE regardless of whether the UE is attached for emergency bearer services or it has a PDN connection established for emergency bearer services which results in the user not being able to receive call back or perform a new emergency call immediately.
CT1 already provides a mechanism to handle the situation when no shared EPS security context is available (in the UE and the MME) so that the user can still get service by means of using an EPS security context with EIA0 and EEA0 (unauthenticated emergency bearer services). However, this mechanism is only currently allowed for the attach and tracking area updating procedures.
One possible solution to solve the issue could be to define an optional or mandatory MME behaviour to mimic the already defined mechanism in order to allow proceeding with the execution of the NAS security mode control procedure with EIA0 and EEA0 when no shared EPS security context is available during a service request procedure. This would allow the user to perform a new emergency call and receive a potential call back.
We therefore propose that CT1 discusses the issue of no shared EPS security context for a UE which is attached for emergency bearer services or it has a PDN connection established for emergency bearer services, and finally decides a way forward.
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