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	Reason for change:
(

	In certain cases the current specification can allow excessive update of UTRAN security parameters to USIM. This could lead to premature USIM failure caused by wear-out of the USIM flash memory.
In alignment with CR 33.102-0242r1 (SP-110563), it is proposed that the files on the USIM are updated only at power on and power off of the UE. As requested by RAN2 in LS (C1-114499/R2-115643), the present CR describes this in TS 24.008. 

At switch-off, the STARTcs and STARTps values to be stored on the USIM depend on whether the respective UMTS security context stored on the USIM has been taken into use or not. See the requirement in TS 33.102, subclause 6.4.8:

During authentication and key agreement the START value associated with the new key set of the corresponding service domain is set to 0 in the USIM and in the ME.

Note that until switch-off the START values on the USIM contain the value "THRESHOLD" (= maximum value of STARTCS and STARTPS provided on the USIM), and therefore the value 0 should not be written to the USIM "during" the AKA. Therefore it is proposed to apply the following logic:

If the new key set is taken into use before switch off, then the AS will reset the START value fo the respective domain to 0, and at switch off the UE can store the START value on the USIM.

If the new key set is not taken into use before switch off, then at switch off the UE stores the value 0 as START value for the respective domain.

	
	

	Summary of change:
(

	The UE condition for updating of STARTcs and STARTps values to USIM is changed to trigger update only at switch on and switch off of the UE.
At switch-off, the STARTcs and STARTps values to be stored on the USIM depend on whether the respective UMTS security context stored on the USIM or the UMTS security keys derived from the GSM security context have been taken into use or not.

	
	

	Consequences if 
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not approved:
	Inconsistency between 3GPP TS 33.102, 25.331 and 24.008 causes USIM failures.
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	Other comments:
(

	This CR is related with corresponding CR 4885 on TS 25.331, but no formal linkage for conditional approval is required since both changes depend on new requirement from SA3 that was already approved in TSG SA #53.


4.1.1.x
Handling of security related parameters at switch on and switch off
At switch on, an ME supporting UTRAN Iu mode shall:

-
if a USIM is inserted, read the STARTCS and STARTPS value from the USIM and set the STARTCS and STARTPS value on the USIM to the maximum value of STARTCS and STARTPS provided on the USIM (see 3GPP TS 31.102 [112]); and

-
if a SIM is inserted, read the STARTCS and STARTPS value from the non-volatile memory and set the STARTCS and STARTPS value in the non-volatile memory to the default value specified in 3GPP TS 33.102 [5a], subclause 6.8.2.4.

NOTE:
The lower layer handles the STARTCS and STARTPS value stored in the volatile memory of the ME as specified in 3GPP TS 25.331 [23c].
Only at switch off, an ME supporting UTRAN Iu mode shall proceed for each of the two domains, CS and PS, as follows:

-
if since switch on the ME performed an authentication procedure for the respective domain and stored the new security context on the USIM or SIM, and the new security context was not taken into use, the ME shall set the START value for this domain on the USIM or, if a SIM is inserted, in the non-volatile memory to zero; and

-
otherwise, if a security context for the respective domain is stored on the USIM or SIM, the ME shall store the current START value used by the lower layer for this domain on the USIM or, if a SIM is inserted, in the non-volatile memory.
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