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1. Introduction
Joint meeting between CT1, SA2, RAN2 and RAN3 was held during CT1 #75. In GMM and EMM protocols allow the network to reject a UE originated request with an extended wait timer. For UEs accessing the network with low priority this is normal congestion control case, but the joint meeting agreed that it is not a normal situation if a non-low priority UE receives an extended wait timer in GMM or EMM reject.
RAN2 considered AS layers transparent in such situation, which means that if the extended wait timer is received unexpectedly, then the AS passes the received timer value to NAS. The opinion of the joint meeting was that it is up to CT1 to deal with this issue, but precise processing requirements were not set. 
The joint meeting minutes from the 15th of November 2011 conclude the extended wait timer discussion as follows:

“It was agreed that this is an error case and the decision on whether this should be ignored or handled is left to CT WG1. If this is handled then this should be done in the NAS. No further liaison on this from or to CT WG1 or RAN WG2 to further discuss this issue is expected.”
The intention of this discussion paper is to analyse the different options and to volunteer to contribute on the selected solution based on the guidance and decisions of CT1.

Ideally the network should of course consider the priority indication given by the UE and rejecting e.g. emergency call with EWT is not desirable case. Normally emergency calls should not be rejected, unless the network is really badly congested due to emergency calls resulting from a major disaster. EWT is not an efficient way to handle that case, since emergency overrides the EWT even if it is running and the rejected UE can re-try emergency request. 
It is not sufficient implementation guidance to specify that something must not be sent, but we need to specify how the receiver handles the unexpected situation when that information is received. When the protocol allows the network to send certain response, then we need to specify how the UE shall handle it. 

2. RRC Procedures

2.1. RRC connection establishment
RRC connection is established via very similar signalling in UTRAN and EUTRAN and it includes  setting of security mode. Also possible RRC connection reject is similar. In both cases the security procedures are started after the completion of RRC connection establishment in RRC_CONNECTED state. UTRAN case based on 3GPP TS 25.331 is shown, EUTRAN as specified in 36.331 is similar:
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2.2. RRC connection reject

If the network cannot accept the RRC CONNECTION REQUEST e.g. due to congestion, then the request is rejected according to figure 8.1.3-2. In this case it is not possible to set the security mode.           [image: image2.png]UE
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Conclusion: In UTRAN and in EUTRAN the Extended Wait Timer (EWT) received in RRC Connection Reject is received without security protection. Handling of EWT received during connection reject is specified in 3GPP TS 24.008 and 24.301, but CT1 may need to consider some updates.

2.3. RRC connection release
Release of RRC connection is initiated by the network by sending RRC Connection Release message. UTRAN case specified in 3GPP TS 25.331 is shown and EUTRAN is similar in terms of security mode setting and Extended Wait Timer handling. Typically the RRC connection is releases after setting of security mode.
Also RRC Connection Release can include Extended Wait Timer. This extended wait timer is specified both in 3GPP TS 25.331 (clause 10.3.3.12a) and 3GPP TS 36.331 (clause 6.2.2) as “wait time for Delay Tolerant access request(s)”.
If the RRC Connection Release takes place immediately after RRC connection establishment, then there is no time for security mode setting. But there is no requirement for the network to clear the connection immediately.
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Conclusion: In UTRAN and in EUTRAN the Extended Wait Timer received in RRC Connection Release can be received with security protection. 
Handling of EWT received during release of PS signalling connection or NAS signalling connection is not yet covered in 3GPP TS 24.008 and 24.301.
3. UE processing of unexpected extended wait timer
3.1. Extended wait timer received without security protection
As shown in clause 2.2 above, the extended wait timer can be received without integrity protection. This opens up an opportunity for denial of service (DoS) attack via fake base station issuing en extremely long wait timer. On the other hand, an authentic (but not authenticated) radio network might use it for overload control. 
This DoS case does not depend on the priority level of the NAS level request that led to rejected RRC connection establishment. The network receives indication on whether the UE is requesting for RRC connection for low, normal or high priority access. This information can be used by the network to choose which requests to reject and which ones to accept, but since the AS protocol allows for any RRC CONNECTION REQUEST to be rejected, CT1 should be prepared for the possibility that an RRC CONNECTION REJECT can be received as a response to any RRC CONNECTION REQUEST, whether low, normal or high priority.
3.2 Extended wait timer received with security protection
Clause 2.3 above shows that the UE can receive extended wait timer in an integrity protected message. In this case the main risk is not a possible DoS attack, but the possible mismatch of back-off timers. Timer values for mobility management back-off timers T3246 and T3346 can be sourced from AS or NAS layers. 

An extended wait timer that is received with security protection and related with high priority request is an unexpected situation. But in such case the network is authentic and it was aware that the UE was not making low priority request, yet the network decided to issue extended wait timer. 

Extended Wait Timer processing is currently covered in CT1 specifications 3GPP TS 24.008 and 24.301 only in the RRC establishment reject case. The AS specifications 3GPP TS 25.331 and 36.331 allows the radio network to pass EWT to the UE also in RRC connection release messages. The handling of EWT in RRC CONNECTION RELEASE is not covered in the current versions of CT1 specifications and should be added.

3.3 Extended wait timer received when back-off timer is already running
Once the back-off timer is running, the protocol does not distinguish between AS and NAS originated timer values. It is just a back-off timer with some remaining value. 

If new timer value is received when the back-off timer is already running, then it is questionable whether it is appropriate to change the value of an already running back-off timer based on the received EWT. At least it would not be appropriate to shorten a long NAS timer value due to short timer value received from AS.  

4. Conclusions

4.1 Decision points

1. If back-off timer is not running, what should the UE do with EWT that is received unprotected (in RRC CONNECTION REJECT)?

a. Ignore EWT in all cases?

b. Ignore EWT if the static UE configuration is not low priority?

c. Ignore EWT if it is received as response to non-low priority request? 

d. Start back-off timer with the value indicated by EWT?

2. If back-off timer is already running, what should the UE do with EWT that is received unprotected (in RRC CONNECTION REJECT)?

a. Ignore EWT in all cases?
b. Ignore EWT if the static UE configuration is not low priority?
c. Ignore EWT if it is received as response to non-low priority request?
d. Re-start back-off timer with the value indicated by EWT?

3. (if applicable based on Q2) If back-off timer is already running does it matter whether EWT is longer or shorter than remaining back-off timer value?
a. If EWT is considered valid, then back-off timer will be re-loaded with EWT value

b. Even if EWT is considered valid, it not allowed to shorten the remaining back-off timer value

c. If back-off timer is already running, then EWT shall be ignored

4. Where should CT1 specify the handling of security protected EWT received in RRC CONNECTION RELEASE
a. In existing clauses of NAS/PS signalling connection release in 24.008 and 24.301?

b. In new clauses that would be started for EWT handling at connection release?

4.2 Proposed way forward

It is proposed to decide on the following principles and specify the UE handling of extended wait timer accordingly:

1. (c) or (d)? Option c restricts possible DoS attack of fake (e)NodeB to low priority devices only. Option d allows the network to use EWT against any UE.
2. (a): If back-off timer is already running, then unprotected EWT shall be ignored in all cases
3. (c): If back-off timer is already running, then EWT shall be ignored (see Q2 above)
4. (a): The handling of EWT in RRC CONNECTION RELEASE should be added to 24.301 clause 4 and 24.008 clause 4.7.1.9.
If the proposal can be agreed, then the originators volunteer to draft CRs to CT1 Rel-10 specifications.
