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1. Introduction

At the last CT1 meting (#73; in St. Julians), the lack of completion of the CT1 stage 3 work on IMS emergency call for UICC-less WLAN UE was disccussed (see C1-113765 [1]). Revisions of this CR were further discussed on CT1 explorer and later the CR submitted as a company contribution direct to TSG CT plenary (see CP-110710 [2]). The CR was finally withdrawn in order to continue the technical discussion in CT1.
This paper provides an overview of requirements on IMS emergency call for the case of UICC-less WLAN UE and the comments provided during TSG CT plenary. This document further provides answer to the comments and proposes to complete the CT1 work on IMS emergency by aligning with requirements and solution in stage 2 in both SA2 and SA3.
2. Discussion

2.1 Stage 2 requirements and stage 3 status
A misalignment with stage 2 on I-WLAN exists in CT1 (i.e., 3GPP TS 24.234 [3]) on IMS emergency call for I-WLAN with stage 2 requirements from Rel-7 (SA2 and SA3 specifications, i.e., 3GPP TS 23.234 [4] and 33.234 [5]). 

The fact is that SA3 was late in providing the security solution for UICC-less WLAN UE, and therefore this came at the very last moments of the developement of the Rel-7 specification and overlooked by CT1 who was moving to the busy Rel-8 work. That is why, the CT1 specification initially contained several editor’s notes indicating that this part of the IMS emergency call work was for further study (FFS) up to and including v7.5.0, quote:
Editor’s Note: EAP methods for UICC-less case are FFS and pending discussions in SA3.

The above editor’s note in some sections of 3GPP TS 24.234 [3] were finally replaced by proper notes when work because of lack of CT1 work on this area, quote from the latest Rel-7 version, i.e., v7.6.0:

NOTE:
 The UICC-less case is not supported in this version of protocol.

However, it is important to note that anyhow CT1 provides part of the solution already in Rel-7, but the specification of the network selection in case of UICC-less WLAN UE (see 3GPP TS 24.234 [3]; sub-clause 5.2.5.4). Hence, though there are already mandatory requirements for a UICC-less WLAN UE in CT1, the work is however not complete. The issue is how a UICC-less WLAN UE implementation can be designed since no the whole solution is not defined by stage 3. One may look directly to the stage 2 solution to complete the work, but this is not enough when considering all scenarios.
Additonally, similar situation as in CT1 existed for the CT4 specifications (see 3GPP TS 23.303 [6], and 29.234 [7]), though they went a bit further than CT1 the work was still not complete in Rel-7. Note that CT4 has completed their part of the work in Rel-10, and therefore CT4 specifications fully cover the case of UICC-less WLAN UE.

2.2 Specified stage 2 solution for IMS emergency call over I-WLAN

The particular specified solution for.IMS emergency call over I-WLAN is part of the 3GPP specifications from Rel-7 (see 3GPP TS 23.234 [4], and 33.234 [5]). This solultion relies on establishing a tunnel towards a specific W-APN (for support of IMS emergency call). The PDG needs to seek authentication/authorisation from the 3GPP AAA proxy or server in the same network. Also, no service subscription is necessary for the user to gain access to the specific W-APN for IMS emergency call. Note that based on national regulations and operator’s policy, WLAN authentication signalling between WLAN UE and 3GPP AAA server may also be skipped.

For the particular case of UICC-less WLAN UE stage 2 states, quote of 3GPP TS 33.234 [5]; section :

-
For the UICC-less case, EAP-TLS shall be used to make sure there isn't change needed in WLAN AN.

No change needed in the deployed WLAN ANs. EAP-TLS is a widely used authenticaiton method. Moreover, note that that the use of EAP-TLS (specified stage 2 solution) does not mandate peer authentication (RFC 5216 [8]).
The specified stage 2 requirements are crystal clear on the fact that a particular network access identifier (NAI) has to be used for device identification purposes. Per 3GPP TS 23.234 [4], quote “For the case of UICC-less IMS Emergency Call, an identifier of the UE (e.g. IMEI) should be used as the permanent username”. Now, the specified 3GPP stage 2 solution for UICC-less is in the section 7.1 of 3GPP TS 33.234 [5] says that IMEI can be used, and further this identity is used for construction of the NAI to be provided by the WLAN UE. It is important to bear in mind that per stage 2 and stage 3 the NAI has to follow RFC 4282 [9], quote of 3GPP TS 33.234 [5]; “The user identity shall be compliant with Network Access Identifier (NAI) format specified in IETF RFC 4282 [14]”
The use of equipment identifier is in line with many countries regulatory requirements since if emergency calls are made from device operated without SIM card, originated network cannot transmit the calling line number of the access (CLI) information to the public safety answering point (PSAP) because the CLI cannot be determined. In countries where this is authorized, as an alternative solution, equipment identifier (IMEI) may be transmitted.
2.3 Operational considerations
It has been raised that I-WLAN has to look to possible operational consideration, and therefore it is important to note that stage 2 considers all possible deployment scenarios (see section 5.4 on Network advertisement and selection in 3GPP TS 23.234 [4]), quote:

Referring to the figure the user subscribing to the services provided to the 3GPP Home Network can reach the associated home network in two different ways, e.g. via either of 3GPP Visited Network #1 or 3GPP Visited Network #2.
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Figure 5.2: Network Advertising and Selection Scenario

Another scenario is represented by an area covered by some WLAN Access Networks (WLAN AN#1, #2, …, #n) having a set of roaming agreements with different 3G networks (3GPP Visited Network #1,#2,…,#n) and where one of the WLAN Access Network has a directly roaming agreement with the 3GPP Home network or the WLAN Access Network is directly deployed by the 3GPP Home network. A WLAN UE entering the area wants to connect to his own 3GPP Home Network to which he is a subscriber (as shown in figure 5.2).
Referring to the figure the user subscribing to the services provided to the 3GPP Home Network can reach the associated home network in three different ways, e.g. via WLAN AN#1 then through either of 3GPP Visited Network #1 or 3GPP Visited Network #2, or via WLAN AN#2.

Seeing the above architectural requirements all scenarios are covered within I-WLAN, and therefore it is ensured that I-WLAN works in all potential scenarios. This includes the cases of 3GPP operators which have direct control (ownership) of WLAN access network (AN) or are part of multi operator whose access point are operated by different business units. Also, stage 2 covers the scenario of third parties WLAN ANs with or without direct relationship with the 3GPP operator (as described in the figure and text above).
2.4 Emergency call outside 3GPP
It has been raised that the new approved IEEE 802.11u [9] standard (February 2011) provides means for indication of emergency call for devices without credentials. 

However, there is no conflict between the 3GPP specified solution and IEEE 802.11u [9].When one reads IEEE 802.11u [9] sees that the emergency NAI used (section 7.3.4.16) is, quote; “The Emergency NAI field contains a UTF-8 string formatted in accordance with RFC4282”, and no further details are provided on this NAI. This is aligned with the 3GPP NAI decoration (construction) which as previously proof has to be in accordance to RFC4282 [10] (3GPP TS 33.234 [5], 23.003 [6]). Hence, a 3GPP NAI could be used in principle in IEEE 802.11u [10]. However, this is not the 3GPP specified solution and is out of the scope of 3GPP, and not part of the proposed CR on this topic.
In addition, emergency support is considered as a local service. In roaming scenario (3GPP TS 23.234 [4]), the local AAA server is enough to handle the authentication procedure, and in most emergency attach scenarios, the service can also be provided even when the authentication is failed (3GPP TS 33.234 [4], TS 29.234 [7]). Also, note that the use of EAP-TLS (specified stage 2 solution) does not mandate peer authentication (RFC 5216 [8]). Hence, though 3GPP does not describe use of 3GPP NAI in IEEE 802.11u [9], there is no reason for failure of the call based on 3GPP NAI.
Additionally, regarding draft-ieft-ecrit-unauthenticated-03 [11], this internet draft provides a collection of solutions for unauthenticated device. The solution specified by 3GPP matches one of them (use of indication for emergency in EAP authentication), quote:

- Higher-layer emergency indication: Typically emergency indication in access authentication. The emergency caller's end host provides an indication as part of the access authentication exchanges.  EAP based authentication is of particular relevance here. Examples
One can well say that the specified 3GPP stage 2 solution matches and is aligned with the draft-ietf-ecrit-unauthenticated-03 [11]. In any case, note that this draft has a number of open issues based on IETF 81 minutes [12]. According to the minutes the open issues are not editorial in nature, and the authors are looking for input from the working group in order to resolve the open issues. This clearly means that draft-ietf-ecrit-unauthenticated-03 [11] is not stable.
All in all, we do not see any conflict between the 3GPP specified solution and IEEE 802.11u [9] or draft-ietf-ecrit-unauthenticated-03 [11]. Finally, the 3GPP specifications are defined for UE (WLAN UE) which are compliant with 3GPP, if they are not, they cannot be served by 3GPP network. 3GPP network has the requirement of using EAP-TLS (per stage 2). If this fails, the WLAN UE could select other ways for service (non 3GPP specified) if possible, as per any other service (also, the WLAN UE could attempt first other ways and if they fail, later attempt the 3GPP way). I do not see the problem with it, and this would be implementation dependent and outside the scope of 3GPP as usual.

It is important to note that there are regulatory requirements which mandate the support of emergency calls for terminal devices in many countries around the World (e.g., see EU directive 2002/22EC [13] and EU website [14]). In addition, there are stage 1 requirements in 3GPP TS 22.101 [15] which indicate that emergency calls has to be supported by the UE without a UICC being present (3GPP TS 22.234 [16] refers to 3GPP TS 22.101 [15] for emergency calls).

3. Conclusion

The case of emergency call is a very important scenario consider in regulatory requirements not only in 3GPP but also around the World. This includes the case of device operated without UICC.
Additionally, it has been acknowledged that stage 2 work is complete from Rel-7 onwards, but CT1 simply overlooked the late inclusion of the related requirements and solutions at the end of the Rel-7 timeframe. That is why, the reason of the misalignment between stage 2 and stage 3 in CT1.

We believe that the related CR in C1-113950 is aligned with the 3GPP specified solution in both stage 2 and stage 3 (i.e,, 3GPP TS 24.234 [4], 33.234 [5], 23.003 [6], and 29.234 [7]), and therefore proposed to complete the CT1 work and aligned our specifications.
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