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In ETWS up to and including the Rel-10, it is not specified which digital signature algorithms to use or how the needed signature generation and verification keys should be provisioned and managed. This is acknowledged (see S3-110148), and SA3 has started a new Work Item for this for future releases.
A - Open UE behaviour:

However, for releases up to and including the Rel-10, TS 23.041 does not specify what shall be the UE behaviour when it receives the "digital signature" and "timestamp" and does not run any security check in the absence of knowledge of the digital signature algorithm to use. The current specification is open to whether or not the UE displays the warning message:
Upon the reception of  the paging message, whether the UE is configured to receive ETWS warnings over paging message or not, the UE activates the reception of the broadcast messages containing the "warning message" as the secondary notification, as follows:

-
If both the "digital signature" and "timestamp" are present in the "warning message" and security checks fail, then the UE notifies the user of this fact and stops the user alerting.

-
If both the "digital signature" and "timestamp" are present and security checks pass, then the UE indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.

-
In other cases, the UE indicates the contents of the "warning message" to the user along with an indication that the message has not been authenticated.


Unless both the "digital signature" and "timestamp" are present and the security checks pass, the UE shall ignore the message, return to normal idle mode, and ignore paging messages with the "ETWS indication" for the next [X] seconds.
· NOTE:
Repetition period [X] is subject to regulatory requirements.
Should the scenario of "digital signature" and "timestamp" present with digital signature security check not performed, be interpreted as a “security failure”, or not ? Should it fall within the first or the second bullet point in yellow above ?
If it is assumed that the network does not provide the "digital signature" and "timestamp" to the UE (since the functionality to provide the algorithm to the device does not exist in the Rel-10), in order to guard against false messages, the approach of not displaying warning messages (approach 1) may be better.

If, on the other hand, it is assumed that some roaming scenarios are possible where the device would not know which algorithm to use but would roam to a network providing the “digital signature” and “timestamp” (because this network has provided the algorithm by some other means to its ‘home devices’ ?), then to ensure that a genuine warning message is displayed, the approach of displaying the warning message (approach 2) may be better.

Below is a high-level summary of the potential pros/cons of approach 1 versus approach 2:

	
	Network sends "digital signature" and "timestamp" today
	Network does not send "digital signature" and "timestamp" today

	Alternative 1
	Message not displayed when we want the message displayed.

* A fake eNB could make the UE display fake messages (it would not send the IEs). The UE would also indicate that the message has not been authenticated.
	Message displayed (with indication that it has not been authenticated), this is what we want.

* A fake eNB could make the UE display fake messages, with the UE not indicating that the message has not been authenticated.

	Alternative 2
	Message displayed (this is what we want).

* A fake eNB could make the UE display fake messages. The UE would indicate that the message has not been authenticated)
	Message displayed (this is what we want).

* A fake eNB could make the UE display fake messages, with the UE not indicating that the message has not been authenticated.


B - Self-contradiction:
In addition, the current TS 23.041 clearly includes a self-contradiction, as the first green highlight below indicates that for all cases of "digital signature" and "timestamp" not present, the UE indicates the content of the warning message (with an indication that it has not been authenticated). However, the second green highlight below indicates that for all other cases than "digital signature" and "timestamp" present while security checks pass, the UE shall ignore the message:
Upon the reception of  the paging message, whether the UE is configured to receive ETWS warnings over paging message or not, the UE activates the reception of the broadcast messages containing the "warning message" as the secondary notification, as follows:

-
If both the "digital signature" and "timestamp" are present in the "warning message" and security checks fail, then the UE notifies the user of this fact and stops the user alerting.

-
If both the "digital signature" and "timestamp" are present and security checks pass, then the UE indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.

-
In other cases, the UE indicates the contents of the "warning message" to the user along with an indication that the message has not been authenticated.


Unless both the "digital signature" and "timestamp" are present and the security checks pass, the UE shall ignore the message, return to normal idle mode, and ignore paging messages with the "ETWS indication" for the next [X] seconds.
· NOTE:
Repetition period [X] is subject to regulatory requirements.
C - Proposal and way forward:
Two (alternative) change requests are provided, following alternative 1 and 2 above, respectively. It is proposed that CT1 discuss the technical correctness of those CRs, and then ask SA3 opinion between the two alternatives, as the final choice may also represent a security trade-off between potentially the risk to not receive a genuine message and potentially the risk to receive a non-genuine message. This should then lead to the agreement of one CR. Note that the CRs are provided for the Rel-10, but since this is a critical correction bringing the correction back the Rel-8 (release where this feature was introduced) is not excluded.
Alternative 1, C1-111956 (not displaying the warning message if "digital signature" and "timestamp" are present and the UE does not know which digital signature algorithm to use, using yellow highlight below, in addition to solving the self-contradiction using green highlight below) is as follows:
Upon the reception of  the paging message, whether the UE is configured to receive ETWS warnings over paging message or not, the UE activates the reception of the broadcast messages containing the "warning message" as the secondary notification, as follows:

-
If both the "digital signature" and "timestamp" are present in the "warning message" and security checks fail (possibly including the UE no provisioned with digital signature algorithm), then the UE notifies the user of this fact and stops the user alerting. The UE shall return to normal idle mode and ignore paging messages with the "ETWS indication" for the next [X] seconds.
· NOTE:
Time period [X] is subject to regulatory requirements.
-
If both the "digital signature" and "timestamp" are present and security checks pass, then the UE indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.

-
In other cases, the UE indicates the contents of the "warning message" to the user along with an indication that the message has not been authenticated.


· 
Alternative 2, C1-111957 (displaying the warning message if "digital signature" and "timestamp" are present and the UE does not know which digital signature algorithm to use, using yellow highlight below, in addition to solving the self-contradiction using green highlight below) is as follows:
Upon the reception of  the paging message, whether the UE is configured to receive ETWS warnings over paging message or not, the UE activates the reception of the broadcast messages containing the "warning message" as the secondary notification, as follows:

-
If both the "digital signature" and "timestamp" are present in the "warning message" and security checks fail, then the UE notifies the user of this fact and stops the user alerting. The UE shall return to normal idle mode and ignore paging messages with the "ETWS indication" for the next [X] seconds.
· NOTE:
Time period [X] is subject to regulatory requirements.
-
If both the "digital signature" and "timestamp" are present and security checks pass, then the UE indicates the contents of the "warning message" to the user along with an indication that the message has been authenticated.

-
In other cases (including the "digital signature" and "timestamp" present with no digital signature algorithm provisioned to the UE), the UE indicates the contents of the "warning message" to the user along with an indication that the message has not been authenticated.


· 
