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BACKGROUND
In LS S2-112218/C1-111822 SA2 asks CT1/CT3 for guidance on how to effectively achieve unidirectional bearers / PDP contexts.

The root of the problem is the interpretation on how unidirectional bearers are defined and how does the UE schedule UL packets acording to the TFTs and uplink packet filters.

Quoting the text in 23.060 (rel. 7):

“For 'MS/NW' mode, the MS evaluates for a match, first the uplink packet filter amongst all TFTs that has the smallest evaluation precedence index and, in case no match is found, proceeds with the evaluation of uplink packet filters in increasing order of their evaluation precedence index. This procedure shall be executed until a match is found, or all uplink packet filters have been evaluated. If a match is found, the PDP PDU is transmitted on the PDP context that is associated with the TFT of the matching uplink packet filter. If no match is found, the MS shall evaluate whether the PDP PDU belongs to an application for which the MS applied a local mapping to a PDP context. If this is the case, the relevant PDP context shall be used. [Otherwise, the PDP PDU shall be sent via the PDP context that has not been assigned a TFT including an uplink packet filter](1). If all PDP contexts have been assigned a TFT including an uplink packet filter, the MS shall silently discard the PDP PDU.”

In 23.401 this was somehow mirrored in Rel.8 as:

“A unidirectional EPS bearer is either associated with an UL TFT or a DL TFT that matches the unidirectional traffic flow(s) [and a DL TFT or an UL TFT in the other direction that blocks all traffic flows](2).”
There are a couple of problems with the current approach:

1.  Problem with text (1): There is a problem on the interpretation of “match-all” filter for a TFT in the abscense of uplink traffic filters. If there is a PDP context with no TFT, and a PDP context with a TFT with only DL traffic filters, then what should the UE use as match-all? The correct behavior should be to use the PDP context with no TFT, but the text in red (1) does not clarify. Note that there is no TFT check defined to avoid this situation.
Conclusion 1: the text in 23.060 creates issues in the scheduling of UL packets and should be corrected at least Rel. 10 onwards
2. Problem with text (2): First of all there are no UL TFT and DL TFT, there are TFTs with UL and/or DL packet filters. Second, as the SA2 LS mentions, this could create the UE to reject the PDP context activation/modification as a semantic error (extract from 24.008, similar exists in 24.301):

c)
Semantic errors in packet filters:

1)
When a packet filter consists of conflicting packet filter components which would render the packet filter ineffective, i.e. no IP packet will ever fit this packet filter. How the network determines a semantic error in a packet filter is outside the scope of the present document.


The network shall reject the activation request with cause "semantic errors in packet filter(s)".


The MS shall reject the activation request with cause "semantic errors in packet filter(s)".
Conclusion 2: Text in 23.401 regarding unidirectional bearers creates issues with the current check for semantic errors in the TFT in both 24.008 and 24.301 and should be corrected at least in Rel. 10 onwards.
One proposal discussed in SA2 (S2-112124) was to use port 9 “discard” for UL packet filter, so the UE would not find it a semantic error, but would most likely not use it. The idea is to avoid TFT that have packet filters in only one direction. However, a malicious user could create UL traffic matching this description and that would render the PDP context / bearer not unidirectional. Also, this is a network solution, but what would happen if it is UE requested? There is no TFT check in the network side that would prevent a UE from requesting a secondary PDP context with no UL packet filters and only DL packet filters.
Given the current Stage 2 and Stage 3 requirements in Rel. 8/9 the UE, there is no way in our opinion to effectively achieve a unidirectional bearer without changing the requirements in the UE.  

One approach to effectively achieve unidirectional bearers / PDP contexts, at least from Rel. 10 onwards, is to have an explicit signalling, either by an IE or by defining an explicit value for “match-none” filter, i.e., a special packet filter value that is interpreted as “no packet shall be transmited in this PDP context/ bearer” in that direction. It should be acceptable to have such change in Rel. 10. 
Of course, this explicit “match-none” filter or IE would not be understood by Rel. 8/9 UEs. To solve this, an indication in the PCO, that the UE supports explicit signalling for unidirectional bearers, shall be added. The P-GW can use this indication to decide whether to use explicit signalling to create a unidrectional bearer / PDP context. For Rel. 8/9 UEs, mechanisms to work around it can be left as implementation dependant.   

Proposal: 

It is proposed to reply SA2 with the following conclusions:

· Unidirectional bearers / PDP contexts cannot be effectively achieved in Rel. 8/9 without UE impact.

· Unidirectional bearers / PDP contexts can be defined from Rel. 10 using explicit indication, either by an IE or by defining a “match-non” packet filter value. UEs shall indicate support for such explicit indication in the PCO.  

