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	Reason for change:
(

	To address the following Stage 2 requirement for NIMTC in release 10.

TR 23.888 Conclusion (a) the UE behaviour changes outlined in bullets a, b, c, d, and e in clause 6.33; 

Referred clause 6.33:

(b) for ALL M2M devices, modification of the behaviour following receipt of ‘fatal’ MM/GMM/EMM cause values such as “IMSI unknown in HLR”, “illegal ME” and “persistent” cause values such as “PLMN not allowed”. These cause values could be wrongly sent “in panic” by an overloaded (V)PLMN, or, in a denial of service attack by a (mobile) false base station. Following receipt of these cause values, a site visit to all M2M devices is untenable, however, so is immediate re-accessing by the device. Some new middle ground is needed (e.g. retry at a randomly selected time between 24 and 48 hours later).

(f) Modification of “low value M2M” device behaviour following repeatedly unsuccessful MM/GMM/EMM procedures so that the device does NOT move to competing network(s) and inflict them with similar levels of signalling (over)load.



	
	

	Summary of change:
(

	1. All the GMM cause values sent to the MS for different procedures such as Attach, RAU, Service Request and the impact due to Authentication Reject message were analyzed.

2. Instead of modifying the MS behavior at all locations in the spec, new section has been introduced to specify requirements for MTC devices. 

3. When the MS receives fatal or persistent cause values, to avoid a site visit to all M2M devices inorder to power off the MS at the same time ensure the UE does not attempt immediately, a configurable timer has been introduced.

4. MS starts this timer upon receiving the extreme cause values and upon expiry of such a timer, MS can reset the forbidden PLMN list, forbidden PLMNs for GPRS service or set the USIM back to valid and re-attempt to connect with the network again.

5. Note the timer has been defined in 24.008 and rationale for introducing 1 timer for MM, GMM, EMM procedures is to avoid the following scenario: The mobile station ping-pongs between networks and all of them are congested; MS may have to not only track different timers but also the lists may get reset more often than 24 hours. This would lead to an undesirable effect unintended by the requirement. 
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* * * First Change * * * 
4.1.1.6 Specific requirements for MS configured for MTC
The following requirement applies for an MS that is configured for MTC: 

When the MS adds a PLMN identity to the "forbidden PLMN list" or the "forbidden PLMNs for GPRS service" list or sets the SIM/USIM as invalid for non-GPRS services or GPRS services or both, and timer T3245 is not running, the MS shall start timer T3245 with a random value, uniformly drawn from the range between 24h and 48h. 
Upon expiry of timer T3245, the MS shall erase the "forbidden PLMN list" and the "forbidden PLMNs for GPRS service" list and set the USIM to valid for non-GPRS services and GPRS services.
* * * Next Change * * * 
11.2
Timers of mobility management

Table 11.1/3GPP TS 24.008: Mobility management timers - MS-side

	TIMER

NUM.
	MM
STATE

	TIME
OUT
VAL.
	CAUSE FOR START
	NORMAL STOP
	AT THE EXPIRY

	T3210
	LOCATION UPDATING INITIATED
	20s
	-
LOC_UPD_REQ sent
	- LOC_UPD_ACC

-
LOC_UPD_REJ

-
AUTH_REJ

-
Lower layer failure
	

Start T3211

	T3211
	MM IDLE, 
	15s
	-
LOC_UPD_REJ with cause#17 netw. failure

-
lower layer failure or RR conn. released after RR conn. abort during loc. updating
	-
Time out

-
cell change

-
request for MM connection establishment

-
change of LA


	Restart the Location update proc.

	T3212
	MM IDLE
	Note 1
	-
termination of MM service or MM signalling
	-
initiation of MM service or MM signalling
	initiate periodic updating

	T3213
	LOCATION UPDATING INITIATED
	4s
	-
location updating failure
	-
expiry

-
change of BCCH parameter
	new random attempt

	T3214
	LOCATION UPDATING INITIATED

WAIT FOR OUTGOING MM CONNECTION

IMSI DETACH INITIATED
	20s
	AUTHENT FAILURE

Cause = ‘MAC failure’ or ‘GSM authentication unacceptable’ sent

	 AUTHENT REQ received
	Consider the network as ’false’ (see 4.3.2.6.1)

	T3216
	LOCATION UPDATING INITIATED

WAIT FOR OUTGOING MM CONNECTION

IMSI DETACH INITIATED
	15s
	AUTHENT FAILURE

Cause = Synch failure sent


	AUTHENT REQ received
	Consider the network as ’false’ (see 4.3.2.6.1)

	T3218
	LOCATION UPDATING INITIATED

WAIT FOR OUTGOING MM CONNECTION

IMSI DETACH INITIATED
	20s
	RAND and RES stored as a result of of a UMTS authentication challenge

	-
Cipher mode setting (A/Gb mode only)

· Security mode setting (Iu mode only) 

· CM_SERV_ACCEPT received 
· CM SERVICE REJECT received
-
LOCATION UPDATING ACCEPT received
-
AUTHENT REJ received

-
AUTHENT FAIL sent

-
enter MM IDLE or NULL
	Delete the stored RAND and RES

	T3220
	IMSI DETACH INITIATED
	5s
	-
IMSI DETACH

	-
release from RM-sublayer
	enter Null or Idle, ATTEMPTING TO UPDATE

	T3230
	WAIT FOR OUTGOING MM CONNECTION

WAIT FOR ADDITIONAL OUTGOING MM CONNECTION

WAIT FOR REESTABLISH
	15s
	-
CM SERV REQ

CM RE-EST REQ


	-
Cipher mode setting

-
CM SERV REJ

-
CM SERV ACC
	provide release ind.

	T3240
	WAIT FOR NETWORK COMMAND

LOCATION UPDATE REJECTED
	10s
	see subclause 11.2.1

	see subclause 11.2.1
	abort the RR connection

	T3241
	RR CONNECTION RELEASE NOT ALLOWED
	300s
	see subclause 11.2.1

	see subclause 11.2.1
	abort the RR connection

	T3242
	All except NULL
	12 hours
	   eCall only MS enters MM IDLE state after an emergency call
	- Time Out

- Power Off

- Removal of eCall only restriction
	Perform eCall Inactivity procedure in subclause 4.4.7

	T3243
	All except NULL
	12 hours
	   eCall only MS enters MM IDLE state after a test/reconfiguration call
	- Time Out

- Power Off

- Removal of eCall only restriction
	Perform eCall Inactivity procedure in subclause 4.4.7

	T3245
	All except NULL
	Note 2
	   PLMN ID identity added to "forbidden PLMN list" or "forbidden PLMNs for GPRS service" list or SIM/USIM is set to invalid for non-GPRS services or GPRS services or both, and timer T3245 not running
	-Time Out
-Power Off

-USIM is removed


	Reset the 

"forbidden PLMN list", "forbidden PLMNs for GPRS service" list, "forbidden PLMNs for attach in S1 mode" list and set the USIM to valid for non-GPRS and GPRS services.

	NOTE 1:
The timeout value is broadcasted in a SYSTEM INFORMATION message.
NOTE 2: 
The MS starts the timer with a random value, uniformly drawn from the range between 24h and 48h.
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