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Introduction

This discussion paper is intended to initiate discussion on the EMM cause values that may be impacted due to the introduction of NIMTC feature. 
The discussion paper mainly analyses the “persistent” and “fatal” cause values that could be sent by (V)PLMN which currently requires power cycle of the mobile station in some cases. Hence this is an attempt to first identify the EMM cause values, for each EMM procedure. Upon discussion and agreement on the outcome of the first step, a feasible solution can be proposed that will not require a site visit to all M2M devices in order to get them back to normal service.
Main objective of this paper is to identify and agree which EMM cause values will be impacted as a result of introducing M2M devices. 
Stage 2 requirements
TR 23.888 Conclusion (a) the UE behaviour changes outlined in bullets a, b, c, d, and e in clause 6.33; 

Referred clause 6.33:

(b) for ALL M2M devices, modification of the behaviour following receipt of ‘fatal’ MM/GMM/EMM cause values such as “IMSI unknown in HLR”, “illegal ME” and “persistent” cause values such as “PLMN not allowed”. These cause values could be wrongly sent “in panic” by an overloaded (V)PLMN, or, in a denial of service attack by a (mobile) false base station. Following receipt of these cause values, a site visit to all M2M devices is untenable, however, so is immediate re-accessing by the device. Some new middle ground is needed (e.g. retry at a randomly selected time between 24 and 48 hours later).

(f) Modification of “low value M2M” device behaviour following repeatedly unsuccessful MM/GMM/EMM procedures so that the device does NOT move to competing network(s) and inflict them with similar levels of signalling (over)load.

The first requirement is mainly to address the behaviour specified for persistent and fatal cause values. Potential solution is to specify a middle ground that will not require human intervention to get the device back to normal state. The second requirement is to ensure the M2M device does not move from one PLMN to another PLMN and inflict them with similar overload. While the 2 requirements could seem orthogonal in nature, they do impact similar (or the same) EMM cause behaviour, hence it is prudent to analyze the impact of the 2 requirements together. It is also important to ensure the solution proposed resolves the issues presented in both the requirements.

Analysis of current Stage 3

Analysis of all the EMM cause values sent to the UE for different procedures such as Attach, combined attach, TAU, combined TAU, Service Request and the impact due to Authentication Reject message is presented here. The intent of the table is mainly to highlight the cause values that require extreme actions from the UE (i.e. that may require manual intervention in some cases) and show that the corresponding cause value requires careful attention in release 10 for NIMTC feature to address the Stage 2 requirement stated above. 
Note the intent of this table is not to present all the actions as specified in 24.301. Empty cells indicate that no action is specified in 24.301 for the respective EMM cause value / EMM procedure in the subclause about “unsuccessful” outcome of the procedure. 
	Highlight the current actions for EMM cause values that may need to be addressed in release 10
	Attach/C.Attach
	TAU/C.TAU
	Detach
	Service Request
	Authentication

	IMSI unknown in HSS 
	
	
	Power off required or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	
	

	Illegal UE
	Switch off or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	Switch off or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	Switch off or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	Switch off or UICC containing the USIM needs to be removed (To be addressed in Release 10)

	

	IMEI not accepted
	UE enters EMM-DEREGISTERED. NO-IMSI
	
	
	
	

	Illegal ME
	Switch off or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	Switch off or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	Switch off or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	Switch off or UICC containing the USIM needs to be removed 

(To be addressed in Release 10)

	

	EPS services not allowed
	Switch off or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	Switch off or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	Switch off or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	Switch off or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	

	EPS services and non-EPS services not allowed
	Switch off or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	Switch off or UICC containing the USIM needs to be removed*1
(To be addressed in Release 10)
	Switch off or UICC containing the USIM needs to be removed

(To be addressed in Release 10)
	
	

	UE identity cannot be derived by the network
	
	UE initiates attach procedure
	
	UE initiates attach procedure
	

	Implicitly detached
	
	UE initiates attach procedure
	
	UE initiates attach procedure
	

	PLMN not allowed
	The UE stores the PLMN identity in the "forbidden PLMN list" and performs PLMN selection. (To be addressed in Release 10)

	The UE stores the PLMN identity in the "forbidden PLMN list" and performs PLMN selection. 

(To be addressed in Release 10)
	The UE stores the PLMN identity in the "forbidden PLMN list" and performs PLMN selection. (To be addressed in Release 10)

	The UE stores the PLMN identity in the "forbidden PLMN list" and performs PLMN selection. (To be addressed in Release 10)
	

	Tracking Area not allowed
	Stores the TAI in the "forbidden tracking areas for regional provision of service" and enters limited service state 

(Attach, C.Attach)
Stores the PLMN identity in the list of "forbidden PLMNs for attach in S101 mode" (Only Attach)

(To be addressed in Release 10)
	Stores the TAI in the "forbidden tracking areas for regional provision of service" and enters limited service state

(To be addressed in Release 10)
	Stores the TAI in the "forbidden tracking areas for regional provision of service"; Enters Limited Service State

(To be addressed in Release 10)

	Stores the TAI in the "forbidden tracking areas for regional provision of service" and enters limited service state

(To be addressed in Release 10)
	

	Roaming not allowed in this tracking area
	Stores the TAI in the "forbidden tracking areas for roaming" and enters limited service state; performs PLMN selection

(To be addressed in Release 10)
	Stores the TAI in the "forbidden tracking areas for roaming" and performs PLMN selection

(To be addressed in Release 10)
	Stores the TAI in the "forbidden tracking areas for roaming" and performs PLMN selection

(To be addressed in Release 10)
	Stores the TAI in the "forbidden tracking areas for roaming" and performs PLMN selection

(To be addressed in Release 10)
	

	EPS services not allowed in this PLMN
	Stores the PLMN identity in the “forbidden PLMNs for GPRS service” and performs PLMN selection. (To be addressed in Release 10)
	Stores the PLMN identity in the “forbidden PLMNs for GPRS service” and performs PLMN selection. (To be addressed in Release 10)
	Stores the PLMN identity in the “forbidden PLMNs for GPRS service” and performs PLMN selection. (To be addressed in Release 10)
	
	

	No Suitable Cells In tracking area
	UE shall store the current TAI in the list of "forbidden tracking areas for roaming" and searches for a suitable cell in another tracking area or in another location area in the same PLMN; Enters Limited Service State

(To be addressed in Release 10)
	UE shall store the current TAI in the list of "forbidden tracking areas for roaming" and searches for a suitable cell in another tracking area or in another location area in the same PLMN; Enters Limited Service State

(To be addressed in Release 10)
	UE shall store the current TAI in the list of "forbidden tracking areas for roaming" and searches for a suitable cell in another tracking area or in another location area in the same PLMN; Enters Limited Service State

(To be addressed in Release 10)
	UE shall store the current TAI in the list of "forbidden tracking areas for roaming" and searches for a suitable cell in another tracking area or in another location area in the same PLMN; Enters Limited Service State

(To be addressed in Release 10)
	

	MSC temporarily not reachable
	
	"combined TA/LA updating with IMSI attach" is triggered again*1
	
	
	

	Network failure
	
	"combined TA/LA updating with IMSI attach" is triggered again*1
	
	
	

	CS domain not available
	
	Combined attach or TAU with current PLMN is not allowed until switch or UICC containing USIM is removed

(To be addressed in Release 10)
	
	UE shall not attempt CS fallback until combined tracking area updating procedure has been successfully completed.
	

	ESM failure
	Action depends on the ESM cause value received.
	
	
	
	

	Congestion
	
	"combined TA/LA updating with IMSI attach" is triggered again*1

	
	
	

	Not authorized for this CSG
	UE enters Limited Service state; removes the CSG from Allowed CSG list (if the corresponding CSG ID exist); search for a suitable cell in the same PLMN
	UE enters Limited Service state; removes the CSG from Allowed CSG list (if the corresponding CSG ID exist); search for a suitable cell in the same PLMN
	UE enters Limited Service state; removes the CSG from Allowed CSG list (if the corresponding CSG ID exist)
	UE enters Limited Service state; removes the CSG from Allowed CSG list (if the corresponding CSG ID exist); search for a suitable cell in the same PLMN
	

	CS domain temporarily not available
	
	
	
	The UE shall not try to send an EXTENDED SERVICE REQUEST message for mobile originating services to the network until timer T3442 expires or the UE sends a TRACKING AREA UPDATE REQUEST message
	

	No EPS bearer context activated
	
	Deactivates EPS bearer contexts locally and performs EPS attach procedure.
	
	
	

	Semantically incorrect message
	
	
	
	
	

	Invalid mandatory information
	Protocol error
	Protocol error
	
	Protocol error
	

	Message type non-existent or not implemented
	
	
	
	
	

	Message type not compatible with the protocol state
	
	
	
	
	

	Information element non-existent or not implemented
	Protocol error
	Protocol error
	
	Protocol error
	

	Conditional IE error
	Protocol error
	Protocol error
	
	Protocol error
	

	Message not compatible with the protocol state
	
	
	
	
	

	Protocol error, unspecified
	Protocol error
	Protocol error
	
	Protocol error
	

	Message
	
	
	
	
	

	AUTHENTICATION REJECT
	
	
	
	
	The USIM is considered invalid until switching off the UE or the UICC containing the USIM is removed.


*1 – Only valid for Combined TAU.

Conclusion and Next Steps
Based on the investigation of all the EMM cause values that are specified, the following cause values need to be further analyzed in release 10.
· IMSI unknown in HSS

· Illegal UE

· Illegal ME

· EPS services not allowed

· EPS services and non-EPS services not allowed

· PLMN not allowed

· Tracking Area not allowed

· Roaming not allowed in this tracking area

· EPS services not allowed in this PLMN

· No Suitable Cells in tracking area

· CS domain not available

Additionally, UE reaction to AUTHENTICATION REJECT message needs to be addressed.

If there is agreement on the cause values and the message impacted, the authors are willing to take the next step in determining the modifications required for the above EMM causes and bring the necessary CR(s) to CT1 #67 in Barcelona.
