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	<Background>

This paper reflects the contents of the LS from GSMA to CT1.

In a roaming environment, it is recommended by GSMA that operators should deploy a security check function in the serving MSC and SGSN for all in coming SMS messages.  The security check function compares the RP-OA (SMS-SC Address) with the SCCP Originating Global Title, and rejects the SM delivery request (MAP-MT-Forward-SM) if the PLMN IDs contained in these information elements are different. 
<Reason for change>

SMS Home Routing allows SMS requests to go through ‘SMS router’ in the target PMN.Considering that roaming scenarios for SMS message delivery when an SMS-Router is deployed in the home PLMN of the destination subscriber.
For example, the SMS-SC in PLMN#A sends an SMS message to a subscriber of PLMN#B deploying SMS-Router, but the subscriber is roaming out to PLMN#C.

When an SMS Router is used at the serving MSC/SGSN in PLMN#C, RP-OA contains the SMS-SC address of PLMN#A, while the SCCP Originating Global TItle contains the global title of SMS Router in PLMN#B.
Thus, the Serving MSC/SGSN in PLMN#C will reject the MAP-MTForwardSM request due to the fact that the PLMN ID is different between these two parameters. As a result, the MT SMS delivery procedure fails.
This paper proposes the solution for this problem by changing the SMS-SC address of RP-OA subject to GSMA recommendation.
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1. Adding NOTE in 8.1.4(NOTE3) which clarifies why this solution is needed

2. Adding NOTE in 8.1.4(NOTE4) that in case operator apply this solution, then SMS REPLY PATH functionality can not be used.

3. Adding optional security check behaviour done in terminating MSC/SGSN (The behaviour is recommended by GSMA in the past but was not documented in 3GPP specification until now.) This is intended to maintain consitency within TS23.040.
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******************************First change******************************
8.1.2
Functionality of the MSC

When receiving a short message TPDU from the SMS‑GMSC ("forwardShortMessage", see clause 10), the MSC is responsible for the following operations:

‑
reception of the short message TPDU;
-
The receiving network may verify if the received SM-SC address (contained in RP-OA IE) and SCCP Calling Party Address are of the same PLMN.
‑
retrieving information from the VLR ("sendInfoFor‑MT‑SMS", see clause 10); location area address and, when appropriate, error information;
if errors are indicated by the VLR:

‑
returning the appropriate error information to the SMS‑GMSC in a failure report (negative outcome of "forwardShortMessage" see clauses 10 and 11);

if no errors are indicated by the VLR:

‑
transferring the short message to the MS (see 3GPP TS 24.011 [13]).

When receiving a confirmation that the message is received by the MS (see 3GPP TS 24.011 [13]):

‑
relaying the delivery confirmation to the SMS‑GMSC in a delivery report (positive outcome of "forwardShortMessage", see clauses 10 and 11).

When receiving a failure report of the short message transfer to the MS (see 3GPP TS 24.011 [13]):

‑
returning the appropriate error information to the SMS‑GMSC in a failure report (negative outcome of "forwardShortMessage", see clause 10).

When receiving a notification from the MS that it has memory available to receive one or more short messages (see 3GPP TS 24.011 [13]):

‑
relaying the notification to the VLR ("mSMemoryCapacityAvailable", see clause 10);

if errors are indicated by the VLR:

‑
returning the appropriate error information to the MS in a failure report (negative outcome of "ReadyForSM", see clauses 10 and 11).

When there is an ongoing MT-SMS transfer to the MS (see 3GPP TS 24.011 [13]), or other busy condition for MT-SMS, the MSC has the option to store the TPDU in a queue for a short time (which must be shorter than the supervision timer defined in 3GPP TS 29.002 [15]). The maximum time that a message may be queued is related to the permitted delay for the MSC to respond to the SMS-GMSC. When the MS becomes available for MT-SMS transfer, the stored TPDUs are delivered to the MS on a first-in first-out basis. If a message is not successfully transferred to the MS within the permitted time, the MSC returns an appropriate error to the SMS-GMSC. 
NOTE: The reaction of MSC when the message verification failed is operator specific and not specified in 3GPP specifications.
******************************Next change******************************

8.1.3
Functionality of the SGSN

When receiving a short message TPDU from the SMS‑GMSC ("forwardShortMessage", see clause 10), the SGSN is responsible for the following operations:

‑
reception of the short message TPDU;
-
The receiving network may verify if the received SM-SC address (contained in RP-OA IE) and SCCP Calling Party Address are of the same PLMN.
if errors are detected by the SGSN:

‑
returning the appropriate error information to the SMS‑GMSC in a failure report (negative outcome of "forwardShortMessage" see clauses 10 and 11);

if no errors are detected by the SGSN:

‑
transferring the short message to the MS (see 3GPP TS 24.011 [13]).

When receiving a confirmation that the message is received by the MS (see 3GPP TS 24.011 [13]):

‑
relaying the delivery confirmation to the SMS‑GMSC in a delivery report (positive outcome of "forwardShortMessage", see clauses 10 and 11).

When receiving a failure report of the short message transfer to the MS (see 3GPP TS 24.011 [13]):

‑
returning the appropriate error information to the SMS‑GMSC in a failure report (negative outcome of "forwardShortMessage", see clause 10).

When receiving a notification from the MS that it has memory available to receive one or more short messages (see 3GPP TS 24.011 [13]):

if errors are detected by the SGSN:

‑
returning the appropriate error information to the MS in a failure report (negative outcome of "ReadyForSM", see clauses 10 and 11).

if no errors are detected by the SGSN:

-
notifying the HLR of memory available in the MS via the SGSN with "ReadyForSM" (see clauses 10 and 11).

When the MS is becoming reachable again (see GSM 44.008 [12]):

-
notifying the HLR of MS being reachable via the SGSN (and via the MSC if any) with "ReadyForSM" (see clauses 10).

When there is an ongoing MT-SMS transfer to the MS (see 3GPP TS 24.011 [13]), or other busy condition for MT-SMS, the SGSN has the option to store the TPDU in a queue for a short time (which must be shorter than the supervision timer defined in 3GPP TS 29.002 [15]). The maximum time that a message may be queued is related to the permitted delay for the SGSN to respond to the SMS-GMSC. When the MS becomes available for MT-SMS transfer, the stored TPDUs are delivered to the MS on a first-in first-out basis. If a message is not successfully transferred to the MS within the permitted time, the SGSN returns an appropriate error to the SMS-GMSC .
NOTE: The reaction of SGSN when the message verification failed is operator specific and not specified in 3GPP specifications.
******************************Next change******************************

8.1.4
Functionality of the SMS Router

When receiving a routing information retrieval ("sendRoutingInfoForShortMsg", see clause 10), the SMS Router is responsible for the following operations:

‑
interrogating the HLR ("sendRoutingInfoForShortMsg", see clause 10); retrieving routing information or possible error information. This interrogation may be omitted if a parameter within the "sendRoutingInfoForShortMsg" explicitly indicates that delivery of a short message is not intended and only MCC+MNC are requested. 

if HLR is returning error information:

‑
forwarding the returned error information transparently to the SMS-GMSC;

if no errors are indicated by the HLR:

‑
creating an MT Correlation ID;

-
storing against the MT Correlation ID: the IMSI, the MSC address and/or the SGSN address. The address of the SMS‑GMSC and the destination MSISDN may also be stored. Creating an MT Correlation ID and storing these data against the MT Correlation ID may be omitted if a parameter within the "sendRoutingInfoForShortMsg" explicitly indicates that delivery of a short message is not intended;

-
forwarding the returned information to the SMS-GMSC populating the IMSI IE with the MT Correlation ID and either:

a)
the MSC address and/or SGSN address with the address of the SMS Router; or

NOTE 1:
In this case if two addresses (SGSN and MSC) are received from HLR, the SMS-GMSC chooses (operator dependant) via which node (SGSN or MSC) the SM is first to be sent, not the SMS Router.
b)
the address of the SMS Router. In this case the SMS Router delivers the SM as described in 3GPP TS 23.204 [42] for the IP-SM-GW. This option is mandatory when the SMS Router is deployed together with an IP-SM-GW.
NOTE 2:
In this case if two addresses (SGSN and MSC) are received from HLR, the SMS Router chooses via which node (SGSN or MSC) the SM is first to be sent, i.e. the SMS Router delivers the SM as an IP-SM-GW.

If a parameter within the "sendRoutingInfoForShortMsg" explicitly indicates that delivery of a short message is not intended and that only IMSI or only MCC+MNC are requested, the IMSI IE may be populated with IMSI or MCC+MNC+dummy MSIN, respectively, and the MSC address and/or SGSN address with a dummy network node address.

if HLR is returning an Inform-Service-Centre information:

-
fowarding the received information transparently to the SMS-GMSC.

When receiving a short message TPDU from the SMS‑GMSC ("forwardShortMessage", see clause 10), the SMS Router is responsible for the following operations:

‑
receiving the short message TPDU;

-
checking validity of the MT Correlation ID received in the IMSI field

The MT Correlation ID shall be considered invalid if the MT Correlation ID is unknown. Optionally, the MT Correlation ID may also be considered invalid if the CC and NDC of the address of the SMS-GMSC from which the forwardShortMessage was received is different from the CC and NDC of the SMS‑GMSC address stored above i.e. the forwardShortMessage has originated from a different network than that which issued the sendRoutingInfoForShortMsg.

If the received MT Correlation ID is deemed invalid by the SMS Router:

‑
returning the error "System failure" to the SMS‑GMSC in a failure report (negative outcome of "forwardShortMessage" see clauses 10 and 11).

If the received MT Correlation ID is deemed valid by the SMS Router:

‑
transferring the short message TPDU to the MSC (if the called party SSN in the received message is for MSC) or to the SGSN (if the called party SSN in the received message is for SGSN) using the stored routing information and replacing the MT Correlation ID with the stored IMSI (obtained from the HLR, above);

-
support for service execution, lawful interception, and number portability if required; and

-
forwarding the delivery confirmation or failure report from the MSC or SGSN (which may have originally come from the MS) transparently to the SMS-GMSC.
-
if the SMS Router finds that SMS delivery is to be performed towards serving MSC or SGSN in a different PLMN, the SMS Router may replace the SMS-SC address in RP OA with an address containing the PLMN ID of the PLMN in which the SMS-Router is located before the SMS router forwards the request to the serving MSC or SGSN.
Note  3: This option may be used if the PLMN that deploys the SMS-router wants to ensure the delivery of a  MT-SMS to a UE roaming in a different PLMN and this PLMN is known to deploy PLMN ID check on both RP-OA IE and SCCP Global Title. 
Note 4: When using this functionality, the PLMN deploying the SMS-Router must be aware that reply path functionality offered by the originating SMS-SC cannot be used.
8.1.5
Functionality of the IP-SM-GW

